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INTRODUCTION - HANDBOOK APPLICATION AND SCOPE

Accident Investigations (Al) and Operational Safety Reviews (OSR) are valuable for evaluating
technical issues, safety management systems and human performance and environmental
conditions to prevent accidents, through a process of continuous organizational learning. This
Handbook brings together the strengths of the experiences gained in conducting Department of
Energy (DOE) accident investigations over the past many years. That experience encourages us
to undertake analyses of lower level events, near misses and, adds insights from High Reliability
Organizations (HRO)/Learning organizations and Human Performance Improvement (HPI).

The recommended techniques apply equally well to DOE Federal-led accident investigations
conducted under DOE Order (O) 225.1B, Accident Investigations, dated March 4, 2011,
contractor-led accident investigations or under DOE O 231.1A, Chg. 1, Environment, Safety and
Health Reporting, dated June 3, 2004, or Operational Safety Reviews as a element of a
“Contractor Assurance Program.” However, the application of the techniques described in this
handbook are not mandatory, except as provided in, or referenced from DOE O 225.1B for
Federally-led investigations.

The application of the techniques described as applied to contractor-led accident investigations
or OSRs are completely non-mandatory and are applied at the discretion of contractor line
managers. Only a select few accidents, events or management concerns may require the level
and depth of analysis described in this Handbook, by the contractor’s line management.

This handbook has been organized along a logical sequence of the application of the DOE “core
analytical techniques” for conducting a DOE Federal-, or contractor-led Accident Investigation
or an OSR in order to prevent accidents. The analysis techniques presented in this Handbook
have been developed and informed from academic research and validated through industry
application and practice.

The techniques are for performance improvement and learning, thus are applicable to both Al
and OSR. This handbook serves two primary purposes: 1) as the training manual for the DOE
Accident investigation course, and the Operational Safety and Accident Analysis course, taught
through the National Training Center (NTC) and, 2) as the technical basis and guide for persons
conducting accident investigations or operational safety analysis' while in the field.

Volume I - Chapter 1; provides the functional technical basis and understanding of accident
prevention and investigation principles and practice.

Volume 1 - Chapter 2; provides the practical application of accident investigation techniques as
applicable to a DOE Federally-led Accident Investigation under DOE O 225.1B. This includes:
the process for organizing an accident investigation, selecting the team, assigning roles,
collecting and recording information and evidence; organizing and analyzing the information,

i The term operational safety analysis for the purposes of this Handbook should not be confused with
application of other DOE techniques contained within nuclear safety analysis directives or standards
such as 10 CFR 830 Subpart B, or DOE-STD-3009.



DOE-HDBK-1208-2012

forming Conclusions (CON) and Judgments of Need (JON), and writing the final report. This
chapter serves as a ready easily available reference for Board Chairpersons and members during
an investigation.

Volume II provides the adaptation of the above concepts and processes to an OSR, as an
approach to go deeper within the contractor’s organization and prevent accidents by revealing
organizational weaknesses before they result in an accident.

Simply defined, the process in this Handbook includes:

e Determining What Happened,
e Determining Why It Happened and,
e Developing Conclusions and Judgments of Needs to Prevent Re-Occurrence.

To accomplish this, we use:

e Event and Causal Factor Charting and Analysis.
e And, apply the core analytical techniques of:

= Barrier analysis;

= Change analysis,

= Root cause analysis, and

= Verification analysis.

Each of these analyses includes the integration of tools to analyze, DOE and Contractor
management systems, organizational weaknesses, and human performance. Other specific
analysis, beyond these core analytical techniques may be applied if needed, and are also
discussed in this Handbook.
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FOREWORD

“The ... (DOE) has exemplary programs for the control of accidents and fires, signified by
numerous awards. Its work in such areas as reactors, radiation, weapons, and research has
developed new methods of controlling unusual and exotic problems, including safe methods
of utilizing new materials, energy sources, and processes.

Despite past accomplishments, human values and other values stimulate a continual desire to
improve safety performance. Emerging concepts of systems analysis, accident causation,
human factors, error reduction, and measurement of safety performance strongly suggest the
practicality of developing a higher order of control over hazards.

Our concern for improved preventive methods, nevertheless, does not stem from any specific,
describable failure of old methods as from a desire for greater success. Many employers
attain a high degree of safety, but they seek further improvement. It is increasingly less
plausible that the leading employers can make further progress by simply doing more, or
better, in present program. Indeed, it seems unlikely that budget stringencies would permit
simple program strengthening. And some scaling down in safety expenditures (in keeping
with other budgets) may be necessary.

Consequently, the development of new and better approaches seems the only course likely to
produce more safety for the same or less money. Further, a properly executed safety system
approach should make a major contribution to the organization's attainment of broader
performance goals.”

These words were written by W. G. Johnson in 1973, in The Management Oversight and Risk
Tree — MORT, a report prepared for the U.S. Atomic Energy Commission (AEC). While written
almost 40 years ago Johnson’s words and the context in which the MORT innovation in accident
prevention and investigation was developed remains as vital today as then. [Johnson, 1973]'

The MORT approach described in the report was converted into the first accident investigation
manual for the Energy Research and Development Administration (ERDA), the successor to
AEC, in 1974. In 1985 the manual was revised. The introduction to that revision explained that:

“In the intervening years since that initial publication, methods and techniques that were
new at that time have been further developed and proven, and Johnson's basic concepts and
principles have been further defined and expanded. Experience in using the manual in
conducting high quality, systematic investigations has identified areas for additional
development and has generated need for yet higher levels of investigative excellence to meet
today's safety and loss control needs.

This revision is intended to meet those needs through incorporating developments and
advances in accident investigation technology that have taken place since Johnson’s first
accident investigation manual was written.”
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This new DOE Operational Safety and Accident Analysis Techniques Handbook was prepared in
the tradition of Johnson’s original report and its subsequent revisions. It incorporates
“developments and advances in accident investigation technology that have taken place since...”
issuance of the DOE Accident Investigation Workbook, Rev. 2, 1999.

What are those developments that prompted issuance of a new Handbook? One researcher
expresses the current situation thus:

“Accident models provide a conceptualisation of the characteristics of the accident, which
typically show the relation between causes and effects. They explain why accidents occur,
and are used as techniques for: risk assessment during system development, and post hoc
accident analysis to study the causes of the occurrence of an accident.

The increasing complexity in highly technological systems such as aviation, maritime, air
traffic control, telecommunications, nuclear power plants, space missions, chemical and
petroleum industry, and healthcare and patient safety is leading to potentially disastrous
failure modes and new kinds of safety issues. Traditional accident modelling approaches are
not adequate to analyse accidents that occur in modern sociotechnical systems, where
accident causation is not the result of an individual component failure or human error.”
[Qureshi, 2007]

In 1978, sociologist Barry Turner wrote a book called Man-Made Disasters, in which he
examined 85 different accidents and found that in common they had a long incubation period
with warning signs that were not taken seriously. Safety science today views serious accidents
not as the result of individual acts of carelessness or mistakes; rather they result from a
confluence of influences that emerge over time to combine in unexpected combinations enabling
dangerous alignments sometimes catastrophically. [Turner and Pidgeon, 19787

The accidents that stimulated the new safety science are now indelibly etched in the history of
safety: Challenger and Columbia, Three Mile Island, Chernobyl, Bophal, Davis Besse, Piper-
Alpha, Texas City, and Deepwater Horizon. The list is long. These accidents have introduced
new concepts and new vocabulary: normal accidents, systems accidents, practical drift, normal
deviance, latent pathogens, the gamblers dilemma, organizational factors, and safety culture. As
explained by Roger Boisjoly in an article after the 1986 Challenger accident: “It is no longer the
individual that is the locus of power and responsibility, but public and private institutions. Thus,
it would seem, it is no longer the character and virtues of individuals that determine the
standards of moral conduct, it is the policies and structures of the institutional settings within
which they live and work.” [Ermann and Lundman, 1986]"*

The work of Johnson and the System Safety Development Center at the Idaho National
Engineering Laboratory was among the early contributions to a systems view. The accident at
the Three Mile Island nuclear plant in 1979 prompted new directions in safety and organizational
performance research going beyond human actions and equipment as initiating events to examine
the influence of organizational systems. Charles Perrow’s 1984 book, Normal Accidents,
challenged long held beliefs about safety and accident causation. Publication of his book was
followed by the Bhopal chemical leak (1984), the Chernobyl disaster (1986), and the Challenger
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explosion (1986); contributed additional urgency for rethinking conventional wisdom about
safety and performance in complex systems. [Perrow, 19847

In 1987, the first research paper on what have come to be known as Highly Reliable
Organizations (HRO) was published, The Self-Designing High-Reliability Organization: Aircraft
Carrier Flight Operations at Sea by Gene 1. Rochlin, Todd R. La Porte, and Karlene H. Roberts
published in the Autumn 1987 issue of Naval War College Review. HRO concepts were
formally introduced to DOE through the Defense Nuclear Federal Safety Board Tech 35 Safety
Management of Complex, High-Hazard Organizations, December 2004, and subsequently
adopted as design principles in the Department’s “Action Plan - Lessons Learned from the
Columbia Space Shuttle Accident and Davis-Besse Reactor Pressure-Vessel Head Corrosion
Event.” DOE’s adoption of Human Performance Improvement (derived from commercial
nuclear power and aviation successful approaches and socio-technical system research)
reinforced the findings of high reliability research with specific practices and techniques.
[Rochlin, La Porte, Roberts, 1987]°

Early HRO studies were expanded to other hazardous domains over a period of some 20 years.
The broad body of research revealed common characteristics among diverse mission high hazard
organizations that are able to accomplish their missions safely over long time periods with few
adverse events. HRO research has been further expanded though the perspective of Resilience
Engineering. This perspective counters the historical deterministic view that safety is an inherent
property of well-designed technology and reveals how technology is nested in complex
interrelationships of social, organizational, and human factors. Viewing safety though the lens of
complexity theory illuminates an understanding that it is the ability of people in organizations to
adapt to the unexpected that produces resilient systems, systems in which safety is continually
created by human expertise and innovation under circumstances not foreseen or foreseeable by
technology designers.

Erik Hollnagel, a pioneer of the Resilience Engineering perspective, has explained that accident
investigation and risk assessment models focus on what goes wrong and the elimination of
"error.” While this principle may work with machines, it does not work with humans.
Variability in human performance is inevitable, even in the same tasks we repeat every day.
According to Hollnagel; our need to identify a cause for any accident has colored all risk
assessment thinking. Only simple technology and simple accidents may be said to be “caused.”
For complex systems and complex accidents we don't "find" causes; we "create" them. This is a
social process which changes over time just as thinking and society change. After the Second
World War and until the late 1970s, most accidents were seen as a result of technical failure.
The Three Mile Island accident saw cause shift from technical to human failure. Finally in the
1980s, with the Challenger disaster, cause was not solely technical or human but organizational.
Hollnagel and other resilience thinking proponents see the challenge not as finding cause. The
challenge is to explain why most of the time we do things right and to use this knowledge to shift
accident investigation and prevention thinking away from cause identification to focus on
understanding and supporting human creativity and learning and performance variability. In
other words, understanding how we succeed gains us more than striving to recreate an
unkno7wable history and prescribing fixes to only partially understood failures. [Hollnagel,
20006]
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It has been suggested that we are living in the fifth age of safety. The first was a technical age,
the second a systems age, and the third a culture age. Metaphorically, the first may be
characterized by engineering, the second by cybernetics and systems thinking, and the third by
psychology and sociology. The fourth age, the “integration age,” builds on the first three ages
not abandoning them but blending them into a trans-disciplinary socio-technical paradigm, thus
prompting more complex perspectives to develop and evolve. The fifth age is an “adaptive age.”
It does not displace the former, but rather transcends the other ages by introducing the notion of
complex adaptive systems in which the roles of expertise, professional practice, and naturalistic
observation attain primacy in resolving the duality of “work-as-imagined” versus “work as
done.” [Borys, Else, Leggett, October 20097

At present, we see mere glimpses of the implications of the adaptive age on how we think about
“accident investigation.” How we may view accidents though fourth Age lens is somewhat
clearer. Though still myopic, we do have examples of fourth age investigation reports beginning
with the Challenger Accident. Dianne Vaughn wrote, “The Challenger disaster was an accident,
the result of a mistake. What is important to remember from this case is not that individuals in
organizations make mistakes, but that mistakes themselves are socially organized and
systematically produced. Contradicting the rational choice theory behind the hypothesis of
managers as amoral calculators, the tragedy had systemic origins that transcended individuals,
organization, time and geography. Its sources were neither extraordinary nor necessary
peculiar to NASA, as the amoral calculator hypothesis would lead us to believe. Instead, its
origins were in routine and taken for granted aspects of organizational life that created a way of
seeing that was simultaneously a way of not seeing.” [Vaughan, 1996]°

The U.S. Chemical Safety Board enhanced our fourth age vision by several diopters in its report
on the British Petroleum Texas City Refinery accident. Organizational factors, human factors
and safety culture were integrated to suggest new relationships that contributed to the nation’s
most serious refinery accident. Investigations of the Royal Air Force Nimrod and the Buncefield
accidents followed suit. More recent investigations of the 2009 Washington Metro crash and the
Deepwater Horizon catastrophe were similarly inspired by the BP Texas City investigation and
the related HRO framework.

This revision of DOE’s approach to accident investigation and organizational learning is by no
means presented as an exemplar of fifth nor even fourth age safety theory. But it was developed
with awareness of the lessons of recent major accident investigations and what has been learned
in safety science since the early 1990s. Still grounded in the fundamentals of sound engineering
and technical knowledge, this version does follow the fundamental recognition by Bill Johnson
that technical factors alone explain little about accidents. While full understanding of the
technology as designed is necessary, understanding the deterministic behavior of technology
failure offers little to no understanding about the probabilistic, even chaotic interrelationships of
people, organization and social environmental factors.

The Handbook describes the high level process that DOE and DOE contractor organizations
should use to review accidents. The purpose of accident investigation is to learn from experience
in order to better assure future success. As Johnson phrased it: “Reduction of the causes of
failures at any level in the system is not only a contribution to safety, but also a moral obligation
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to serve associates with the information and methods needed for success.” We seek to develop
an understanding of how the event unfolded and the factors that influenced the event. Classic
investigation tools and enhanced versions of tools are presented that may be of use to
investigators in making sense of the events and factors. Further-more, an example is provided of
how such tools may be used within an HRO framework to explore unexpected occurrences, so
called “information rich, low consequence, no consequence events”, to perform organizational
diagnostics to better understand the “work-as-imagined” versus “work-as-performed” dichotomy
and thus maintain reliable and resilient operations. [Johnson, 19737

This 2012 version of the Handbook retains much of the content from earlier versions. The most
important contribution of this new version is the reminder that tools are only mechanisms for
collecting and organizing data. More important is the framework; the theory derived from
research and practice, that is used for interpreting the data.

Johnson’s 1973 report contained a scholarly treatment of the science and practice that underlay
the techniques and recommendations presented. The material presented in this 2011 version
rests similarly on extensive science and practice, and the reader is challenged to develop a
sufficient knowledge of both as a precondition to applying the processes and techniques
discussed. Johnson and his colleagues based the safety and accident prevention methodologies
squarely on the understanding of psychology, human factors, sociology, and organizational
theory. Citing from the original AEC report “To say that an operator was inattentive, careless
or impulsive is merely to say he is human” (quoting from Chapanis). “...each error at an
operational level must be viewed as stemming from one or more planning or design errors at
higher levels.”

This new document seeks to go a step beyond earlier versions in DOE’s pursuit of better ways to
understand accidents and to promote the continuous creation of safety in our normal daily work.
Fully grounded in the lessons and good practices of those who preceded us, the contributors to
this document seek as did our predecessors to look toward the future. This Accident and
Operational Safety Analysis Techniques Handbook challenges future investigators to apply
analytical tools and sound technical judgment within a framework of contemporary safety
science and organizational theory.
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CHAPTER 1.
DOE’S ACCIDENT PREVENTION AND INVESTIGATION PROGRAM

1. Fundamentals

This chapter discusses fundamental concepts of accident dynamics, accident prevention, and
accident analysis. The purpose of this chapter is to emphasize that DOE accident investigators
and improvement analysts need to understand the theoretical bases of safety management and
accident analysis, and the practical application of the DOE Integrated Safety Management (ISM)
framework. This provides investigators the framework to get at the relevant facts, surmise the
appropriate causal factors and to understand those organizational factors that leave the
organization vulnerable for future events with potentially worse consequences.

1.1 Definition of an Accident

Accidents are unexpected events or occurrences that result in unwanted or undesirable outcomes.
The unwanted outcomes can include harm or loss to personnel, property, production, or nearly
anything that has some inherent value. These losses increase an organization’s operating cost
through higher production costs, decreased efficiency, and the long-term effects of decreased
employee morale and unfavorable public opinion.

How then may safety be defined? Dr. Karl Weick has noted that safety is a “dynamic non!
event.” Dr. James Reason offers that “safety is noted more in its absence than its presence.”
Scholars of safety science and organizational behavior argue, often to the chagrin of designers,
that safety is not an inherent property of well designed systems. To the contrary Prof. Jens
Rasmussen maintains that “the operator’s role is to make up for holes in designers ‘work’.” If
the measurement of safety is that nothing happens, how does the analyst then understand how
systems operate effectively to produce nothing? In other words, since accidents are probabilistic
outcomes, it is the challenge to determine by evidence if the absence of accidents is by good
design or by lucky chance. Yet, this is the job of the accident investigator, safety scientists and
analysts.

1.2 The Contemporary Understanding of Accident Causation

The basis for conducting any occurrence investigation is to understand the organizational,
cultural or technical factors that left unattended could result in future accidents or unacceptable
mission interruption or quality concerns. Guiding concepts may be summarized as follows:

e Within complex systems human error does not emanate from the individual but is a bil|
product or symptom of the ever present latent conditions built into the complexity of
organizational culture and strategic decision-making processes.

e The triggering or initiating error that releases the hazard is only the last in a network of
errors that often are only remotely related to the accident. Accident occurrences emerge

1-1
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from the organization’s complexity, taking many factors to overcome systems’ network of
barriers and allowing a threat to initiate the hazard release.

e Investigations require delving into the basic organizational processes: designing,
constructing, operating, maintaining, communicating, selecting, and training, supervising,
and managing that contain the kinds of latent conditions most likely to constitute a threat to
the safety of the system.

e The inherent nature of organizational culture and strategic decision-making means latent
conditions are inevitable. Systems and organizational complexity means not all problems
can be solved in one pass. Resources are always limited and safety is only one of many
competing priorities. Therefore, event investigators should target the latent conditions most
in need of urgent attention and make them visible to those who manage the organization so
they clazn be corrected. [Hollnagel, 2004]" [Dekker, 2011]"' [Reiman and Oedewald,

2009]

1.3 Accident Models — A Basic Understanding

An accident model is the frame of reference, or stereotypical way of thinking about an accident,
that are used in trying to understand how an accident happened. The frame of reference is often
an unspoken, but commonly held understanding, of how accidents occur. The advantage is that
communication and understanding become more efficient because some things (e.g., common
terminology, common experiences, common points-of-reference, or typical sequences) can be
taken for granted. The disadvantage is that it favors a single point of view and does not consider
alternate explanations (i.e., the hypothesis model creates a recognized solution, causing the user
to discard or ignore information inconsistent with the model). This is particularly important
when addressing human component because preconceived ideas of how the accident occurred
can influence the investigators’ assumptions of the peoples’ roles and affect the line of
questioning. [Hollnagel, 2004]"°

What investigators look for when trying to understand and analyze an accident depends on how
it is believed an accident happens. A model, whether formal or simply what you believe, is
extremely helpful because it brings order to a confusing situation and suggests ways you can
explain relationships. But the model is also constraining because it views the accident in a
particular way, to the exclusion of other viewpoints. Accident models have evolved over time
and can be characterized by the three models below. [Hollnagel, 2004]"

1.3.1 Sequence of Events Model

This is a simple, linear cause and effect model where
accidents are seen the natural culmination of a series
of events or circumstances, which occur in a specific
and recognizable order. The model is often
represented by a chain with a weak link or a series of
falling dominos. In this model, accidents are
prevented by fixing or eliminating the weak link, by
removing a domino, or placing a barrier between two

1-2
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dominos to interrupt the series of events. The Domino Theory of Accident Causation developed
by H.W. Heinrich in 1931 is an example of a sequence of events model. [Heinrich, 1931]"

The sequential model is not limited to a simple series and may utilize multiple sequences or
hierarchies such as event trees, fault trees, or critical path models. Sequential models are
attractive because they encourage thinking in causal series, which is easier to represent
graphically and easier to understand. In this model, an unexpected event initiates a sequence of
consequences culminating in the unwanted outcome. The unexpected event is typically taken to
be an unsafe act, with human error as the predominant cause.

The sequential model is also limited because it requires strong cause and effect relationships that
typically do not exist outside the technical or mechanistic aspect of the accident. In other words,
true cause and effect relationships can be found when analyzing the equipment failures, but
causal relationships are extremely weak when addressing the human or organizational aspect of
the accident. For example: While it is easy to assert that “time pressure caused workers to take
shortcuts,” it is also apparent that workers do not always take shortcuts when under time
pressure. See Section 1.4, Cause and Effect Relationships.

In response to large scale industrial accidents in the 1970°s and 1980’s, the epidemiological
models were developed that viewed an accident the outcome of a combination of factors, some
active and some latent, that existed together at the time of the accident. [Hollnagel, 2004]"°

1.3.2 Epidemiological or Latent Failure Model

This is a complex, linear cause and effect model where

accidents are seen as the result of a combination of o Latent Conditions
Active Failures _ J LS

active failures (unsafe acts) and latent conditions .
(unsafe conditions). These are often referred to as
epidemiological models, using a medical metaphor , ®\.

L\

|

that likens the latent conditions to pathogens in the W@

human body that lay dormant until triggered by the T\
unsafe act. In this model, accidents are prevented by \ Defenses
strengthening barriers and defenses. The “Swiss Error Trajectory

Cheese” model developed by James Reason is an example of the epidemiological model.
[Reason, 1997]"

This model views the accident to be the result of long standing deficiencies that are triggered by
the active failures. The focus is on the organizational contributions to the failure and views the
human error as an effect, instead of a cause.

The epidemiological models differ from the sequential models on four main points:

e Performance Deviation — The concept of unsafe acts shifted from being synonymous with
human error to the notion of deviation from the expected performance.

1-3
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e Conditions — The model also considers the contributing factors that could lead to the
performance deviation, which directs analysis upstream from the worker and process
deviations.

e Barriers — The consideration of barriers or defenses at all stages of the accident
development.

e Latent Conditions — The introduction of latent or dormant conditions that are present within
the system well before there is any recognizable accident sequence.

The epidemiological model allows the investigator to think in terms other than causal series,
offers the possibility of seeing some complex interaction, and focuses attention on the
organizational issues. The model is still sequential, however, with a clear trajectory through the
ordered defenses. Because it is linear, it tends to oversimplify the complex interactions between
the multitude of active failures and latent conditions.

The limitation of epidemiological models is that they rely on “failures” up and down the
organizational hierarchy, but does nothing to explain why these conditions or decisions were
seen as normal or rational before the accident. The recently developed systemic models start to
understand accidents as unexpected combinations of normal variability. [Hollnagel, 2004]"
[Dekker, 2006]"

1.3.3 Systemic Model

This is a complex, non-linear model where
both accidents (and success) are seen to
emerge from unexpected combinations of
normal variability in the system. In this
model, accidents are triggered by unexpected
combinations of normal actions, rather than
action failures, which combine, or resonate,
with other normal variability in the process to i"::;

produce the necessary and jointly sufficient

conditions for failure to succeed. Because of the complex, non-linear nature of this model, it is
difficult to represent graphically. The Functional Resonance model from Erik Hollnagel uses a
signal metaphor to visualize this model with the undetectable variabilities unexpectedly
resonating to result in a detectable outcome.

Time

The Jenga™ game is also an excellent metaphor for describing the

complex, non-linear accident model. Every time a block is pulled ,
from the stack, it has subtle interactions with the other blocks that ‘l@
cause them to loosen or tighten in the stack. The missing blocks .

represent the sources of variability in the process and are typically ;‘;‘t

described as organizational weaknesses or latent conditions. )

Realistically, these labels are applied retrospectively only after what f‘t

was seen as normal before the accident, is seen as having contributed ﬁ

to the event, but only in combination with other factors. Often, the = =

1;
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worker makes an error or takes an action that seems appropriate, but when combined with the
other variables, brings the stack crashing down. The first response is to blame the worker
because his action demonstrably led to the failure, but it must be recognized that without the
other missing blocks, there would have been no consequence.

A major benefit of the systemic model is that it provides a more complete understanding of the
subtle interactions that contributed to the event. Because the model views accidents as resulting
from unexpected combinations of normal variability, it seeks an understanding of how normal
variability combined to create the accident. From this understanding of contributing interactions,
latent conditions or organizational weaknesses can be identified.

1.4 Cause and Effect Relationships

Although generally accepted as the overarching purpose of the investigation, the identification of
causes can be problematic. Causal analysis gives the appearance of rigor and the strenuous
application of time-tested methodologies, but the problem is that causality (i.e., a cause-effect
relationship) is often constructed where it does not really exist. To understand how this happens,
we need to take a hard look at how accidents are investigated, how cause — effect relationships
are determined, and the requirements for a true cause - effect relationship.

1.4.1 Investigations Look Backwards

The best metaphor for how accidents are investigated is a simple

maze. Ifa group of people are asked to solve the maze as quickly —
as possible and ask the “winners” how they did it, invariably the |_|—L‘_I|_|J_,
answer will be that they worked it from the Finish to the Start. _l_l_
Most mazes are designed to be difficult working from the Start to [
the Finish, but are simple working from the Finish to the Start. L
Like a maze, accident investigations look backwards. What was — |
uncertain for the people working forward through the maze r I_
becomes clear for the investigator looking backwards. I

l

Because accident investigations look backwards, it is easy to
oversimplify the search for causes. Investigators look backwards
with the undesired outcome (effect) preceded by actions, which is opposite of how the people
experienced it (actions followed by effects). When looking for cause - effect relationships (and
there many actions taking place along the timeline), there are usually one or more actions or
conditions before the effect (accident) that seem to be plausible candidates for the cause(s).

There are some common and mostly unavoidable problems when looking backwards to find
causality. As humans, investigators have a strong tendency to draw conclusions that are not
logically valid and which are based on educated guesses, intuitive judgment, “common sense”, or
other heuristics, instead of valid rules of logic. The use of event timelines, while beneficial in
understanding the event, creates sequential relationships that seem to infer causal relationships.
A quick Primer on cause and effect may help to clarify.

1-5
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1.4.2 Cause and Effect are Inferred

Cause and effect relationships are normally inferred from observation, but are generally not
something that can be observed directly.

Normally, the observer repeatedly observes Action A, followed by Effect B and conclude that B
was caused by A. It is the consistent and unwavering repeatability of the cause followed by the
effect that actually establishes a true cause — effect relationship.

For example: Kink a garden hose (action A), water flow stops (effect B), conclusion is kinking
garden hose causes water to stop flowing. This cause and effect relationship is so well
established that the person will immediately look for a kink in the hose if the flow is interrupted,

Accident investigations, however, involve the notion of backward causality, i.e., reasoning
backward from Effect to Action.

The investigator observes Effect B (the bad outcome), assumes that it was caused by something
and then tries to find out which preceding Action was the cause of it. Lacking the certainty of
repeatability (unless the conditions are repeated) and a causal relationship can only be assumed
because it seems plausible. [Hollnagel, 2004]"

1.4.3 Establishing a Cause and Effect Relationship
A true cause and effect relationship must meet these requirements:
e The cause must precede the effect (in time).

e The cause and effect must have a necessary and constant connection between them, such
that the same cause always has the same effect.

This second requirement is the one that invalidates most of the proposed causes identified in
accident investigations. As an example, a cause statement such as “the accident was due to
inadequate supervision” cannot be valid because the inadequate supervision does not cause
accidents all the time. This type of cause statement is generally based on the simple “fact” that
the supervisor failed to prevent the accident. There are generally some examples, such as not
spending enough time observing workers, to support the conclusion, but these examples are
cherry-picked to support the conclusion and are typically value judgments made after the fact.
[Dekker, 2006]"

1.4.4 The Circular Argument for Cause

The example (inadequate supervision) above is what is

generally termed a “circular argument.” The statement is /—\
made that the accident was caused by “inadequate XXX.”

But when challenged as to why it was judged to be
inadequate, the only evidence is that it must be inadequate

because the accident happened. The circular argument is u

usually evidenced by the use of negative descriptors such
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as inadequate, insufficient, less than adequate, poor, etc. The Accident Investigation Board
(AIB) needs to eliminate this type of judgmental language and simply state the facts. For
example, the fact that a supervisor was not present at the time of the accident can be identified as
a contributing factor, although it is obviously clear that accidents do not happen every time a
supervisor is absent.

True cause and effect relationships do exist, but they are almost always limited to the
mechanistic or physics-based aspects of the event. In a complex socio-technical system
involving people, processes and programs, the observed effects are uaually emergent phenomena
due to interactions within the system rather than resultant phenomena due to cause and effect.

With the exception of physical causes, such as a shorted electrical wire as the ignition source for
a fire, causes are not found; they are constructed in the mind of the investigator. Since accidents
do happen, there are obviously many factors that contribute to the undesired outcome and these
factors need to be addressed. Although truly repeatable cause and effect relationships are almost
impossible to find, many factors that seemed to have contributed to the outcome can be
identified. These factors are often identified by missed opportunities and missing barriers which
get miss labeled as causes. Because it is really opinion, sufficient information needs to be
assembled and presented in a form that makes the rationale of that opinion understandable to
others reviewing it.

The investigation should focus on understanding the context of decisions and explaining the
event. In order to understand human performance, do not limit yourself to the quest for causes.
An explanation of why people did what they did provides a much better understanding and with
understanding comes the ability to develop solutions that will improve operations.

1.4.5 Counterfactuals

Using the maze metaphor, what was complex, with multiple paths and unknown outcomes for
the workers, becomes simple and obvious for the investigator. The investigator can easily
retrace the workers path through the maze and see where they chose a path that led to the
accident rather than one that avoided the accident. The result is a counterfactual (literally,
counter the facts) statement of what people should or could have done to avoid the accident. The
counterfactual statements are easy to identify because they use common phrases like:

e “they could have ...”
e “theydidnot...”

e “they failedto ...”

e “ifonly they had ...”

The problem with counterfactuals is that they are a statement of what people did not do and does
not explain why the workers did what they did do. Counterfactuals take place in an alternate
reality that did not happen and basically represent a list of what the investigators wish had
happened instead.
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Discrepancies between a static procedure and actual work practices in a dynamic and ever
changing workplace are common and are not especially unique to the circumstances involved in
the accident. Discrepancies are discovered during the investigation simply because considerable
effort was expended in looking for them, but they could also be found throughout the
organization where an accident has not occurred. This does not mean that counterfactual
statements should be discounted. They can be essential to understanding why the decisions the
worker made and the actions (or no actions) that the worker took were seen as the best way to
proceed. [Dekker, 2006]"

1.5 Human Performance Considerations

In order to understand human performance, do not limit yourself to the quest for causes. The
investigation should focus on understanding the context of decisions and explaining the event.
An explanation of why people did what they did provides a much richer understanding and with
understanding comes the ability to develop solutions that will improve operations.

The safety culture maturity model from the International Atomic Energy Agency (IAEA)
provides the basis for an improved understanding the human performance aspect of the accident
investigation. IAEA TECDOC 1329, Safety Culture in Nuclear Installations: Guidance for Use
in the Enhancement of Safety Culture, was developed for use in IAEA’s Safety Culture Services
to assist their Member States in their efforts to develop a sound safety culture. Although the
emphasis is on the assessment and improvement of a safety culture, the introductory sections,
which lay the groundwork for understanding safety culture maturity, provide a framework to
understand the environment which forms the organization’s human performance.

Organizational Maturity

Rule Goal Improvement
Based Based Based

People who make Management’s Mistakes are seen as

mistakes are blamed response to process variability with

for their failure to mistakes is more emphasis is on

comply with rules controls, understanding what
procedures, and happened, rather than
training finding someone to

blame

Figure 1-1: IAEA-TECDOC-1329 — Safety Culture in Nuclear Installations

The model (Figure 1-1) defines three levels of safety culture maturity and presents characteristics
for each of the maturity levels based on the underlying beliefs and assumptions. The concept is
illustrated below with the characteristics for how the organization responds to an accident.
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¢ Rule Based —Safety is based on rules and regulations. Workers who make mistakes are
blamed for their failure to comply with the rules.

e Goal Based —Safety becomes an organizational goal. Management’s response to mistakes
is to pile on more broadly enforced controls, procedures and training with little or no
performance rationale or basis for the changes.

e Improvement Based —The concept of continuous improvement is applied to safety. Almost
all mistakes are viewed in terms of process variability, with the emphasis placed on
understanding what happened rather than finding someone to blame, and a targeted response
to fix the underlying factors.

When an accident occurs that causes harm or has the potential to cause harm, a choice exists: to
vector forward on the maturity model and learn from the accident or vector backwards by
blaming the worker and increasing enforcement. In order to do no harm, accident investigations
need to move from the rule based response, where workers are blamed, to the improvement
based response where mistakes are seen as process variability needing improvement.

1.5.1 Bad Apples

The Bad Apple Theory is based on the belief that the system in which people work is basically
safe and worker errors and mistakes are seen as the cause of the accident. An investigation based
on this belief focuses on the workers’ bad decisions or inappropriate behavior and deviation from
written guidance, with a conclusion that the workers failed to adhere to procedures. Because the
supervisor’s role is seen as enforcing the rules, the investigation will often focus on supervisory
activities and conclude that the supervisor failed to adequately monitor the worker’s performance
and did not correct noncompliant behavior. [Dekker, 2002]"

From the investigation perspective, knowing what the outcome was creates a hindsight bias
which makes it difficult to view the event from the perspective of the worker before the accident.
It is easy to blame the worker and difficult to look for weaknesses within the organization or
system in which they worked. The pressure to find an obvious cause and quickly finish the
investigation can be overpowering.

1.5.2 Human Performance Modes — Cognitive Demands

People are fallible, even the best people make mistakes. This is the first principle of Human
Performance Improvement and accident investigators need to understand the nature of the error
to determine the appropriate response to the error. Jen Rasmussen developed a classification of
the different types of information processing involved in industrial tasks. Usually referred to as
performance modes, these three classifications describe how the worker’s mind is processing
information while performing the task. (Figure 1-2) The three performance modes are:

e Skill mode - Actions associated with highly practiced actions in a familiar situation usually
executed from memory. Because the worker is highly familiar with the task, little attention
is required and the worker can perform the task without significant conscious thought. This
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mode is very reliable, with infrequent errors on the order of 1 in every 10,000 iterations of
the task.

e Rule mode - Actions based on selection of written or stored rules derived from one’s
recognition of the situation. The worker is familiar with the task and is taking actions in
response to the changing situation. Errors are more frequent, on the order of 1 in 1,000, and
are due to a misrepresentation of either the situation or the correct response.

e Knowledge mode - Actions in response to an unfamiliar situation. This could be new task
or a previously familiar task that has changed in an unanticipated manner. Rather than using
known rules, the worker is trying to reason or even guess their way through the situation.
Errors can be as frequent as 1 in 2, literally a coin flip.

The performance modes refer to the amount of conscious control exercised by the individual
doing the task, not the type of work itself. In other words, the skill performance mode does not
imply work by crafts; rule mode does not imply supervision; and the knowledge mode does not
imply work by professionals. This is a scale of the conscious thought required to react properly
to a hazardous condition; from drilled automatic response, to conscious selection and compliance
to proper rules, to needing to recognize there is a hazardous condition. The more unfamiliar the
worker is with the work environment or situation, the more reliance there is on the individual’s
alert awareness, rational reasoning and quick decision-making skills in the face of new hazards.
Knowledge mode would be commonly relied on in typically simple, mundane, low hazard tasks.
All work, whether performed by a carpenter or surgeon, can exist in any of the performance
modes. In fact, the performance mode is always changing, based on the nature of the work at the
time. [Reason and Hobbs, 2003]"’

Understanding the performance mode the worker was in when he/she made the error is essential
to developing the response to the accident (Figure 1-2). Errors in the skill mode typically
involve mental slips and lapses in attention or concentration. The error does not involve lack of
knowledge or understanding and, therefore, training can often be inappropriate. The worker is
literally the expert on their job and training is insulting to the worker and causes the organization
to lose credibility. Likewise, changing the procedure or process in response to a single event is
inappropriate. It effectively pushes the worker out of the skill mode into rule-based until the new
process can be assimilated. Because rule mode has a higher error rate, the result is usually an
increase in errors (and accidents) until the workers assimilate the changes and return to skill
mode. Training can be appropriate where the lapse is deemed due to a drift in the skills
competence, out-of-date mindset, or the need for a drilled response without lapses.

Training might be appropriate for errors that occurred in rule mode because the error generally
involved misinterpretation of either the situation or the correct response. In these instances,
understanding requirements and knowing where and under what circumstance those
requirements apply is cognitive in nature and must be learned or acquired in some way.
Procedural changes are appropriate if the instructions were incorrect, unclear or misleading.
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Figure 1-2: Performance Modes

Training might also be appropriate for errors that occurred in the knowledge mode, if the
workers’ understanding of the system was inadequate. However, the problem might have been
issues like communication and problem-solving during the event, rather than inadequate
knowledge.

1.5.3 Error Precursors

“Knowledge and error flow from the same mental sources, only success can tell the one from the
other.” The idea of human error as “cause” in consequential accidents is one that has been
debunked by safety science since the early work by Johnson and the System Safety Development
Center (SSDC) team. As Perrow stated the situation “Formal accident investigations usually
start with an assumption that the operator must have failed, and if this attribution can be made,
that is the end of serious inquiry. Finding that faulty designs were responsible would entail
enormous shutdown and retrofitting costs; finding that management was responsible would
threaten those in charge, but finding that operators were responsible preserves the system, with
some soporific injunctions about better training.” [Mach, 1976]'® [Perrow, 1984]°

In contemporary safety science the concept of error is simply when unintended results occurred
during human performance. Error is viewed as a mismatch between the human condition and
environmental factors operative at a given moment or within a series of actions. Research has
demonstrated that presence of various factors in combination increase the potential for error;
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these factors may be referred to as error precursors. Anticipation and identification of such
precursors is a distinguishing performance strategy of highly performing individuals and
organizations. The following Task, Work Environment, Individual Capabilities and Human
Nature (TWIN) model is a useful diagnostic tool for investigation (Figure 1-3).

TWIN Analysis Matrix

(Human Performance Error Precursors)

Time Pressure (in a hurry)

Unfamiliarity with task / First time

High workload (large memory)

Lack of knowledge (faulty mental model)

Simultaneous, multiple actions

New techniques not used before

Repetitive actions / Monotony

Imprecise communication habits

Irreversible actions

Lack of proficiency / Inexperience

Interpretation requirements

Indistinct problem-solving skills

Unclear goals, roles, or responsibilities

Unsafe attitudes

Lack of or unclear standards

Distractions / Interruptions

Iliness or fatigue; general poor health or injury

Stress

Changes / Departure from routine

Habit patterns

Confusing displays or controls

Assumptions

Work-arounds

Complacency / Overconfidence

Hidden system / equipment response

Mind-set (intentions)

Unexpected equipment conditions

Inaccurate risk perception

Lack of alternative indication

Mental shortcuts or biases

Personality conflict

Limited short-term memory

Figure 1-3: Error Precursors
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1.5.4 Optimization

Human performance is often summarized as the individual working within organizational
systems to meet the expectations of leaders. Performance variability is all about meeting
expectations and actions intended to produce a successful outcome.

To understand performance variability, an investigator
must understand the nature of humans. Regardless of
the task, whether at work or not, people constantly strive
to optimize their performance by striking a balance T\ T
between resources and demands. Both of these vary ‘
over time as people make a trade-off between Eﬂiqieht Th'o o(j.gh
thoroughness and efficiency. In simple terms, G " ﬁ ;
thoroughness represents the time and resources
expended in preparation to do the work and efficiency is
the time and resources expended in completing the

work. To do both completely requires more time and > Time Available <]
resources than is available and people must choose

between them. The immediate and certain reward for meeting schedule and production
expectations easily overrides the delayed and uncertain consequence of insufficient preparation
and people lean towards efficiency. They are as thorough as they believe is necessary, but
without expending unnecessary effort or wasting time.

(""" Time Required T

The result is a deviation from expectation and the reason is obvious. It saves time and effort
which is then available for more important or pressing activities. How the deviation is judged
afterwards, is a function of the outcome, not the decision. If organizational expectations are met
without incident, the deviations are typically disregarded or may even be condoned and rewarded
as process improvements. If the outcome was an accident, the same actions can be quickly
judged as violations. This is the probabilistic nature of organizational decision-making which is
driven by the perceptions or misperceptions of risks. A deviation or violation is not the end of
the investigation; it is the beginning as the investigator tries to understand what perceptions were
going on in the system that drove the choice to deviate. [Hollnagel, 2009]"

1.5.5 Work Context

Context matters and performance variability is

driven by context. The simple sense — think — act o
model illustrates the role of context. Information

gy ( Context. )
comes to the worker, he makes a decision based on ' 4
the context, and different actions are possible, based .
S
on the context. 5

The context of the decision relate to the goals, ||m ' ';_ . ||“ -
knowledge and focus of the worker. Successful - X
completion of the immediate task is the obvious ‘ "’ ?

goal, but it takes place within the greater work

environment where the need to optimize the use of
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time and resources is critical. Workers have knowledge, but the application of knowledge is not
always straight forward because it needs to be accurate, complete and available at the time of the
decision. Goals and knowledge combine together to determine the worker’s focus. Because
workers cannot know and see everything all the time, what they are trying to accomplish and
what they know drives where they direct their attention.

All this combines to create decisions that vary based on the influences that are present at the time
of the decision and the basic differences in people. These influences and differences include:

e Organization - actions taken to meet management priorities and production expectations.

o Knowledge - actions taken by knowledgeable workers with intent to produce a better
outcome.

e Social — actions taken to meet co-worker expectations, informal work standards.

e Experience — actions based on past experience in an effort to repeat success and avoid
failure.

e Inherent variability — actions vary due to individual psychological & physiological
differences.

e Ingenuity and creativity — adaptability in overcoming constraints and under specification.

The result is variable performance. From the safety perspective, this means that the reason
workers sometimes trigger an accident is because the outcome of their action differs from what
was intended. The actions, however, are taken in response to the variability of the context and
conditions of the work. Conversely, successful performance and process improvement also
arises from this same performance variability. Expressed another way, performance variability is
not aberrant behavior; it is the probabilistic nature of decisions made by each individual in the
organization that can result in both success and failure emerging from same normal work
sequence.

In accident investigations, performance variability needs to be acknowledged as a characteristic
of the work, not as the cause of the accident. Rather than simply judging a decision as wrong in
retrospect, the decision needs to be evaluated in the context in which it was made. In accident
investigation, the context or influences that drive the deviation need to be understood and
addressed as contributing factors. Stopping with worker’s deviation as the cause corrects
nothing. The next worker, working in the same context, will eventually adapt and deviate from
work-as imagined until chance aligns the deviation to other organization system weaknesses for
a new accident.

Performance variability is not limited to just the worker who triggers the accident. People are
involved in all aspects of the work, and the result is variability of all factors associated with the
work. This can include variation in the actions of the co-workers, the expectations of the leaders,
accuracy of the procedures, the effectiveness of the defenses and barriers, or even the basic
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policies of the organization. This is reflected in the complex, non-linear (non-Newtonian)
accident model where unexpected combinations of normal variability can result in the accident.

1.5.6 Accountability, Culpability and Just Culture

“Name, blame, shame, retrain” is an oft used phrase for older ineffective paradigms of safety
management and accident analysis. Dr. Rosabeth Moss Kanter of Harvard Business School
phased the situation this way: “Accountability is a favorite word to invoke when the lack of it
has become so apparent.” [Kanter, 2009]*°

The concepts of accountability, culpability and just culture are inextricably entwined.
Accountability has been defined in various ways but in general with this characterization; “The
expectation that an individual or an organization is answerable for results; to explain actions, or;
the degree to which individuals accept responsibility for the consequences of their actions,
including the rewards or sanctions.” As Dr. Kanter explains “The tools of accountability — data,
details, metrics, measurement, analyses, charts, tests, assessments, performance evaluations —
are neutral. What matters is their interpretation, the manner of their use, and the culture that
surrounds them. In declining organizations, use of these tools signals that people are watched
too closely, not trusted, about to be punished. In successful organizations, they are vital tools
that high achievers use to understand and improve performance regularly and rapidly.”

Culpability is about considering if the actions of an individual are blame worthy. The concept of
culpability in safety is based largely on the work of Dr. James Reason as a function of creating a
Just Culture. The purpose is to pursue a humane culture in which learning as individuals and
collectively is valued and human fallibility is recognized as simply part of the human condition.
Being human however is to be distinguished from being a malefactor. He explains; “The term
‘no-blame culture’ flourished in the 1990°s and still endures today. Compared to the largely
punitive cultures that it sought to replace, it was clearly a step in the right direction. It
acknowledged that a large proportion of unsafe acts were ‘honest errors’ (the kinds of slips,
lapses and mistakes that even the best people can make) and were not truly blameworthy, nor
was there much in the way of remedial or preventative benefit to be had by punishing their
perpetrators. But the ‘no-blame’ concept had two serious weaknesses. First, it ignored — or at
least, failed to confront — those individuals who willfully (and often repeatedly) engaged in
dangerous behaviors that most observers would recognize as being likely to increase the risk of a
bad outcome. Second, it did not properly address the crucial business of distinguishing between
culpable and non-culpable unsafe acts.”

*“...a safety culture depends critically on first negotiating where the line should be drawn
between unacceptable behaviour and blameless unsafe acts. There will always be a grey
area between these two extremes where the issue has to be decided on a case by case basis.”

“... the large majority of unsafe acts can be reported without fear of sanction. Once this crucial
trust has been established, the organization begins to have a reporting culture, something that
provides the system with an accessible memory, which, in turn, is the essential underpinning to a
learning culture. There will, of course, be setbacks along the way. But engineering a just culture
is the all-important early step; so much else depends upon it.” [GAIN Working Group E, 2004]*'
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Along the road to a Just Culture organizations may benefit from explicit “amnesty” programs
designed to persuade people to report their personal mistakes. In complex events, individual
actions are never the sole causes. Thus determination of individual culpability and personnel
actions that might be warranted should be explicitly separated from the accident investigation.
Failure to make such separation may result in reticence or even refusal of individuals involved to
cooperate in the investigation, may skew recollections and testimony, may prevent investigators
from obtaining important information, and may unfairly taint the reputations and credibility of
well intended individuals to whom no blame should be attached.

1.6 From Latent Conditions to Active Failures

An organizational event causal story developed by James Reason starts with the organizational
factors: strategic decisions, generic organizational processes — forecasting, budgeting, allocating
resources, planning, scheduling, communicating, managing, auditing, etc. These processes are
colored and shaped by the corporate culture or the unspoken attitudes and unwritten rules
concerning the way the organization carries out its business. [Reason, 1997]"

These factors result in biases in the management decision process that create “latent conditions”
that are always present in complex systems. The quality of both production systems and
protection systems are dependent upon the same underlying organizational decision processes;
hence, latent conditions cannot be eliminated from the management systems, since they are an
inevitable product of the cultural biases in strategic decisions. [Reason, p. 36, 1997]"

Figure 1-4 illustrates an example of latent conditions produced from the pressures of
commitment to a heavy work load as an organizational factor at the base of the pyramid. This
passes into the organization as a local work place factor in the form of stress in the work place.
This is the latent condition that is a precursor or contributing factor to the worker cutting corners
(the active failure of the safety system).

A distinction between active failures and latent conditions rests on two differences. The first
difference is the time taken to have an adverse impact. Active failures usually have immediate
and relatively short-lived effects. Latent conditions can lie dormant, doing no particular harm,
until they interact with local circumstances to defeat the systems’ defenses. The second
difference is the location within the organization of the human instigators. Active failures are
committed by those at the human-system interface, the front-line activities, or the “sharp-end”
personnel. Latent conditions, on the other hand, are spawned in the upper echelons of the
organization and within related manufacturing, contracting, regulatory and governmental
agencies that are not directly interfacing with the system failures.

The consequences of these latent conditions permeate throughout the organization to local
workplaces—control rooms, work areas, maintenance facilities etc. —where they reveal
themselves as workplace factors likely to promote unsafe acts (moving up the pyramid in Figure
1-4). These local workplace factors include undue time pressure, inadequate tools and
equipment, poor human-machine interfaces, insufficient training, under-manning, poor
supervisor-worker ratios, low pay, low morale, low status, macho culture, unworkable or
ambiguous procedures, and poor communications.
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Within the workplace, these local workplace factors can combine with natural human
performance tendencies such as limited attention, habit patterns, assumptions, complacency, or
mental shortcuts. These combinations produce unintentional errors and intentional violations —
collectively termed “adaptive acts”—committed by individuals and teams at the “sharp end,” or
the direct human-system interface (active error).

Large numbers of these adaptive acts will happen (small red arrows in Figure 1-4), but very few
will align with the holes in the defenses (holes are created by the latent conditions deep within
the organization). With defense-in-depth providing a multi-barrier defense, it takes multiple
human performance errors to breach the multiple defenses. However, when defenses have
become sufficiently flawed and organizational behavior consistently drifts from desired behavior
accidents can occur. In such events causes are multiple and only the most superficial analysis
would suggest otherwise.

Organizational Causes of Accidents
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Figure 1-4: Organizational Causes of Accidents
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1.7 Doing Work Safely - Safety Management Systems

Safety Management Systems (SMS) were developed to integrate safety as part of an
organization’s management of mission performance. The benefits of process based management
systems is a well established component of quality performance. As organizations and the
technologies they employ became more complex and diverse, and the rate of change in pace of
societal expectations, technical innovations, and competitiveness increased, the importance of
sound management of functions essential to safe operations became heightened.

A SMS is essentially a quality management approach to controlling risk. It also provides the
organizational framework to support a sound safety culture. Systems can be described in terms
of integrated networks of people and other resources performing activities that accomplish some
mission or goal in a prescribed environment. Management of the system’s activities involves
planning, organizing, directing, and controlling these assets toward the organization’s goals.
Several important characteristics of systems and their underlying process are known as “process
attributes” or “safety attributes” when they are applied to safety related operational and support
processes.

The SMS for DOE is the Integrated Safety Management System (ISMS), defined in Federal
Acquisition Regulation and amplified though DOE directives and guidance. The ISMS is the
overarching safety system used by DOE to ensure safety of the worker, the community and the
environment. The DOE ISMS is characterized by seven principles and five core functions:

Seven Principles

e Line management responsibility for safety
Line management is directly responsible for the protection of workers, the public and the
environment.

e Clear roles and responsibilities
Clear and unambiguous lines of authority and responsibility for ensuring safety is
established and maintained at all organizational levels and for subcontractors.

e Competence commensurate with responsibilities
Personnel are required to have the experience, knowledge, skills and capabilities necessary
to discharge their responsibilities.

e Balanced priorities
Managers must allocate resources to address safety, as well as programmatic and operational
considerations. Protection of workers, the public and the environment is a priority whenever
activities are planned and performed.

¢ Identification of safety standards and requirements
Before work is performed, the associated hazards must be evaluated, and an agreed-upon set
of safety standards and requirements must be established to provide adequate assurance that
workers, the public and the environment are protected from adverse consequences.
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Hazard controls tailored to work being performed
Administrative and engineering controls are tailored to the work being performed to prevent
adverse effects and to mitigate hazards.

Operations authorization
The conditions and requirements to be satisfied before operations are initiated are clearly
established and agreed upon.

Five Core Functions (Figure 1-5)

Define the scope of work
Missions are translated into work, expectations are set, tasks are identified and prioritized
and resources are allocated.

Analyze the hazards
Hazards associated with the work are identified, analyzed and categorized.

Develop and implement hazard controls
Applicable standards, policies, procedures and requirements are identified and agreed upon;
controls to prevent/mitigate hazards are identified; and controls are implemented.

Perform work within controls
Readiness is confirmed and work is performed safely.

Provide feedback and continuous improvement

Information on the adequacy of controls is gathered, opportunities for improving the
definition and planning of work are identified, and line and independent oversight is
conducted.
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Figure 1-5: Five Core Functions of DOE’s Integrated Safety Management System

1.7.1 The Function of Safety Barriers

The use of controls or barriers to protect the people from the hazards is a core principal of safety.
Barriers are employed to serve two purposes; to prevent release of hazardous energy and to
mitigate harm in the event hazardous energy is released. Energy is defined broadly as used here,
and includes multiple forms, for example; kinetic, biological, acoustical, chemical, electrical,
mechanical, potential, electromagnetic, thermal, or radiation."

" For a detailed discussion of barriers refer to “Barriers and Accident Prevention” by Erik Hollnagel,
2004.
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The dynamics of accidents may be categorized into five basic components, illustrated in Figure
1-6: 1) the threat or triggering action or energy, 2) the prevention barrier between the threat and
the hazard, 3) the hazard or energy potential, 4) the mitigation barrier to mitigate hazardous
consequences towards the target, 5) the targets in the path of the potential hazard consequences.
When these controls or barriers fail, they allow unwanted energy to flow resulting in an accident
or other adverse consequence.

Preventing System Accidents

Initiating q
Source or Hazards Targets
Threats
. ™
Workers
Equipment > <
Failure Public
Attack or > <
Sabotage .
Environment
Natural " J
Forces
Prevention Mitigation
Barrier (e.g. Barrier (e.g.
spark secondary
inhibitors) containment)

Figure 1-6: Barriers and Accident Dynamics — Simplistic Design

The objective is to contain or isolate hazards though the use of protective barriers. Prevention
barriers are intended to preclude release of hazards by human acts, equipment degradation, or
natural phenomena. Mitigation barriers are used to shield, contain, divert or dissipate the
hazardous energy if it is released thus precluding negative consequences to the employees or the
surrounding communities. Distance from the hazard is a common mitigating barrier.

Barrier analysis is based on the premise that hazards are associated with all accidents. Barriers
are developed and integrated into a system or work process to protect personnel and equipment
from hazards. For an accident to occur the design of technical systems did not provide adequate
barriers, work design did not specify use of appropriate barriers, or barriers failed. Investigators
use barrier analysis to identify hazards associated with an accident and the barriers that
should/could have prevented it. Barrier analysis addresses:
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e Barriers that were in place and how they performed
e Barriers that were in place but not used
e Barriers that were not in place but were required

e The barrier(s) that, if present or strengthened, would prevent the same or a similar accident
from occurring in the future.

All barriers are not the same and differ significantly in how well they perform. The following are
some of the general characteristics of barriers that need to be considered when selecting barriers
to control hazards. When evaluating the performance of a barrier after an accident, these
characteristics also suggest how well we would expect the barrier to have performed to control
the hazard.

e Effectiveness —how well it meets its intended purpose
e Availability — assurance the barrier will function when needed
e Assessment — how easy to determine whether barrier will work as intended

e Interpretation — extent to which the barrier depends on interpretation by humans to achieve
its purpose

1.7.2 Categorization of Barriers

Barriers may also be categorized according to a hierarchy of cost/reliability and according to
barrier function. The barrier cost/reliability hierarchy includes:

Physical or engineered barriers — These are the structures that are built, or sometimes naturally
exist, to prevent the flow of energy or personnel access to the hazards. These barriers require an
investment to design and build and have a cost to maintain and update. Examples: Personnel
cage around a multi-story ladder, a guard rail on a platform, or a barricade to prevent access.

Administrative or management policy barriers — These include rules, procedures, policies,
training, work plans that describe the requirements to avoid hazards. These barriers require less
capital investment but have a cost in the development, review, updating, training,
communication, and enforcement to assure adequacy and compliance. Examples: Requirement
to use harness and strap ties while climbing a multi-story ladder, a prescriptive process procedure
sequence, or laws against trespassing.

Personal knowledge or skill barriers — These include human performance aspects of:
fundamental lessons-learned, knowledge, common sense, life experiences, and education that
contribute to the individuals’ survival instincts and decision-making ability. These barriers
require little or no investment except in the screening and selection process for qualified
personnel used in a task and providing supervision. Examples: The decision not to climb a
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ladder with a tool in one hand, the decision not to violate one of the administrative barriers, or
recognizing a dangerous situation.

Another analysis system divides barriers into four categories that reflect the nature of the
barriers’ performance function. These four categories can be useful in the barrier analysis for
characterizing more precisely the purpose of the barrier and its type of weakness. Examples for
each of the four categories are as follows:

Physical- physically prevents an action from being carried out or an event from happening
e Containing or protecting - walls, fences, railings, containers, tanks
e Restraining or preventing movement - safety belts, harnesses, cages
e Separating or protecting — crumple zones, scrubbers, filters
Functional- impedes actions through the use of pre-conditions
e Prevent movement/action (hard) — locks, interlocks, equipment alignment
e Prevent movement/action (soft) — passwords, entry codes, palm readers
e Impede actions — delays, distance (too far for single person to reach)
e Dissipate energy/extinguish — air bags, sprinklers
Symbolic— requires an act of interpretation in order to achieve their purpose
e Countering/preventing actions — demarcations, signs, labels, warnings
e Regulating actions — instructions, procedures, dialogues (pre-job brief)
e System status indications — signals, warnings, alarms
e Permission/authorization — permits, work orders
Incorporeal- requires interpretation of knowledge in order to achieve their purpose
e Process — rules, restrictions, guidelines, laws, training
e Comply/conform — self-restraint, ethical norms, morals, social or group pressure

Within DOE organizations, there is typically a defense-in-depth policy for reducing the risks of a
system failure or an accident due to the threats. This policy maintains a multiple layered barrier
system between the threats or hazards and the requirement to correct any weaknesses or failures
identified in a single layer. Therefore, an accident involving such a protected system requires
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cither a uniquely improbable simultaneous failure of multiple barriers, or poor barrier concepts
or implementation, or a period of neglect allowing cascading deterioration of the barriers.”

Defense-in-depth can be comprised of layers of any combination of these types of barriers.
Obviously, it is much more difficult to overcome multiple layers of physical or engineered
barriers. This is the most reliable and most costly defense. Risk management analysis
determines the basis and justification for the level of barrier reliability and investment, based on
the probability and consequence of a hazard release scenario. For low probability, low
consequence events the level of risk often does not justify the investment of physical barriers.
Cost and schedule conscious management may influence selection of non-physical barriers on all
but the most likely and catastrophically hazardous conditions. Such choices place greater
reliance on layers of the less reliable barriers dependent on human behavior. Adding multiple
barrier layers can appear to add more confidence, but multiple layers may also lead to
complacency and diminish the ability to use and maintain the individual barrier layers. Complex
barrier systems and barrier philosophies place heightened importance on the context of
organizational culture and human performance becomes a major concern in the prevention of
accidents as barrier systems become more complex and individual barrier layer functionality
become less apparent.

A cascading effect can occur in aging facilities. Engineered barriers can become out-of-date, fall
into disrepair or wear out; or be removed as part of demolition activity. Management should
transition to reliance on a substitute administrative barrier, but this need may not be recognized.”
For example, a fire protection system, temporarily or permanently disable, is replaced by a fire
watch until the protection system is restored, replaced, or the fire potential threat is removed.
Administrative barriers may weaken due to inadequate updates to rules, inadequate
communication and training, and inadequate monitoring and enforcement. This results in
managements’ often unintentional reliance on the personal knowledge barriers. Personal
knowledge barriers can be weakened by the inadequate screening for qualifications, inadequate
assignment selections, or inadequate supervision.

An alignment of cascading weaknesses in barriers can result in an unqualified worker
unintentionally violating an administrative control and defeating a worn out physical barrier to
initiate an accident. Effective management of any of the barriers would have prevented the
accident by breaking the chain of events. Therefore, investigating a failure of defense-in-depth
requires probing a series of management and individual decisions that form the precursors and
chain of actions that lead to the final triggering action.

" A common use of “defense-in-depth” is the Lockout-Tagout (LOTO) Procedure. This procedure
administratively requires that a hazardous energy be isolated by a primary physical barrier (e.g., valve
or switch), a secondary physical barrier (a lock) that controls inadvertent defeat of the primary barrier,
and a tertiary administrative barrier (tagging) controls the removal of the physical barriers. It is

understood that omitting any one of these barriers is a violation of the LOTO procedure.

An example of a cascading effect, related to LOTO, is the discovery that some old facilities have used
the out-of-date practice of common neutrals in old electrical systems or that facility circuit diagrams
and labeling were not maintained accurately. These latent conditions potentially defeat LOTO
entirely, requiring an additional administrative barrier procedure to do de-energized-circuit verification
prior to accessing old wiring systems. Latent conditions are explained further in section 1.4.
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1.8 Accident Types/ Individual and Systems

There are two fundamental types of accidents which DOE seeks to avoid; individual and system
accidents. Confusion between individual and system safety has been frequently cited as causal
factors in major accidents.” In the ISMS framework, individual accidents are most often
associated with failures at the level of the five core functions. System accidents involve failures
at the principles level involving decision making, resource allocation and culture factors that may
shift the focus and resources of the organization away from doing work safely to detrimental
focus on cost or schedule.

1.8.1 Individual Accidents

Individual accidents - an accident occurs wherein the worker is not protected from the hazards of
an operation and is injured (e.g., radiation exposure, trips, slips, falls, industrial accident, etc.).
The focus of preventing individual accidents is to protect the worker from hazards inherent in
mission operation (Figure 1-7). The inherent challenges in investigating an individual accident
are due to the source of the human error and the victim or target of the accident can often be the
same individual. This can lead to a limited or contained analysis that fails to consider the larger
organizational or systemic contributors to the accident. These types of accidents involving
individual injuries can overly focus on the mitigating barriers or personnel protection equipment
(PPE) that avoid injuries and not consider the appropriate preventative barriers to prevent the
actual accident.

\

Texas City, Buncefield, Deepwater Horizon

1-25



DOE-HDBK-1208-2012

Preventing Individual Accidents

Initiating
Source or
Threats

Hazards Targets

Individual
worker

Equipment
Failure

Prevention Mitigation
Barrier (e.g. Barrier
LOTO policy) (e.g. PPEs)

Figure 1-7: Individual Accident

1.8.2 Preventing Individual Accidents

To prevent recurrence of individual injury accidents, corrective actions from accident
investigations must identify what barriers failed and why [i.e., stop the source and the flow of
energy from the hazards to the target (the worker)]. The mitigating barriers are important to
reducing or eliminating the harm or consequences of the accident, but emphasis must be on
barriers to prevent the accident from occurring. However, it is possible to find conditions where
the threat is deemed acceptable if the consequence can be adequately mitigated.”

"' An example of reliance on a mitigating barrier would be in the meat cutting process where chain-mail
gloves protect hands from being cut. The threat or initiating energy is the knife moving towards the
hand or vice-versa. The hazard energy is the cutting action of the blade. Since the glove does not
prevent the knife from impacting the hand, the glove is a mitigation barrier that reduces the hazardous
cutting consequence of the impact. Implementing a prevention barrier would require redesigning the
process to block or eliminate the need for the hand to be in cutting area. The absence of the
prevention barrier is the result of a bias in the organizational decision-making process discussed later

in this handbook.
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1.8.3 System Accident

A system accident is an accident wherein the protective and mitigating systems collectively fail
allowing release of the hazard and adversely affecting many people, the community and
potentially the environment. A system accident can be characterized as an "unanticipated
interaction of multiple failures in a complex system. This complexity can either be technological
or organizational, and often is both.” [Perrow, 19847

The focus of preventing system accidents is to maintain the physical integrity of operational
barriers such that they prevent threats that may result from human error, malfunctions in
equipment or operational processes, facility malfunctions or from natural disasters or such that
they mitigate the consequences of the event in case prevention fails. (Figure 1-8).

System hazards are typically managed from cradle to grave through risk management. Risk
management processes identify the potential threats, weaknesses, and failures as risks to the
design, construction, operations, maintenance, and disposition of the system. Risk management
establishes and records the risk parameters (or basis) and the investment decisions, the control
systems, and policies to mitigate these risks. Risk management, in a broad organizational sense,
can include financial, political, cultural, and social risks. While not excluding the broader
societal factors, the principal focus of this handbook is on socio-technical systems and related
life-cycle management (design, build, operate, maintain, dispose) system risks.

It is important to recognize the distinction between individual accidents and system accidents as
it affects the way the accident is investigated, in particular the way the barriers are analyzed.
The most likely differentiation of the type of accident investigation is from experience that
individual accidents are likely to be influenced by work practices, plans and oversight, while
system failures will most likely be influenced by risk management process for design,
operations, or maintenance. System accidents require a more in-depth investigation into the
policies and management culture that drives risk management decision-making. Naturally, there
is often an overlap that combines individual work hazards control practices and the system risk
management policies as potential areas of investigation.
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System Accident

An accident wherein the system fails allowinga
threatto release the hazardand as a result
many* people are adversely affected

* Workers, Enterprise, Environment, Country

Equipment, tooling,
facility malfunctions

Focus

Protect the operations _ _
The emphasis on the system accident

from the threats in no way degrades the importance of
individual safety, itis a pre-requisite of
system safety, butfocus on individuals
safety is not enough.

Figure 1-8: System Accident

1.8.4 How System Accidents Occur

In order to prevent system accidents and incidents, it is important to first understand (via a
mental model) how they occur. Figure 1-9 represents a simple schematic of how system
accidents (accidents with large consequences affecting many people) can occur.

As defined in this figure a threat can come from four sources:
e Human error such as someone dropping high explosives resulting in detonation.

e Failure of a piece of equipment, tooling or facility. For example a piece of tooling with
faulty bolts causes high explosive to drop on the floor resulting in detonation.

e From a natural disaster such as an earthquake resulting in falling debris that could
detonation high explosives.

e “Other” as of yet undiscovered to accommodate future discoveries.
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Based on this simplistic system accident scenario it is clear technical system integrity must be
protected from deterioration from physical and human/social factors.

How System Accidents Happen
(Consider all Threats)
UNWANTED ENERGY FLOW

Hazard
to System
Protect Accident to
&to Avoid
Minimize
THREATS * HAZARDS CONSEQUENCE OR

SYSTEM ACCIDENT

Unwanted energy flows as aresult of the threat to a plant hazard

potentially resulting in a catastrophic consequence.

* Categories of threats adapted from MORT, DOE G 231.1-2 and TapRoot

Figure 1-9: How System Accidents Happen

1.8.5 Preventing System Accidents

Figure 1-10 provides a simplistic view of how to prevent a system accident. Hazards can be
energy in the form of leaks, projectiles, explosions, venting, radiation, collapses, or other ways
that produce harm to the work force, the surrounding community, or the environment. The idea
is that one wants to isolate these hazards from those things that would threaten to release the
unwanted energy or material, such as human errors, faulty equipment, sabotage, or natural
disasters such as wind and lightning through the use of preventive barriers. If this is done, work
can proceed safely (accidents are avoided).
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Preventing System Accidents

DOE takes a system approach (ISMS) to preventing system
accidents. The system is predicated on identifying hazards to
protect, identifying threats to those hazards, implementing controls
(barriers) to protect the hazard from the threats, and reliably
performing work within the established safety envelope.

Threats

Barrier Barrier
(to prevent) (to mitigate)

Consequence

Human Errors
BE
Equipment, tooling,
facility malfunctions

\S,’

Natural Disasters

Hazard _

Figure 1-10: Prevent a System Accident

1.9 Diagnosing and Preventing Organizational Drift

Recognizing the hazards or risks and establishing and maintaining the barriers against accidents
are continuous demands on organizations at all levels. Work, organizations, and human activity
are dynamic, not static. This means conditions are always changing, even if only through aging,
resource turnover, or creeping complacency to routine. Similarly to the Second Law of
Thermodynamics—the idea that everything in the created order tends to dissipate rather than to
coalesce — organizations left untended trend in the direction of disorder. In the safety literature
this phenomena is referred to as organizational drift. Organizational drift, if not halted, will
lead to weakened or missing barriers.

In order to recognize, diagnose and hopefully to prevent organizational drift from established
safety systems (ISMS), models (mental pictures) are needed. Properly built models help
investigators recognize aberrations by providing an accepted reference to compare against (i.e., a
mental picture of how the organization is supposed to work). Models in combination with an
understanding of organizational behavior also allow investigators to extrapolate individual events
to a broader organizational perspective to determine if the problem is pervasive throughout the
organization (deeper organizational issues).
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Three levels of models are introduced in this section to aid the investigators putting their event
into perspective.

o Level I at the employee level,
e Level II at the physics level - Break-the-Chain Framework (BTC),

e Level III at the organization or system level.

1.9.1 Level I: Employee Level Model for Examining Organizational Drift --
Monitoring the Gap — “Work-as-Planned” vs. “Work-as-Done”

The Employee Level Model provides the most detailed examination of organizational drift by
comparing “work-as-done” on the shop floor with how work was planned by management and
process designers. At this level, the effect of organization drift could result in an undesirable
event because this is where the employees contact the hazards while performing work.

DOE organizations develop policies, procedures, training etc. to provide a management system
envelope of safety within which they want their people to work. This safety envelope is
developed through the ISMS “Define the Scope of Work, Analyze the Hazards, and Develop and
Implement Hazard Controls” and can be referred to as “work-as-planned.” The way work is
actually accomplished under ISMS “Perform Work within Controls,” referred to as “work-as!( |
done”, can be compared to the work-as-planned. Every organization’s goal is to have “work-as!
done” to equal work-as-planned (i.e., actual work performed within the established safety
envelope — left side of Figure 1-11).

There will always be a performance gap between “work-as-planned” and “work-as-done” work
performance gap (AWg) because of the variability in the execution of every human activity (right
side of Figure 1-11). When the AWg becomes a problem because an accident or an information-
rich, high-consequence or reoccurrence event occurs, a systematic investigative process helps to
understand first “what” the variation is and second, determine “why” the variation exists. Figure
1-11 illustrates the comparison of the ideal or desirable organizational work performance goal on
the left side, with the more likely or realistic work performance gap on the right. Recognizing
and reducing the gap is the objective of “Provide Feedback and Continuous Improvement”
activities.

Within this handbook, the term “physics of safety” is used to represent the science and
engineering principles and methods used to assure the barriers designed into the systems are
effective against the nature of the threats and hazards. Only with sound “physics of safety” basis
behind the purpose of the barriers can management truly rely on a “work-as-planned” safety
performance envelope. A typical gap analysis must explore weaknesses in the “work-as(]
planned” and the “work-as-performed.”

Because the “work-as-planned” truly represents the requisite safety/security/quality process that
management wants their employees to follow; the investigative process reduces the gap AWg by
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systematically addressing the broadest picture of what went wrong, and focuses the Judgments of
Need and Corrective Actions to reduce the gap.

Systematically Evaluate

Organizational Goal Organizational Reality

Work-as-Planned

Work-as-Done Work-as-Planned

“Wh at”

AW

Goal: Align, tighten, and sustain g “Why”
spectrum of performance to keep
work-as-planned the same as
work-as-done.

Work-as-Done

Where we want to be Where we probably are

Awg = gap in “work-as-done” vs. as “planned”

Figure 1-11: Level | - “Work-as-Done” Varies from “Work-as-Planned” at
Employee Level

1.9.2 Level ll: Mid-Level Model for Examining Organizational Drift — Break-the-
Chain

The Mid-Level Model for examining organizational drift focuses on the Break-the-Chain (BTC)
framework. Based on the simplistic representation displayed in Figure 1-12, the BTC framework
provides a broader, more complete model to help organizations avoid the threat potential of
catastrophic events posed by the significant hazards, dynamic tasks, time constraints, and
complex technologies that are integral to ongoing missions. And, when an event does occur, it
also provides a logical and systematic framework to diagnose the event to determine which step
in the process broke down to allow focusing corrective actions in only those areas found
deficient. The BTC model is designed to stop the system accident as shown in Figure 1-10 but
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can be applied equally to individual accidents. The BTC model is nothing but a logical, physics-
based application of the ISM core functions. The six basic components of the BTC model are:

Step #1 — Focus on the System Accident (Pinnacle/Plateau Event) to Avoid: The first step
focuses on the last link of the chain, the consequences of the system accident that the
organization is trying to prevent. Once the catastrophic consequences have been identified, they
should be listed in priority order. This prioritization is important for four reasons:

e [t serves as an important reminder to all employees of the potential catastrophic
consequences they must strive to avoid each day.

e [t pinpoints where defensive barriers are most needed; as one would expect, the probability
of an event and the severity of the consequences will drive the number and type of barriers
selected.

e [t ensures that the defensive barriers associated with the highest priority consequences will
receive top protection against degradation.

e It encourages a constant review of resources against consequences focusing attention on
making sure the most severe consequences are avoided at all times.

Prioritization is a critical organizational dynamic. Efforts to protect against catastrophic
consequential events should be the first priority. Focus must be maintained on the priority
system accidents to assure that the needed attention and resources are available to prevent them.

Step #2 — Recognize and Minimize Hazard: Identify and minimize the physical hazard, while
maintaining production. After identifying the hazard, there are two approaches to minimize it.
First, actions are taken to reduce the physical hazard that can be impacted by the threat (for
example minimizing the amount of combustible material in facilities). Second, attempts are
made to reduce the interactive complexity and tight coupling within the operation or, conversely,
to increase the response time of the organization so an event can be recognized and responded to
more quickly. The intent of these two approaches is to remove or reduce the hazard so that the
consequences of an accident are minimized to the extent possible.

Step #3- Recognize Threat Posed by Human Errors, Failed Equipment, Tooling or
Facilities, Mother Nature (i.e., natural disasters) or Other as of yet Unknown Things: A
key component of consequence avoidance is identifying and minimizing all significant knowable
threats that could challenge the hazard (i.e., allow the flow of unwanted energy). Note the use of
the word “all.” The intent is that if not all threats are identified and addressed; the organization
is vulnerable to failure. Organizations should ensure the system event does not occur, not hope it
does not occur (i.e., they prove operations safe). The categories of threats from human error and
failed equipment, tooling or facilities, and natural disasters have been adapted from a
combination of MORT, DOE Guide (G) 231.1-1 and TapR00t®.

Step #4 — Manage Defenses: Based on the threats identified, one must ensure the right barriers

are identified to prevent or to reduce the probability of the flow of energy to the hazard (red,
blue, brown, and purple barriers in Figure 1-12) or if that fails to mitigate the consequences of a
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system accident (shown by granite encasement around system event box in Figure 1-12). The
type and number of barriers and the level of effort needed to protect them are dictated by level of
consequence and type of hazard associated with the operation. The decrease in the number of
threats or probability of occurrence as a result of the application of various barriers or defenses is
indicated in Figure 1-12 by the reduction in the number of colored arrows that can reach the
hazard.

Step #5 — Foster a Culture of Reliability: Steps 1 through 4 make the operational hazard less
vulnerable to threats. To execute these steps successfully and consistently without observable
signs of degradation or significant events, requires an army of trained and experienced personnel
who conscientiously follow the proven work practices. These workers must maintain their
proficiency through continuous hands-on work and be trained so they can make judgment calls
on the shop floor that will reflect the shared organizational values. They also need to have the
authority to make time-critical decisions when situations require this action. They must be part
of an organization that has a strong culture of reliability.

Step #6 — Learn from Small Errors to Prevent Big Ones: Gaps between “work-as-planned”
by the process designer and “work-as-done” by the employees exist in every operation and
reflects the challenges an organization will face sustaining the BTC framework (Figure 1-12).
The fact that these gaps exist should be of no surprise, they exist in every organization. The
problem occurs when the organization is unaware of the gaps or does not know the magnitude or
extent of the gaps across the operation. Because of the importance of DOE sites remaining
within the established safety basis (ISMS), the investigation process as described in this
document places special emphasis on evaluating and closing the gap between “work-as-planned”
and “work-as-done”.

BTC parallels and complements the ISMS functions. The levels of formality or rigor to which
the six process components (or process steps) are applied are proportional to the complexity and
consequences of the operations (e.g., for nuclear operations where the potential consequences are
severe, the full rigor of 10 Code of Federal Regulations (CFR) Part 830, nuclear safety is
employed). Detailed application of this process can be found in Volume II, Chapter 1.
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Break-the-Chain Framework to Prevent System Accidents
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Figure 1-12: Level Il - Physics-Based Break-the-Chain Framework

1.9.3 Level lll: High Level Model for Examining Organizational Drift

The High Level Model for examining organizational drift, shown in Figure 1-13, was adapted

from work by the Institute of Nuclear Power Operations (INPO)". It is intended to represent a
systematic view for analysis of both individual and system accidents. The model breaks down
work into four sequences that one typically finds at DOE sites: 1) Organizational Processes &
Values; 2) Job Site Conditions (work-as-planned); 3) Worker Behaviors (“work-as-done™); 4)

Operational Results. An explanation of each category of work can be found in Figure 1-13.

Also shown in Figure 1-13 are the quality assurance checks (green ovals) that take place before
transitioning from one sequence of work to the next sequence of work. These process check
points are additional examples of barriers put in place to ensure readiness to go the next sequence
of work. DOE uses many similar quality assurance readiness steps in both its high hazard
nuclear operations and industrial operations.

i INPO Human Performance Reference Manual, INPO-06-003.
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The later in the work sequence the process barriers fall, noted by higher highlighted grey
numbers, the more significant or important the barrier is in preventing the undesired event
because it represents one of the last remaining barriers before a consequential event.

A Systems View of Operating Performance

Products or results of processes
(physical barriers) that create the
right conditions for the worker to
successfully & safely accomplish
tasks (e.g., engineered barriers,
safety systems, procedures, tools,

Actions or inactions (i.e., using
or not using products of
processes) by an individual
worker during the
performance of a task
(procedure adherence,

protect barriers, etc.)

readiness, etc.)
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while avoiding the
consequential accident. events, etc.)

Modified from INPO Human Performance Reference Manual, INPO 06-003,2006

Figure 1-13: Level lll - High-Level Model for Examining Organizational Drift

1.10 Design of Accident Investigations

The organizational basis for the causes of accidents requires the accident investigators to develop
insights about organizational behavior, mental models and the factors that shape the environment
in which the incident occurred. This develops a better understanding of “what” in the
organizational system failed and “why” the organization allowed itself to degrade to the state that
resulted in an undesired consequence. The investigation progresses through the events in the
opposite order in which they occurred, as shown schematically in Figure 1-14.
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Investigations to Determine Organizational Weaknesses
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Figure 1-14: Factors Contributing to Organizational Drift

1.10.1 Primary Focus — Determine “What” Happened and “Why” It Happened
The basic steps and processes used for the Accident Investigation are:

e Define the Scope of the Investigation and Select the Review Team

e Collect the Evidence

e Investigate “what happened”

e Analyze “why it happened”

e Define and Report the Judgments of Need and Corrective Actions

The purpose of an accident investigation is to determine:
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e The “what” went wrong beginning by comparing “work-as-done” to planned work. The
purpose is to understand what was done, how it was planned, and identify unanticipated or
unforeseeable changes that may have intervened. Establishing the “what” was done tends to
result in a forward progression of the sequence of events that defines what barriers failed
and how they failed.

e The “why” things did not work according to plan comes from a cultural-based assessment of
the organization to understand why the employees thought it was OK to do what they did at
the time in question. Establishing the “why” tends to be a backwards regression identifying
the assumptions, motives, impetus, changes and inertia within the organization that may
reveal weaknesses and inadequacies of the barriers, barrier selection, and maintenance
processes. The objective is to understand the latent organizational weaknesses and cultural
factors that shaped unacceptable outcomes.

Investigative tools provided in this handbook are designed to determine the “what” and the
“why.” These investigative tools allow investigation teams to systematically explore what failed
in the systems used to ensure safety. Rooting out the deeper organizational issues reduces
degradation of any system modification put in place.

1.10.2 Determine Deeper Organizational Factors

Having determined “what” went wrong, the investigation team must attempt to use the theory
introduced in Chapter 1 to understand how extensive the issues discovered in the investigation
are throughout the organization, how long they have been undetected and uncorrected, and why
the culture of the organizations allowed this to occur. To answer these questions, the team needs
to determine the extent of conditions and causes, attempt to identify the Latent Organizational
Weaknesses (those management decisions made in the past that are now starting to set
employees up for errors) and attempt to identify underlying cultural issues that may have
contributed to these.

A learning organization must determine “what” did not work by performing a compliance-based
assessment and understand “why” the organization was allowed to get to this stage by
performing a cultural-based assessment. In the Federally-led accident investigation the
compliance based assessment is driven by DOE O 225.1B which requires the team investigate
policies, standards, and requirements that were applicable to the accident being investigated and
to investigate the safety management system that was to be in place to institutionalize the
resulting work practices to allow safe work (DOE Policy (P) 450.4A, Safety Management System
Policy). This is accomplished by reviewing work against the ISM Core Functions. The cultural-
based assessment is accomplished by examining three principal culture shaping factors
(leadership, employee engagement, organizational learning) which are developed from the ISM
Principles.

This output of the deeper organizational issues is much more subjective than previous sections
because it is based on the team assimilating information and making educated judgments as to
possible underlying organizational causes. The following sections are provided to frame the
deeper organizational part of the investigation and the results should be used in conjunction with
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the organizational mental model introduced earlier (Figure 1-13: Level I11 - High-Level Model
for Examining Organizational Drift).

1.10.3 Extent of Conditions and Cause

The team should determine how long conditions have existed without detection (hints that the
organization’s assessment and oversight processes are not very effective) and how extensive the
conditions are throughout the organization (hints which point to deeper management system
issues, indicating a higher level corrective action needed).

As part of this effort, the team should also capture the missed opportunities to catch this event in
its early stages such that the event being investigated would not have occurred. A learning
organization should be taking every attempt to learn from previous mishaps or near misses
(including external lessons learned) and have sufficiently robust process to detect when things
are going wrong early in the process.

1.10.4 Latent Organizational Weaknesses

Latent organizational weaknesses are hidden deficiencies in management control processes (for
example, strategy, policies, work control, training, and resource allocation) or values (shared
beliefs, attitudes, norms, and assumptions) that create workplace conditions that can provoke
error (i.e.,1 frecursors) and degrade the integrity of defenses (flawed defenses). [Reason, pp. 10[]
18, 1997]

Table 1-1 is a guide, to help identify latent organizational weaknesses - those factors in the
management control processes or associated values that influence errors or degrade defenses.
Consider work practices, resources, documentation, housekeeping, industrial safety, management
effectiveness, material availability, oversight, program controls, radiation employee practices,
security work practices, tools and equipment use, training and qualification, work planning and
execution, and work scheduling. For an expanded list of examples, see Attachment 1, ISM
Crosswalk and Safety Culture Lines of Inquiry.
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Table 1-1: Common Organizational Weaknesses
|
Category Weakness
Training Effectiveness of training on task qualification requirement for skill-based tasks.

Focus is on lower level of cognitive knowledge.
Failure to involve management in training.

Training is inconsistent with company equipment, procedures, or process.

Communication

Reinforcement of use of the phonetic alphabet in critical steps to preclude
misunderstanding of instructions.

Failure to reinforce use of 3-way communications.

Failure to use specific unit ID numbers in procedures Unclear priorities or
expectations.

Unclear roles and responsibilities.

Planning and
Scheduling

Provision for contingencies for failures.

Failure to consider that multiple components may be out of service.
Failure to provide required materials or procedures.

Over scheduling of resources.

Failure to consider incorrect operation or damage to adjacent equipment.
Specific type of work not performed.

Specific type of issue not addressed Inadequate resources assigned.

Design or Process
Change

Involvement of users in design change implementation.
Inadequate training.

Inadequate contingencies in case a procedure goes wrong

Values, Priorities,
Policies

Management policies on line input into adequacy of procedures or safety features.
Too high a priority is placed on schedules.

Willingness to accept degraded conditions or performance.

Management failure to recognize the need for or importance of related program.

Procedure
Development or
Use

Consideration of human factors in procedural development and implementation.
Failure to perform procedural verification or validation.

Failure to reference procedure during task performance.

Assumptions made in lieu of procedural guidance.

Omission of necessary functions in procedures.
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Category Weakness
Supervisory Performance of management observations and coaching.
Involvement

Failure to correct poor performance or reinforce good performance.
Unassigned or fragmented responsibility and accountability.

Inadequate program oversight

Organizational Interfaces for defining work priorities.
Interfaces Lack of clear lines of communications between organizations.

Conflicting goals or requirements between programs Lack of self-assessment
monitoring.

Lack of measurement tools for monitoring program performance.

Lack of interface between programs.

Work Practices Reinforcement of the use of established error prevention tools and techniques
(human performance tools).

1.10.5 Organizational Culture

Insights about safety culture may be inferred by considering aspects of leadership, employee
engagement and organizational learning. Observations about culture should be captured
reviewed and summarized to distill indicators of the most significant culture observations. These
are phrased as positive culture challenges in the report.

An organization’s culture, if not properly aligned with safety requirements, could result in
ignored safety requirements. A healthy culture exists when the “work-as-done” (culture artifacts
and behavior) overlap the “work-as-planned” (espoused beliefs and values) indicating an
alignment with the underlying assumptions (those factors felt important to management). A
misalignment between actual safety behavior and espoused safety beliefs indicates an unhealthy
culture or one in which the employees are not buying into the established safety system or one in
which the true underlying assumptions of management is focused on something besides safety
(Figure 1-15).
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Schein, Organizational Culture and Leadership, 2004

Figure 1-15: Assessing Organizational Culture

Safety culture factors offer important insights about event causation and prevention. Although
in-depth safety culture evaluations are beyond the doable scope of most accident investigations,
the DOE (with the help of EFCOG) has determined that examining three principal culture
shaping factors (leadership, employee engagement, organizational learning) will help to identify
cultural issues that contributed to the event. These factors were developed from the ISM
Principles by the EFCOG Safety Culture Working Group in 2007.

Leadership

Leadership and culture are two sides of the same coin; neither can be realized without the other.
Leaders create and manage the safety culture in their organizations by maintaining safety as a
priority, communicating their safety expectations to the workers, setting the standard for safety
through actions not talk (walk the talk), leading needed change by defining the current state,
establishing a vision, developing a plan, and implementing the plan effectively. Leaders
cultivate trust to engender active participation in safety and to establish feedback on the
effectiveness of their organization’s safety efforts.

e Leaders assure plans integrate safety into all aspects of an organization’s activities
considering the consequences of operational decisions for the entire life-cycle of operations
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and the safety impact on business processes, the organization, the public, and the
environment.

e [Leaders understand their business and ensure the systems employed provide the requisite
safety by identifying and minimizing hazards, proving the activity is safe, and not assuming
it is safe before operations commence.

e Leaders consider safety implications in the change management processes.

e [eaders model, coach, mentor, and reinforce their expectations and behaviors to improve
safe business performance.

e [Leaders value employee involvement, encourage individual questioning attitude, and instill
trust to encourage raising issues without fear of retribution.

e Leaders assure employees are trained, experienced and have the resources, the time, and the
tools to complete their job safely.

e Leaders hold personnel accountable for meeting standards and expectations to fulfill safety
responsibilities.

e Leaders insist on conservative decision making with respect to the proven safety system and
recognize that production goals, if not properly considered and clearly communicated, can
send mixed signals on the importance of safety.

e Leadership recognizes that humans make mistakes and take actions to mitigate this.

e Leaders develop healthy, collaborative relationships within their own organization and
between their organization and regulators, suppliers, customers and contractors.

Employee/Worker Engagement

Safety is everyone’s responsibility. As such, employees understand and embrace the
organization’s safety behaviors, beliefs, and underlying assumptions. Employees understand and
embrace their responsibilities, maintain their proficiency so that they speak from experience,
challenge what is not right and help fix what is wrong and police the system to ensure them, their
co-workers, the environment, and the public remain safe.

e Individuals team with leaders to commit to safety, to understand safety expectations, and to
meet expectations.

e Individuals work with leaders to increase the level of trust and cooperation by holding each
other accountable for their actions with success evident by the openness to raise and resolve
issues in a timely fashion.

e Everyone is personally responsible and accountable for safety, they learn their jobs, they
know the safety systems and they actively engage in protecting themselves, their col|
workers, the public and the environment.
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Individuals develop healthy skepticism and constructively question deviations to the
established safety system and actively work to avoid complacency or arrogance based on
past successes.

Individuals make conservative decisions with regards to the proven safety system and
consider the consequences of their decisions for the entire life-cycle of operations.

Individuals openly and promptly report errors and incidents and don’t rest until problems are
fully resolved and solutions proven sustainable.

Individuals instill a high level of trust by treating each other with dignity and respect and
avoiding harassment, intimidation, retaliation, and discrimination. Individuals welcome and
consider a diversity of thought and opposing views.

Individuals help develop healthy collaborative relationships within their organization and
between their organization and regulators, suppliers, customers and contractors.

Organizational Learning

The organization learns how to positively influence the desired behaviors, beliefs and
assumptions of their healthy safety culture. The organization acknowledges that errors are a way
to learn by rewarding those that report, sharing what is wrong, fixing what is broken and
addressing the organizational setup factors that led to employee error. This requires focusing on
reducing recurrences by correcting deeper, more systemic causal factors and systematically
monitoring performance and interpreting results to generate decision-making information on the
health of the system.

The organization establishes and cultivates a high level of trust; individuals are comfortable
raising, discussing and resolving questions or concerns.

The organization provides various methods to raise safety issues without fear of retribution,
harassment, intimidation, retaliation, or discrimination.

Leaders reward learning from minor problems to avoid more significant events.

Leaders promptly review, prioritize, and resolve problems, track long-term sustainability of
solutions, and communicate results back to employees.

The organization avoids complacency by cultivating a continuous learning/improvement
environment with the attitude that “it can happen here.”

Leaders systematically evaluate organizational performance using: workplace observations,
employee discussions, issue reporting, performance indicators, trend analysis, incident
investigations, benchmarking, assessments, and independent reviews.

The organization values learning from operational experience from both inside and outside
the organization.
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e The organization willingly and openly engages in organizational learning activities.

1.11 Experiential Lessons for Successful Event Analysis

A fundamental shortcoming of some investigative techniques is that they do not address where
the physics could fail, based on perceptions of improbability due to lack of recent evidence (it
has happened before). People, equipment, and facilities only get hurt or damaged when energy
flows to where it does not belong. Investigations must determine where the physics could fail in
order to prevent potential bad consequences.

“System Optimism” is the belief that systems are well designed and well maintained, procedures
are complete and correct, designers can foresee and anticipate every situation, and that people
behave as they are expected to or as they were taught. This is the “work-as-imagined” by the
organizational management culture. In this view, people are a liability and deviation from the
“work-as-imagined” is seen as a threat to safety that needs to be eliminated. In other words, this
is the perception that errors are caused by the individuals who made them; correct or remove the
errant individual and the problem is fixed.

“System Reality” is the belief that things go right because people learn to overcome design flaws
and functional glitches, adapt their performance to meet demands, interpret and apply procedures
to match conditions, and can detect and correct when things go wrong. In this view, people are
an asset and the deviation from the “work-as-imagined” is seen as how workers have to adapt to
successfully complete the work within the time and resources constraints that exist for that task.
In other words, if the worker is adapting incorrectly, the fault is in the conditions and methods
available to adapt.

Rather than simply judging a decision as wrong in retrospect, the decision needs to be evaluated
in the context of contributing factors that explain why the decision was made. If the
investigation stops with worker’s deviation as the cause, nothing is corrected. The next worker,
working in the same context, will eventually adapt in a similar fashion and deviate from “work!
as imagined.” Performance variability is not limited to just the worker who triggers the accident.
People are involved in all aspects of the work, including variation in the actions of the col
workers, the expectations of the leaders, accuracy of the procedures, the effectiveness of the
defenses and barriers, or even the basic policies of the organization can influence an outcome.
This is reflected in the complex, non-linear accident model where unexpected combinations of
normal variability can result in the accident. Failure to follow up with lessons-to-be-learned and
validations of corrective actions and Judgment of Needs can certainly lead to a recurrence of an
event.
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CHAPTER 2. THE ACCIDENT INVESTIGATION PROCESS

2. THE ACCIDENT INVESTIGATION PROCESS

2.1 Establishing the Federally Led Accident Investigation Board and
Its Authority

2.1.1 Accident Investigations’ Appointing Official

Section 2.1 primarily deals with the DOE Federal responsibilities under DOE O 225.1B. Upon
notification of an accident requiring a DOE Federal investigation, the Appointing Official selects
the AIB Chairperson. The Appointing Official, with the assistance of the Board Chairperson,
selects three to six other Board members, one of whom must be a trained DOE accident
investigator. All of the AIB members are DOE federal employees. To minimize conflicts of
interest influences, the Chairperson and the accident investigator must be from a different duty
station than the accident location. The Appointing Official for a Federal accident investigation is
the Head of Program Element, unless this responsibility is delegated to the Chief Health, Safety
and Security Officer (HS-1). The roles and responsibilities of the Appointing Official for
Accident Investigations, the Heads of Program Elements for Accident Investigations, and the
Heads of Field Elements for establishing and supporting AIBs are defined in the Table 2-1.

Table 2-1: DOE Federal Officials and Board Member Responsibilities

Participants Major Responsibilities

Appointing Official | ® Formally appoints the Accident Investigation Board in writing within three days of
for Accident accident categorization

Investigations e Establishes the scope of the Board’s authority, including the review of management
systems, policy, and line management oversight processes as possible causal factors

e Briefs Board members within three days of their appointment

e Ensures that notification is made to other agencies, if required by memoranda of
understanding, law, or regulation

e Emphasizes the Board’s authority to investigate the causal roles of organizations,
management systems, and line management oversight up to and beyond the level of the
appointing official

e Accepts the investigation report and the Board’s findings

e Publishes and distributes the respective investigation report within seven calendar days
of report acceptance

e Develops lessons learned for dissemination throughout the Department or the
organization for or the OSRs

e Closes the investigation after the actions in DOE O 225.1B, Paragraph 4d, are completed
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Participants Major Responsibilities

Heads of Program | ¢ Serves as Appointing Official for Federal accident investigations for programs, offices and
Elements for facilities under their authority.

Accidgnt . e Maintain a staff of trained and qualified personnel to serve in the capacity of Chairperson
Investigations and DOE Accident Investigators for AlBs and, upon request, provide them to support
other AlBs.

e Ensure that DOE and contractor organizations are prepared to effectively accomplish
initial investigative actions and assist Accident Investigation Boards

e Categorize the accident investigation in accordance with the criteria provided in
Attachment 2 of DOE O 225.1B

e Report accident categorization and initial actions taken by DOE site teams to the Office
of Corporate Safety Programs (HS-23)

e Serve as the appointing official for Federal accident investigations

e Ensure that readiness teams and emergency management personnel coordinate their
activities to facilitate an orderly transition of responsibilities for the accident scene

e Develop lessons learned for Federal accident investigation

e Require submittal of corrective action plans to address the Judgments of Need, approve
the implementation of those plans, and track the effective implementation of those
plans to closure.

e Distribute accident investigation reports to all Heads of Field Elements under their
cognizance and direct that extent-of-condition reviews be conducted for issues identified
during accident investigations that are applicable to work locations and operations.
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Participants Major Responsibilities

Heads of Field e Maintain a state of readiness to conduct investigations throughout the field element,
Elements for their operational facilities, and the DOE site teams

Accident e Ensure that sufficient numbers of site DOE and contractor staff understand and are
Investigations trained to conduct or support investigations

e Procure appropriate equipment to support investigations

e Maintain a current site list of DOE and contractor staff trained in conducting or
supporting investigations

e Assist in coordinating investigation activities with accident mitigation measures taken by
emergency response personnel

e Communicate and transfer information on accidents to the head of the Headquarters
program elements to whom they report

e Communicate and transfer information to the Accident Investigation Board Chairperson
before and after his/her arrival on site

e Coordinate corrective action planning and follow-up with the head of the Headquarters
program element and coordinate comment resolution by reviewing parties

e Facilitate distribution of lessons learned identified from accident investigations
e Serve as liaison to the HSS Al Program Manager on accident investigation matters
e Develop or provide assistance in developing lessons learned for accident investigations.

e Require the submittal of contractor corrective action plans to address the Judgments of
Need, approve the implementation of those plans, and track the effective
implementation of those plans to closure

e Conduct extent-of-condition reviews for specific issues resulting from accident
investigations that might be applicable to work locations or activities under the Heads of
Field Elements’ authority, and address applicable lessons learned from investigations
conducted at other DOE sites

2.1.2 Appointing the Accident Investigation Board

A list of prospective Chairpersons who meet minimum qualifications is available from the HSS
Al Program Manager and maintains a list of qualified Board members, consultants, advisors, and
support staff, including particular areas of expertise for potential Board members or
consultants/advisors. The Appointing Official, with the help of the HSS Al Program Manager,
and the selected AIB Chairperson, assess the potential scope of the investigation and identify
other board members needed to conduct the investigation. In selecting these individuals, the
chairperson and appointing official follow the criteria defined in DOE O 225.1B, which are
shown in Table 2-2.
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DOE Federal Board Members Must Meet These Criteria

Role Qualifications

Senior DOE manager

Preferably a member of the Senior Executive Service or at a senior
general service grade level deemed appropriate by the appointing
official

Demonstrated managerial competence
Knowledgeable of DOE accident investigation techniques

Experienced in conducting accident investigations through participation
in at least one Federal investigation, or equivalent experience

Board Members

DOE Federal employee

Subject matter expertise in areas related to the accident, including
knowledge of the Department’s safety management system policy and
integrated safety management system

Either the Chairperson or, at least one Board member, must be a DOE
accident investigator, who has participated in an accident investigation
course sponsored by the Office of Corporate Safety Programs

Board Advisor/Consultant

Knowledgeable in evaluating management systems, the adequacy of
policy and its implementation, and the execution of line management
oversight

Industry working knowledge in the analytical techniques used to
determine accident causal factors

DOE O 225.1B establishes some additional restrictions concerning the selection of Board
members and Chairpersons. Members are not permitted to have:

e A supervisor-subordinate relationship with another Board member

e Any conflict of interest or direct or line management responsibility for day-to-day operation
or oversight of the facility, area, or activity involved in the accident.

e Both the Chairperson and the DOE Accident Investigator must be selected from a different
duty station than the accident location.

Consultants, advisors, and support staff can be assigned to assist the Board where necessary,
particularly when DOE employees with necessary skills are not available. For example, advisory
staff may be necessary to provide knowledge of management systems or organizational concerns
or expertise on specific DOE policies. A dedicated and experienced administrative coordinator
(see Appendix C) is recommended. The Program Manager can help identify appropriate
personnel to support Accident Investigation Boards.
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The appointing official appoints the Accident Investigation Board within three calendar days
after the accident is categorized by issuing an appointment memorandum. The appointment
memorandum establishes the Board’s authority and releases all members of the AIB from their
normal responsibilities/duties for the period of time the Board is convened. The appointment
memorandum also includes the scope of the investigation, the names of the individuals being
appointed to the Board, a specified completion date for the final report (nominally 30 calendar
days), and any special provisions deemed appropriate.

The appointment memorandum should specify the scope of the investigation which includes:
e (Gathering facts;
e Analyzing causes;
e Developing conclusions and,

e Developing Judgments of Need related to DOE and contractor organizations and
management systems that could or should have prevented the accident.

e A Sample Appointment Memorandum may be found in Appendix D.

2.1.3 Briefing the Board

The appointing official is responsible for briefing all Board members as soon as possible (within
three days) after their appointment to ensure that they clearly understand their roles and
responsibilities. This briefing may be given via videoconference or teleconference. If it is
impractical to brief the entire Board, at least the Board Chairperson should receive the briefing
and then convey the contents of the briefing to the other Board members before starting the
investigation. The briefing emphasizes:

e The scope of the investigation;

e The Board’s authority to examine DOE and contractor organizations and management
systems, including line management oversight, as potential causes of an accident, up to and
beyond the level of the appointing official;

e The necessity for avoiding conflicts of interest;
e Evaluation of the effectiveness of management systems, as defined by DOE P 450.4A;

e Pertinent accident information and special concerns of the appointing official based on site
accident patterns or other considerations.
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2.2 Organizing the Accident Investigation

The accident investigation is a complex project that involves a significant workload, time
constraints, sensitive issues, cooperation between team members, and dependence on others.

To finish the investigation within the time frame required, the AIB chairperson must exercise
good project management skills and promote teamwork. The Chairperson’s initial decisions and
actions will influence the tone, tempo, and degree of difficulty associated with the entire
investigation. This section provides the Board Chairperson with techniques and tools for
planning and organizing the investigation.

2.2.1 Planning

Project planning must occur early in the investigation. The Chairperson should begin developing
a plan for the investigation immediately after his/her appointment. The plan should include a
preliminary report outline, specific task assignments, and a schedule for completing the
investigation. It should also address the resources, logistical requirements, and protocols that
will be needed to conduct the investigation.

A tool for the Chairperson, the Accident Investigation Startup Activities List, is included in
Appendix D. The Chairperson and administrative coordinator can use this list to organize the
initial investigative activities.

2.2.2 Collecting Initial Site Information

Following appointment, the Chairperson is responsible for contacting the site/sponsoring
organization to obtain as many details on the accident as possible. The sponsoring organization,
which could include a DOE field program office, and/or contractor division point-of-contact, is
usually designated as the liaison with the Board. The Chairperson needs the details of the
accident to determine what resources, Board member expertise, and technical specialists will be
required. Furthermore, the Chairperson should request background information, including site
history, sitemaps, and organization charts. The Accident Investigation Information Request
Form (provided in Appendix D) can be used to document and track these and other information
requests throughout the investigation.

2.2.3 Determining Task Assignments

A useful strategy for determining and allocating tasks is to develop an outline of the accident
investigation report, including content and format, and use it to establish tasks for each Board
member. This outline helps to organize the investigation around important tasks and facilitates
getting the report writing started as early as possible in the investigation process. Board
members, advisors, and consultants are given specific assignments and responsibilities based on
their expertise in areas such as management systems, work planning and control, occupational
safety and health, training, and any other technical areas directly related to the accident. These
assignments include specific tasks related to gathering and analyzing facts, conducting
interviews, determining causal factors, developing Conclusions (CON) and JONSs, and report
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writing. Assigning designated Board members specific responsibilities ensures consistency
during the investigation.

2.2.4 Preparing a Schedule

The Chairperson also prepares a detailed schedule using the generic four-week accident
investigation cycle and any specific direction from the appointing official. The Chairperson
should establish significant milestones; working back from the appointing official’s designated
completion date. Table 2-3 shows a list of typical activities to schedule.

Table 2-3: These Activities should be Included in an Accident Investigation
Schedule

Interviews/Evidence Collection and Preliminary Analysis

Obtain needed site and/or facility/project background information, policies, procedures, and training
records

Assign investigation tasks and writing responsibilities

Initiate and complete first draft of accident chronology and facts

Select analytical methods (preliminary)

Complete interviews

Complete first analyses of facts using selected analytical tools; determine whether additional tools are
necessary

Obtain necessary photographs and complete illustrations for report

Internal Review Drafts

Complete first draft of report elements, up to and including facts and analysis section

Complete development and draft of direct, contributing, and root causes

Complete development and draft of Judgments of Need

Complete first draft of report for internal review

Complete draft analyses

Complete second draft of report for internal review
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External Review Drafts

Complete Classification/Privacy Act reviews

Conduct factual accuracy review and revise report based on input

Complete report for Quality Assurance review by HSS Office Corporate Safety Programs prior to
submission to the Appointing Official

Complete final draft of report

Prepare out-brief materials

Brief relevant site/division and/or field office managers (depending on type of investigation) on findings

Leave site

Complete final production of report

The schedule developed by the Board Chairperson should include the activities to be conducted
and milestones for their completion. A sample schedule is included as Figure 2-1. The Accident
Investigation Day Planner: a Guide for Accident Investigation Board Chairpersons, available on
the Al Program website, can assist in the development of this schedule. Activities cover
nominally 30 days.

Days After
Board
Appointment
—_—
1 7 14 21 23 25 30
o—@ @ @ @ @ @ o—
Site Tour Initial Initial Analysis Conclusions Quality Repont
and Interviews Completed, and JONs Reviews Submission
Briefing Completed Report Report to the
Preparation Validati Appointing
Begins idation Official

Figure 2-1: Typical Schedule of Accident Investigation

2.2.5 Acquiring Resources

From the first day, the Chairperson begins acquiring resources for the investigation. This
includes securing office space, a conference room or “command center”, office supplies, and
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computers through the Field Office Manager (FOM), a secured area for document storage, tools,
and personal protective equipment, if necessary. The site’s FOM should provide many of these
resources. The Accident Investigation Equipment Checklist (see Appendix D) is designed to help
identify resource needs and track resource status.

In addition, the Board Chairperson assures that contracting mechanisms exist and that funding is
available for the advisors and consultants required to support the investigation. These activities
are coordinated with the Appointing Official.

2.2.6 Addressing Potential Conflicts of Interest

The Board Chairperson is responsible for resolving potential conflicts of interest regarding Board
members, advisors, and consultants. Each Board member, advisor, and consultant should certify
that he or she has no conflicts of interest by signing the Accident Investigation Individual
Conflict of Interest Certification Form (provided in Appendix D). If the Chairperson or any
individual has concern about the potential for or appearance of conflicts of interest, the
Chairperson should inform the Appointing Official and seek legal counsel input, if necessary.
The decision to allow the individual to participate in the investigation, and any restrictions on his
or her participation, shall be documented in a memorandum signed by the Board Chairperson to
the Appointing Official. If the Chairperson relies on the advice of legal counsel, the Chairperson
shall seek appropriate legal counsel concurrence through the Appointing Official. The
memorandum will become part of the Board’s permanent record.

2.2.7 Establishing Information Access and Release Protocols

The Chairperson is responsible for establishing protocols relating to information access and
release. These protocols are listed in Table 2-4. Information access and other control protocols
maintain the integrity of the investigation and preserve the privacy and confidentiality of
interviewees and other parties.

The Freedom of Information Act (FOIA) and Privacy Act may apply to information generated or
obtained during an investigation. These two laws dictate access to and release of government
records. The Chairperson should obtain guidance from a legal advisor or the FOIA/Privacy Act
contact person at the site, field office, or Headquarters regarding question of disclosure, or the
applicability of the FOIA or Privacy Act. The FOIA provides access to Federal agency records
except those protected from release by exemptions. Anyone can use the FOIA to request access
to government records.

The Board must ensure that the information it generates is accurate, relevant, complete, and up!|
to-date. For this reason, court reporters may be used in more serious investigations to record
interviews, and interviewees should be allowed to review and correct transcripts.

The Privacy Act protects government records on citizens and lawfully admitted permanent
residents from release without the prior written consent of the individual to whom the records
pertain.
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Specifically, when the Privacy Act is applicable, the Board is responsible for:

e Informing interviewees why information about them is being collected and how it will be
used.

e Ensuring that information subject to the Privacy Act is not disclosed without the consent of
the individual, except under the conditions prescribed by law. Information that can
normally not be disclosed includes name, present and past positions or “grade” (e.g., GS[
13), annual salaries, duty station, and position description. Therefore, the Board should not
request this information unless it is relevant to the investigation.

A Model Interview Opening Statement that addresses the provisions of both the FOIA and the
Privacy Act and their pertinence to interviews for DOE accident investigations is provided in
Appendix D. This statement should be read at the beginning of all applicable interviews. A
brief explanatory Reference Copy of 18USC Sec. 1001 for Information is provided to the
interviewer in Appendix D, in the event questions are raised by the opening statement.

2.2.8 Controlling the Release of Information to the Public

e The Chairperson should instruct Board members not to communicate with the press or other
external organizations regarding the investigation. External communications are the
responsibility of the Board Chairperson until the final report is released. The Board
Chairperson should work closely with a person designated by the site to release other
information, such as statements to site employees and the public.

Table 2-4: The Chairperson Establishes Protocols for Controlling Information

Protocol Considerations

Information Security Keep all investigative evidence and documents locked in a secure area
accessible only to Board members, advisors, and support staff.

Press Releases e Board Chairpersons should coordinate with the official authorizing the
(if appropriate) investigation or their normal chain of command for authority/guidance
on Press Releases.

e Determine whether there is a designated contact to handle press
releases; if so, work with that person.

e The Board is not obligated to release any information. However,
previous chairpersons have found that issuing an early press release can
be helpful.

e The initial press release usually contains a general description of the
accident and the purpose of the investigation.

e The Board chairperson should review and approve all press releases (in
addition to whatever review process at the parent organization).
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Considerations

Lines of Communication

Establish liaison with field element management and/or with the
operating contractor at the site, facility, or area involved in the accident
to set up clear lines of communication and responsibility.

Format of Information
Releases

Determine the amount and format of information to be released to the
site contractor(s), union advisor, and local DOE office for internal
purposes.

Never release verbatim interview transcripts or tapes due to the
sensitivity of raw information.

Do not release preliminary results of analyses. These results can be
taken out of context and lead to premature conclusions by the site and
the media.

Consult with the appointing official before releasing any information.

Approvals for Information
Releases

Assure that Board members, site contractors, and the local DOE office
do not disseminate information concerning the Board’s activities,
findings, or products before obtaining the Chairperson’s approval. Brief
the Board on what they can reveal to others.

2.3 Managing the Investigation Process

As an investigation proceeds, the Chairperson uses a variety of management techniques,
including guiding and directing, monitoring performance, providing feedback on performance,
and making decisions and changes required to meet the investigation’s objectives and schedule.
Because these activities are crucial, the Chairperson may designate an individual to oversee
management activities in case the Chairperson is not always immediately available.

2.3.1 Taking Control of the Accident Scene

Before arriving at the site, the Chairperson communicates with the point of contact or the
appropriate DOE site designee to assure that the scene and evidence are properly secured,
preserved, and documented and that preliminary witness information has been gathered. At the
accident scene, the Chairperson should:

e Obtain briefings from all persons involved in managing the accident response.

e Obtain all information and evidence gathered by the DOE site team.

e Make a decision about how secure the accident scene must remain during the initial phases
of the investigation. If there are any concerns about loss or contamination of evidence, play
it safe and keep the scene restricted from use.

e Assume responsibility only for activities directly related to the accident and investigation.
The Chairperson and Board members should not take responsibility for approving site
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activities or procedures, or for recovery, rehabilitation, or mitigation activities. These
functions are the responsibility of line management.

2.3.2 Initial Meeting of the Accident Investigation Board

The Chairperson is responsible for ensuring that all Board members work as a team and share a
common approach to the investigation. As one of the Board’s first onsite activities, the
Chairperson typically holds a meeting to provide all Board members, advisors, consultants, and
support staff with an opportunity to introduce themselves and to give the Chairperson an
opportunity to brief the Board members on:

The scope of the investigation, including all levels of the organizations involved up to and
beyond the level of the appointing official;

An overview of the accident investigation process, with emphasis on:
= Streamlined process and limited time frame to conduct the investigation (if applicable);
= The schedule and plan for completing the investigation; and

» The need to apply the components of DOE’s integrated safety management system during
the investigation as the means of evaluating management systems.

Potential analytical and testing techniques to be used;

The roles, responsibilities, and assignments for the Chairperson, the Board members, and
other participants;

Information control and release protocols; and

Administrative processes and logistics.

At the meeting, the Chairperson clearly communicates expectations and provides direction and
guidance for the investigation. In addition, at the meeting the Chairpersons should distribute
copies of local phone directories and a list of phone and fax numbers pertinent for the
investigation. The Board should also be briefed on procedures for:

Handling potential conflicts of interest resulting from using contractor-provided support and
obtaining support from other sources;

Storing investigative materials in a secured location and disposing of unneeded yet sensitive
materials;

Using logbooks, inventory, checkout lists, or other methods to maintain control and
accountability of physical evidence, documents, photographs, and other material pertinent to

the investigation;

Recording and tracking incoming and outgoing correspondence; and
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e Accessing the Board’s work area after hours.
2.3.3 Promoting Teamwork

The Board must work together as a team to finish the investigation within the time frame
established by the appointing official. To make this happen, the Board Chairperson should
ensure that strong-willed personalities do not dominate and influence the objectivity of the
investigation and that all viewpoints are heard and analyzed.

The Chairperson must capitalize on the synergy of the team’s collective skills and talents (i.e.,
the team is likely to make better decisions and provide a higher quality investigation than the
same group working individually), while allowing individual actions and decisions. It is
important that the Chairperson set the ground rules and provide guidance to the Board members
and other participants.

Friendship is not required, but poor relationships can impede the Board’s ability to conduct a
high-quality investigation. The Chairperson can encourage positive relationships by focusing
attention on each member’s strengths and downplaying weaknesses. The Chairperson can
facilitate this by arranging time to allow team members to get to know one another and learn
about each other’s credentials, strengths, and preferences. Effective interpersonal relationships
can save time and promote high-quality performance.

It is the Chairperson’s responsibility to make sure that all members get a chance to speak and
that no one member dominates conversations. The Chairperson should establish communication
guidelines and serve as an effective role model in terms of the following:

e Be clear and concise; minimize the tendency to think out loud or tell “war stories.”
e Be direct and make your perspective clear.

e Use active listening techniques, such as focusing attention on the speaker, paraphrasing,
questioning, and refraining from interrupting.

e Pay attention to non-verbal messages and attempt to verbalize what you observe.
e Attempt to understand each speaker’s perspective.

e Seek information and opinions from others, especially the less talkative members.
e Consider all ideas and arguments.

e Encourage diverse ideas and opinions.

e Suggest ideas, approaches, and compromises.

e Help keep discussions on track when they start to wander.
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The Chairperson should gain agreement in advance regarding how particular decisions will be
made. Decisions can be made by consensus, by vote, by the Chairperson, or by an expert. Each
method has strengths and weaknesses, and the method used should be the one that makes the
most sense for the particular decision and situation. Team members should be aware of which
method will be used.

Team members should clearly understand both the formal and informal roles and responsibilities
of each Board member, consultant, and support person. Clarifying these roles helps avoid
duplication of effort and omission of critical tasks, and reduces power struggles and other
conflicts. Board Chairpersons should avoid the temptation to reassign tasks when team members
encounter problems.

For an effective investigation, group processes must be efficient. Time and energy may be
needed to develop these processes. The Chairperson should pay attention to and note processes
that seem to work well, and ask the group to suggest alternatives to processes that are
unsatisfactory.

Teams are more effective than individuals, because team members have a clear purpose,
capitalize on each other’s strengths, coordinate their efforts, and help each other. Teamwork
promotes a higher quality investigation.

To control team dynamics, the Chairperson needs to be aware that groups go through predictable
stages as they progress from meeting one another to becoming a high-performance team:

e Forming: At this stage, team members get acquainted, understand their purposes, and
define their roles and responsibilities. Members are typically very polite at this stage, and
conflict is rare. Little work is accomplished during this stage, as the team is still in the
planning phase. The Chairperson can speed this stage by formally organizing the group; by
defining goals, roles, and responsibilities; and by encouraging members to become
comfortable with one another.

e Storming: Team members begin to realize the sheer amount of work to be done and may
get into conflict regarding roles, planned tasks, and processes for accomplishing the work.
There may be power struggles. The team focuses energy on redefining work processes. The
Chairperson can speed this phase by encouraging open discussion of methods and
responsibilities and promoting non-defensive, solution-focused communication.

e Norming: The team develops norms about roles, planned tasks, and processes for working
together. Power issues are settled. Team members start to become productive and assist
one another. The Chairperson can speed this stage by formalizing new norms, methods, and
responsibilities and by encouraging relationship development.

e Performing: The team settles into clear roles, understands the strengths of different
members, and begins to work together effectively. The Chairperson can help maintain this
stage by encouraging open communication, a “learning from mistakes” philosophy, and
recognizing progress.
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Understanding the four typical stages of team development can help the Chairperson manage
team interactions and promote team processes throughout the accident investigation.

The Chairperson sets the stage for effective teamwork at the very first Board meeting. At this
meeting, the Chairperson should encourage the team to define their goals and tasks, clarify their
roles and responsibilities, agree on team processes, and become acquainted with each other’s
strengths.

Many Board members may have never worked on an effective team. The Chairperson needs to
focus on effective team activities, because the members may not immediately see the value of
teamwork or may be caught up in their own tasks to the exclusion of the team.

2.3.4 Managing Evidence, Information Collection

Upon arrival at the accident site, the Board begins to collect evidence and facts and to conduct
interviews. Table 2-5 provides guidelines to assist the Chairperson in monitoring this process.

The Chairperson is responsible for:

e Ensuring that in both internal and external communications (press conferences, briefings),
the facts presented are sufficiently developed and validated, and that no speculation,
hypotheses, or conjecture is expressed; consulting with the appointing official prior to
disseminating any information about the investigation.

e Notifying DOE and appropriate Federal, state, or local authorities of unlawful activities, or
in the case of fraud, waste, or abuse, the DOE Office of the Inspector General.

e Notifying the Office of Enforcement, the DOE Site Manager, and the contractor of any
potential Price-Anderson enforcement concerns identified during the investigation as soon
as practical (Table 2-5 provides additional detail).

e Coordinating Board activities with all organizations having an interest in the accident (e.g.,
agencies notified by the appointing official or the Office of Corporate Safety Programs
under DOE O 225.1B, Paragraph 4.b.).

e Holding meetings that maximize efficiency, have a set length of time, and follow a planned,
well-and focused agenda.

2.3.5 Coordinating Internal and External Communication

The Board Chairperson is responsible for coordinating communication both internally with the
Appointing Official, Board members, advisors, consultants, and support staff), relevant DOE
Headquarters/DOE field office managers, site contractor[s], the media and the public.
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Maintaining effective communications includes:
e Conducting daily Board meetings to:
=  Review and share the latest information and evidence;
= Discuss how new information may contribute to analyses;

= Review latest analytical findings and potential causal factors and discuss how new
information may affect these analyses;

= Note information gaps and prioritize directions to pursue; and

= Serve as a checkpoint to ensure that Board members are completing their tasks, acting
within scope, and not pursuing factual leads of limited potential value.

e Obtaining regular verbal or written progress reports from Board members and identifying
solutions to potential problems.

e Using a centralized, visible location for posting assignments and progress reports to keep
everyone informed and up-to-date.

e Conducting meetings with site managers and contractor(s) to exchange information and to
summarize investigation status.

e Conducting conference calls with managers from Headquarters, the local field office, and
contractors; calling the appointing official on a predetermined basis; and providing written
status reports to the appointing official.

e Providing daily status updates to the Appointing Official.

e Coordinating external communications with the public and media through the field office
public relations/media representative to ensure that the Department’s interests are not
compromised.
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Table 2-5: The Chairperson Should Use These Guidelines in Managing
Information Collection Activities.

e Review and organize witness statements, facts, and background information provided by the DOE site
team or other sources and distribute these to the Board.

e Organize a Board walk-through of the accident scene, depicting events according to the best
understanding of the accident chronology available at the time. This can help the Board visualize the
events of the accident.

e Assign an administrative coordinator to oversee the organization, filing, and security of collected facts
and evidence.

o Develop draft of objectives and topical areas to be covered in initial interviews and oversee
development of a standardized list of initial interview questions to save interviewing time and
promote effective and efficient interviews.

o |f deemed appropriate, issue a site or public announcement soliciting information concerning the
accident.

e Ensure that witnesses are identified and interviews scheduled.
e Ensure that Board members preserve and document all evidence from the accident scene.

e Make sure all Board members enlist the aid of technical experts when making decisions about
handling or altering physical evidence.

e Establish a protocol agreeable to the Board for analyzing and testing physical evidence.
o Identify and initiate any necessary physical tests to be conducted on evidence.

e Assess and reassess the need for documents, including medical records, training records, policies, and
procedures, and direct their collection. Use the Accident Investigation Information Request Form
provided in Appendix D of the document and track information requests.

e Emphasize to Board members that to complete the investigation on schedule, they must prioritize and
may not have time to pursue every factual lead of medium to low significance. The Board Chairperson
must emphasize pursuits that will lead to the development of causal factors and Judgments of Need.

2.3.6 Managing the Analysis

The Chairperson is responsible for ensuring that events and causal factors charting and
application of the core analytical techniques begin as soon as initial facts are available. The
responsibility to conduct the analysis is that of the trained DOE Accident Investigator or Analyst.

This will help to identify information gaps early, drive the fact collection process, and identify
questions for interviews. The use of accident investigation analysis software can be a helpful
tool for identifying information gaps and organizing causal factors during the analyses. Another
technique is to use multicolored adhesive notes on a wall to portray elements of the events and
causal factors chart. A wall-size chart makes it easier for all Board members to observe
progress, provide input, and make changes.

As the Board proceeds with the analyses, the Chairperson should monitor and discuss progress to
ensure that:
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e Several Board members and/or advisors work collectively (not one person in isolation) to
produce a quality result.

e Analyses are iterative (i.e., analyses are repeated, each version producing results that
approximate the end result more closely); several iterations of analyses will be needed as
new information becomes available.

e The analyses address organizational concerns, management systems, and line management
oversight functions that may have contributed to the accident’s causes.

e The causal factors, conclusions, and Judgments of Need are supported by the facts and
analysis.

e Significant facts and analyses do not result in a “dead end.” Instead, they are linked to
causal factors and Judgments of Need.

Delegating responsibility for complex analyses to a single individual can produce inferior results.
Analyses are strengthened by input from the entire Board and its advisors.

2.3.7 Managing Report Writing

Many investigation Boards have found report writing to be the most difficult part of the
investigation, often requiring several iterations. Report quality is crucial, because the report is
the official record of the investigation. Efforts to conduct a quality investigation lose integrity if
the report is poorly written or fails to adequately convey a convincing set of supporting facts and
clear conclusions. To manage the reporting process, the Chairperson should:

e Develop a report outline as soon as possible to facilitate writing assignments and minimize
overlap in content between sections;

e Begin writing the accident chronology, background information, and facts as soon as
information becomes available;

e Continuously identify where sections should be added, moved, or deleted;

e Adhere to required format guidelines and promote ongoing clarification of format, content,
and writing styles;

e Quickly identify strong and weak writers and pair them, when possible, to avoid report
writing delays; and

e Encourage authors to consult with one another frequently to become familiar with the
content of each section and to reduce redundancy.

If possible, use a technical writer to evaluate grammar, format, technical content, and linkages
among facts, analyses, causes, and Judgments of Need. This is important when several authors
have contributed to the report. The technical writer focuses on producing a clear, concise,
logical, and well-supported report and ensures that the report reads as if one person wrote it. It is
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possible to have serious disagreements among Board members regarding the interpretation of
facts, causal factors, conclusions, and Judgments of Need. The Board Chairperson should make
a concerted effort to reach consensus among Board members on accident causes, conclusions,
and Judgments of Need. When Board members cannot reach agreement and the Chairperson
cannot resolve the difference, the dissenting Board member(s) may opt to produce a minority
report.

2.3.8 Managing Onsite Closeout Activities
2.3.8.1 Preparing Closeout Briefings

The investigative portion of the process is considered complete and Board members are released
when the Appointing Official formally accepts the final report.

The Chairperson is responsible for conducting the final accuracy review, final editing,
production of the report, with assistance from selected Board members and administrative
support staff.

A briefing on the investigation’s outcome to the Appointing Official and field line management
with cognizance over the site of the accident should be conducted. This briefing is conducted by
the Board Chairperson and the Head of the Field Element of the site at which the accident
occurred. Accident investigation participants (Chairperson, Board members, and any consultants
and advisors deemed appropriate by the Chairperson) may attend the briefing. The briefing
COVers:

e The scope of the investigation, as provided in the appointment letter,

e The investigation’s participants, including any subject matter experts or other consultants,
e A brief summary of the accident (what happened),

e (ausal factors (why it happened),

e Judgments of Need (what needs to be corrected),

e Organizations that should be responsible for corrective actions.

Other briefings may be provided by the Board Chairperson and Board members, as deemed
appropriate by the Appointing Official. These may include briefing DOE and contractor line
management at the site of the accident.

2.3.8.2 Preparing Investigation Records for Permanent Retention

The Chairperson is also responsible for ensuring that all information resulting from the
investigation is carefully managed and controlled. To this end, the Chairperson takes the
following actions:
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Preparing investigation documents and evidence for long-term storage: One of the final
activities of the Board is to prepare investigation documents and evidence for long-term
storage. For Federal investigations, these materials are to be held in storage by the
Appointing Official’s Program Manager as “permanent” records (75 years) in accordance
with DOE O 225.1B. It is recommended that access restriction limitation be designated as
"Agency Personnel."

All factual material and analysis products are included, such as logbooks, Board
meeting minutes, field notes, sketches, witness statements (including interview tapes or
electronic record files, if used), stenographer transcripts, photographs, location and custody
of any physical evidence, analysis charts, and the various forms completed during the
investigation. Original medical or personnel records subject to the Privacy Act may be
returned to their original location.

Documentation showing that the report was subjected to reviews for classified and Privacy
Act information shall be retained in the investigation file.

If the appointment of an AIB is delayed beyond three calendar days from the time of the
categorization of the accident, the rationale for the delay must be documented and
maintained in the accident investigation file.

Computers used during the accident investigation that are not to remain in control of the
accident board should have all useful records transferred to a storage medium or another
computer in the Board’s control. All accident investigation or analysis files on the
relinquished computers should be purged prior to release from the investigation team.
Electronic records should be purged or archived according to DOE CIO procedures.

If the Heads of the Headquarters Elements delegates the responsibility for an accident
investigation to the Heads of a Field Element, or to HSS, a copy of the memorandum of
delegation shall be maintained in the accident investigation file.

The administrative coordinator arranges for boxing and for shipping materials to the
storage facility identified by Appointing Official’s Program Manager during the onsite
phase of the investigation. A well maintained Al record system should already be logged,
filed, and boxed throughout the investigation for quick close out packaging and transfer. All
permanent records should have been screened for classification and stamped accordingly.

Destroying non-record materials: Any non-record materials, such as extraneous
information deemed not pertinent to the investigation, or multiple reference copies, or extra
drafts & incomplete notes, should be controlled until destroyed. Shredder machines or
services should be arranged for throughout the investigation to reduce close out shredding
time.

Archiving materials: One of the final activities of the Appointing Official’s Program
Manager, when immediate reference access is no longer deemed likely after the Post-
Investigation Activities, is to arrange for placing investigation permanent records boxes in
an archive repository in accordance with 36 CFR 1225.14.
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2.3.9 Managing Post-Investigation Activities

The Appointing Official is also responsible for ensuring that there is post-investigation follow
through in the form of corrective actions being defined and tracked and lesson learned being
documented. These responsibilities are explained below.

2.3.9.1 Corrective Action Plans

The final report is submitted by the Appointing Official to senior managers of organizations
identified in the Judgments of Need in the report, with a request for the organizations to prepare
corrective action plans. These plans contain actions for addressing Judgments of Need identified
in the report and include milestones for completing the actions.

Corrective actions fall into four categories:

o Immediate corrective actions that are taken by the organization managing the site where the
accident occurred to prevent a second or related accident.

e Corrective actions required to satisfy Judgments of Need identified by the Board in the final
report. These corrective actions are developed by the Heads of Field Elements and/or
contractors responsible for the activities resulting in the accident and are designed to prevent
recurrence and correct system problems.

e Corrective actions determined by the Appointing Official to be appropriate for DOE-wide
application. The Appointing Official recommends these corrective actions when the report
is distributed.

o DOE Headquarters corrective actions that result from discussions with senior management.
These actions usually address DOE policy.

2.3.9.2 Tracking and Verifying Corrective Actions

Corrective action plans are submitted to the Head of the Program Element which reviews the
plans and provides comments.

This review is done to determine the:

e Adequacy of proposed corrective actions in meeting the deficiencies stated in the Judgments
of Need.

e Feasibility of the proposed corrective actions.
e Timeliness of the proposed corrective actions.
e Necessity for any interim actions to prevent further accidents, pending permanent.

e (Corrective actions.
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The Heads of Field Elements whose site, facility, operation, or area was involved in the accident
have responsibility for accepting, entering the corrective actions into the appropriate database
established by the Head of the Program Element and implementing applicable corrective actions.

However, other DOE/National Nuclear Safety Administration (NNSA) Field Elements may have
responsibility for completing actions resulting from the investigation. In these cases, the
organization(s) indicated in the corrective action plan as having responsibility for
implementation is (are) accountable for completing the requisite actions.

The Heads of Headquarters Elements verifies completion of approved corrective actions and
satisfaction of Judgments of Need.

When corrective action plans are completed and corrective actions have been implemented, those
Headquarters and field elements having responsibilities for corrective actions notify the
Appointing Official, who closes the investigation. Copies of the notification to and closure by
the Appointing Official are sent to the Program Manager.

2.3.9.3 Establishing Lessons Learned

Introduction. The purpose of conducting accident investigations is to determine the system
deficiencies that allowed the accident to occur so that those deficiencies can be corrected and
similar accidents can be prevented. Summaries of deficiencies and the recommended corrective
actions are identified as "lessons learned.” In the interest of preventing recurrence of accidents,
lessons learned are disseminated DOE-wide to ensure that the results of investigations have the
greatest effect for continuous improvement in environment, safety, and health performance.

Responsibilities. The responsibility for developing and disseminating lessons learned arising
from accident investigations resides with the Appointing Official as defined in DOE O 225.1B.
For accident investigations, the Appointing Official is the Heads of Headquarters Elements. In
the event that the responsibility for appointing an AIB is delegated to the Heads of Field
Elements, the responsibility for developing and disseminating lessons learned from the accident
investigation remains with the Heads of Headquarters Elements Quality Assurance Program.

Developing Lessons Learned. Lessons learned from accident investigations are developed in
accordance with DOE O 210.2A, DOE Corporate Operating Experience Program and/or other
provisions that govern the DOE Lessons Learned Program. For accident investigations, the
Head of the DOE/NNSA Program Element is responsible for to develop and disseminate the
lessons learned.

Disseminating Lessons Learned. Lessons learned from the accident investigation are
developed and disseminated within 90 calendar days of acceptance of the investigation report by
the Appointing Official. Methods for disseminating lessons learned include; hard copy,
electronic, and other methods for use both intra-site and across the DOE complex, such as
reports, workshops, and newsletters. The DOE Lessons Learned Information System provides
for electronic dissemination of lessons-learned information throughout the DOE complex.
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2.4 Controlling the Investigation

Throughout the investigation, the Board Chairperson is responsible for controlling Board
performance, cost, schedule, and quality of work. Techniques for implementing these controls
are described below.

2.4.1 Monitoring Performance and Providing Feedback

The Chairperson uses daily meetings to monitor progress and to measure performance against
the schedule of activity milestones. Board members are given specific functions or activities to
perform and milestones for completion. The Chairperson assesses the progress and status of the
investigation periodically by asking such questions as:

e s the investigation on schedule?

e [s the investigation within scope?

e Are Board members, advisors, consultants, and support staff focused and effective?
e Are additional resources needed?

e Are daily Board meetings still necessary and productive, or should the interval between
them be increased?

The Chairperson must be informed on the status of the accident investigation and must be
prepared to make decisions and provide timely feedback to Board members, site personnel, and
other parties affected by the accident. Frequently, decisions must be made when there is not time
to reach consensus among the Board members. When this occurs, the Chairperson informs the
Board members of the decision and the reason for the urgency. Intermediate milestone revisions
can then be made, if events or practical considerations so dictate.

2.4.2 Controlling Cost and Schedule

Cost and schedule must be controlled to ensure that planning and execution activities are within
the established budget and milestones.

e Cost Control: The Board Chairperson is responsible operating within any budget prescribed
for the investigation. The Chairperson should prepare a cost estimate for the activities to be
conducted during the investigation if needed. If necessary, the Chairperson may issue a
memo authorizing costs incurred by Board members, including additional travel expenses,
hotel rates over per diem, and incidental expenses. Control can be exercised over costs by
using advisors and consultants only when required and by limiting travel (such as trips home
for the weekend) during the onsite investigation. A method for estimating costs should be
agreed upon early in the investigation, and the estimate should be reviewed each week to
ensure that the cost of the work is not exceeding the estimate, or that any cost growth is
justified and can be funded.
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e Schedule Control: Progress against the scheduled milestones can be assessed during daily
progress meetings with the Board and its staff. As problems arise, the schedule may be
adjusted or resources applied to offset variances. Because of the relatively short time frame
involved, the Chairperson must identify and resolve problems immediately to maintain the
schedule, or re-evaluate it with the appointing official as circumstances require.

2.4.3 Assuring Quality

Formal quality control measures are necessary because of the seriousness and sensitivity of the
Accident Investigation Board’s work and because of the need for accuracy, thoroughness, and
perspective. At a minimum, the Chairperson must ensure that the report is technically accurate,
complete, and internally consistent. When analytical results are developed into conclusions, all
verified facts, the results of analyses of those facts, and the resulting conclusions must be both
consistent and logical.

When essential portions of the draft report are complete, the Chairperson conducts a verification
analysis to ensure that the facts are consistent with the best information available, that all report
sections are consistent, and that analyses, causes, and Judgments of Need logically flow from the
facts. Section 2.8 provides further detail on assuring report quality.

Prior to submission of the report to the Appointing Official, the Board Chair, under DOE O
225.1B, needs to submit the report for a quality review to the HSS Al Program Manager.

2.5 Investigate the Accident to Determine “What” Happened
2.5.1 Determining Facts

Immediately following any accident, much of the available information may be conflicting and
erroneous. The volume of data expands rapidly as witness statements are taken, emergency
response actions are completed, evidence is collected, and the accident scene is observed by
more individuals.

The principal challenge of the Al Board is to distinguish between accurate and erroneous
information in order to focus on areas that will lead to identifying the accident’s causal factors.

This can be accomplished by:
e Understanding the activity that was being performed at the time of the accident or event.
e Personally conducting a walk-through of the accident scene or, work location.

e Testing or inspecting pertinent components to determine failure modes and physical
evidence.

e Obtaining testamentary evidence, and corroborating facts through interviews.

e Challenging “facts” that are inconsistent with other evidence (e.g., physical).
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e Reviewing policies, procedures, and work records to determine the level of compliance or
implementation.

Prevention is at the heart of the entire investigation process. Therefore, any accident
investigation must focus on fact-finding, not fault-finding.

Fact-finding begins during the collection of evidence. All sources of evidence (e.g., accident site
walk-through, witness interviews, physical evidence, policy or procedure documentation) contain
facts that, when linked, create a chronological depiction of the events leading to an accident.
Facts are not hypotheses, opinions, analysis, or conjecture. However, not all facts can be
determined with complete certainty, and such facts are referred to as assumptions. Assumptions
should be reflected as such in the investigation report and in any closeout briefings.

Board members should immediately begin developing a chronology of events as facts and
evidence is collected. Facts should be reviewed on an ongoing basis to ensure relevance and
accuracy. Facts and evidence later determined to be irrelevant should be removed from the
accident chronology but retained in the official investigation file for future consideration.

Contradictory facts can be resolved in closed Board meetings, recognizing that the determination
of significant facts is an iterative process that evolves as gaps in information are closed and
questions resolved. The Board revisits the prescribed scope and depth of their investigation
often during the fact-finding and analysis process. Doing so ensures that the investigation
adheres to the parameters prescribed in the Board’s appointment memorandum.

Causal factors of an accident are identified after analyzing the facts. Judgments of Need, and the
subsequent corrective actions, are based on the identified causes of the accident. Therefore, the
facts are the foundation of all other parts of the investigative process. Analyze Accident to
Determine “Why” it happened.

Three key types of evidence are collected during the investigation:
e Human or testamentary evidence includes witness statements and observations;

e Physical evidence is matter related to the accident (e.g., equipment, parts, debris, hardware,
and other physical items); and

e Documentary evidence includes paper and electronic information, such as records, reports,
procedures, and documentation. A Checklist of Documentary Evidence is found in
Appendix D.

Collecting evidence can be a lengthy, time-consuming, and piecemeal process. Witnesses may
provide sketchy or conflicting accounts of the accident. Physical evidence may be badly
damaged or completely destroyed. Documentary evidence may be minimal or difficult to access.
Thorough investigation requires that board members be diligent in pursuing evidence and
adequately explore leads, lines of inquiry, and potential causal factors until they gain a
sufficiently complete understanding of the accident.
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The process of collecting data is iterative. Preliminary analysis of the initial evidence identifies
gaps that will direct subsequent data collection. Generally, many data collection and analysis
iterations occur before the board can be certain that all analyses can be finalized. The process of
data collection also requires a tightly coordinated, interdependent set of activities on the part of
several investigators.

The process of pursuing evidentiary material involves:
e Collecting human evidence (locating and interviewing witnesses);

e Collecting physical evidence (identifying, documenting, inspecting, and preserving relevant
matter);

e Collecting documentary evidence;

e Examining organizational concerns, management systems, and line management oversight;
and

e Preserving and controlling evidence. (Examples of Physical Evidence Log Form and
Evidence Sign-out Sheet are included in Appendix D.)

2.5.2 Collect and Catalog Physical Evidence

To ensure consistent documentation, control, and security, it may be useful to designate a single
team member or the administrative coordinator to be in charge of handling evidence.

Following the leads and preliminary evidence provided by the initial findings of the DOE site
team, the team proceeds in gathering, cataloging, and storing physical evidence from all sources
as soon as it becomes available. The most obvious physical evidence related to an accident or
accident scene often includes solids such as:

e Equipment

e Tools

e Materials

e Hardware

e Operation facilities

e Pre- and post-accident positions of accident-related elements
e Scattered debris

e Patterns, parts, and properties of physical items associated with the accident.

2-26



DOE-HDBK-1208-2012

Less obvious but potentially important physical evidence includes fluids (liquids and gases).
Many DOE facilities use a multitude of fluids, including chemicals, fuels, hydraulic control or
actuating fluids, and lubricants. Analyzing such evidence can reveal much about the operability
of equipment and other potentially relevant conditions or causal factors.

Care should be taken if there is the potential for pathogenic contamination of physical evidence
(e.g., blood); such material may require autoclaving or other sterilization. Specialized
technicians experienced in fluid sampling should be employed to help the team to collect and to
analyze fluid evidence. If required, expert analysts can be requested to perform tests on the
fluids and report results to the investigation team.

When handling potential blood-borne pathogens, universal precautions such as those listed in
Table 2-6 should be observed to minimize potential exposure. All human blood and body fluids
should be treated as if they are infectious. The precautions in Table 2-6 should be implemented
for all potential exposures. Exposure is defined as reasonable anticipated skin, eye, mucous
membrane, or parenteral contact with blood or other potentially infectious materials.

In addition to pathogens, any evidence may create a hazard for persons handling it, in ways too
numerous to expand upon here. This aspect of any evidence should be considered and addressed
before handling it.

Physical evidence should be systematically collected, protected, preserved, evaluated, and
recorded to ultimately determine how and why failures occurred and whether use, abuse, misuse,
or nonuse was a causal factor.

Significant physical evidence is often found in obscure and seemingly insignificant places, such
as hinges and supports.
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Table 2-6: Use Precautions when Handling Potential Blood Borne Pathogens

e Personal protective equipment should be worn when exposure to blood borne pathogens is likely.

e Hands and other skin should be washed with soap and water immediately or as soon as feasible
after removal of gloves or other personal protective equipment.

e Hand washing facilities should be provided that are readily accessible to employees.

e When provision of hand washing facilities is not feasible, appropriate antiseptic hand cleanser in
conjunction with clean cloth, paper towels, or antiseptic towelettes should be used. Hands should
be washed with soap and water as soon as possible thereafter.

e Mucous membranes should be flushed with water immediately or as soon as feasible following
contact with blood or other potentially infectious materials.

e Contaminated needles and other contaminated sharps shall not be bent, recapped, or removed
except by approved techniques.

e Immediately or as soon as possible after use, contaminated reusable sharps shall be placed in
appropriate containers until properly reprocessed.

e Eating, drinking, smoking, applying cosmetics or lip balm, and handling contact lenses are prohibited
in work areas where there is a reasonable likelihood of occupational exposure.

e Food and drink shall not be kept in refrigerators, freezers, shelves, cabinets, or on countertops or
bench tops where blood or other potentially infectious materials are present.

e All procedures involving blood or other potentially infectious materials shall be performed in such a
manner as to minimize splashing, spraying, spattering, and generation of droplets of these
substances.

e Mouth pipetting or suctioning of blood or other potentially infectious materials is prohibited.

e Specimens of blood or other potentially infectious materials shall be placed in a container to prevent
leakage during collection, handling, processing, storage, transport, or shipping.

e Equipment, which may become contaminated with blood or other potentially infectious materials,
shall be examined prior to servicing or shipping and shall be decontaminated as necessary.

2.5.21 Document Physical Evidence

Evidence should be carefully documented at the time it is obtained or identified. The Physical
Evidence Log Form (provided in Appendix D) can help investigators document and track the
collection of physical evidence. Additional means of documenting physical evidence include
sketches, maps, photographs, corporate files, and video files.

2.5.2.2 Sketch and Map Physical Evidence

Sketching and mapping the position of debris, equipment, tools, and injured persons may be
initiated by the DOE site team and expanded on by the Accident Investigation Board. Position
maps convey a visual representation of the scene immediately after an accident. Evidence may
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be inadvertently moved, removed, or destroyed, especially if the accident scene can only be
partially secured. Therefore, sketching and mapping should be conducted immediately after
recording initial witness statements.

Precise scale plotting of the position of elements can subsequently be examined to develop and
test accident causal theories.

Computer programs or the Site Sketch, Position Mapping Form, and Sketch of Physical Evidence
Locations and Orientations (provided in Appendix D) are useful for drawing sketches and maps
and recording positions of objects.

2.5.2.3 Photograph and Video Physical Evidence

Photography and videography can be used in a variety of ways to emphasize areas or items of
interest and display them for better understanding. These are best performed by specialists, but
should be supervised and directed by an investigator.

Photography is a valuable and versatile tool in investigation. Photos or videos can identify,
record, or preserve physical evidence that cannot be effectively conveyed by words or collected
by any other means.

Photographic coverage should be detailed and complete, including standard references to help
establish distance and perspective. Video should cover the overall accident scene, as well as
specific locations or items of significance. A thorough video allows the Board to minimize trips
to the accident scene. This may be important if the scene is difficult to access or if it presents
hazards. The Photographic Log Sheet (provided in Appendix D) can be used to record
photograph or video subjects, dates, times, and equipment settings and positions.

Good photographic coverage of the accident is essential, even if photographs or video stills will
not be used in the investigation report. However, if not taken properly, photographs and videos
can easily misrepresent a scene and lead to false conclusions or findings about an accident.
Therefore, whenever possible, accident photography and video recording should be performed
by professionals. Photographic techniques that avoid misrepresentation, such as the inclusion of
rulers and particular lighting, may be unknown to amateurs but are common knowledge among
professional photographers and videographers.

One of the first responsibilities of the team lead should be to acquire a technical photographer
whose work will assist the team.

Five possible sources include:
e DOE site’s photo lab, or digital print processor center,
e Commercial photo, or digital print processor center,

e Commercial photographers; industrial, medical, aerial, legal, portrait, and scientific
photographers (often the best to assist in accident investigation are forensic/legal, or
scientific photographers),
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¢ A member of the investigation team, or
e Security personnel.

Even if photos are taken by a skilled photographer, the investigation team should be prepared to
direct the photographer in capturing certain important perspectives or parts of the accident scene.
Photographs of evidence and of the scene itself should be taken from many angles to illustrate
the perspectives of witnesses and injured persons. In addition, team members may wish to take
photos for their own reference. Digital photography facilitates incorporation of the photographs
into the investigation report. As photos are taken, a log should be completed noting the
scene/subject, date, time, direction, and orientation of photos, as well as the photographer’s
name. The Photographic Log Sheet can be used for this purpose. The Sketch of Photography
Locations and Orientations (provided in Appendix D) is helpful when reviewing photos and
analyzing information.

2.5.2.4 Inspect Physical Evidence

Following initial mapping and photographic recording, a systematic inspection of physical
evidence can begin. The inspection involves:

e Surveying the involved equipment, vehicles, structures, etc., to ascertain whether there is
any indication that component parts were missing or out of place before the accident;

e Noting the absence of any parts of guards, controls, or operating indicators (instruments,
position indicators, etc.) among the damaged or remaining parts at the scene;

e Identifying as soon as possible any equipment or parts that must be cleaned prior to
examination or testing and transferring them to a laboratory or to the care of an expert
experienced in appropriate testing methodologies;

e Noting the routing or movements of records that can later be traced to find missing
components;

e Preparing a checklist of complex equipment components to help ensure a thorough survey.

These observations should be recorded in notes and photographs so that investigators avoid
relying on their memories. Some investigators find a small voice recorder useful in recording
general descriptions of appearance and damage. However, the potential failure of a recorder,
inadvertent file erasure, and limitations of verbal description suggest that verbal recorded
descriptions should be used in combination with notes, sketches, and photographs.

2.5.2.5 Remove Physical Evidence

Following the initial inspection of the scene, investigators may need to remove items of physical
evidence. To ensure the integrity of evidence for later examination, the extraction of parts must
be controlled and methodical. The process may involve simply picking up components or pieces
of damaged equipment, removing bolts and fittings, cutting through major structures, or even
recovering evidence from beneath piles of debris. Before evidence is removed from the accident
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scene, it should be carefully packaged and clearly identified. The readiness team or a pre-
assembled investigator’s kit can provide general purpose cardboard tags or adhesive labels for
this purpose.

Equipment or parts thought to be defective, damaged, or improperly assembled should be
removed from the accident scene for technical examination. The removal should be documented
using position maps and photos to display the part in its final, post-accident position and
condition. If improper assembly is suspected, investigators should direct that the part or
equipment be photographed and otherwise documented as each subassembly is removed.

Items that have been fractured or otherwise damaged should be packaged carefully to preserve
surface detail. Delicate parts should be padded and boxed. Both the part and the outside of the
package should be labeled. Greasy or dirty parts can be wrapped in foil and placed in
polyethylene bags or other nonabsorbent materials for transport to a testing laboratory, command
center, or evidence storage facility. If uncertainties arise, subject matter experts can advise the
Board regarding effective methods for preserving and packaging evidence and specimens that
must be transported for testing.

When preparing to remove physical evidence, these guidelines should be followed:

e Normally, extraction should not start until witnesses have been interviewed, since visual
reference to the accident site can stimulate one’s memory.

e Extraction and removal or movement of parts should not be started until position records
(measurements for maps, photographs and video) have been made.

e Be aware that the accident site may be unsafe due to dangerous materials or weakened
structures.

e Locations of removed parts can be marked with orange spray paint or wire-staffed marking
flags; the marking flags can be annotated to identify the part removed and to allow later
measurement.

e Care during extraction and preliminary examination is necessary to avoid defacing or
distorting impact marks and fracture surfaces.

e The team lead and investigators should concur when the parts extraction work can begin, in
order to assure that team members have completed all observations requiring an intact
accident site.

2.5.3 Collect and Catalog Documentary Evidence

Documentary evidence can provide important data (i.e., proof of “work-as-done”) and should be
preserved and secured as methodically as physical evidence. This information might be in the
form of documents, photos, video, or other electronic media, either at the site or in files at other
locations (this information should not be confused with procedures and such).
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Some work/process/system records are retained only for the workday or the week. Once an
event has occurred, the team must work quickly to collect and preserve these records so they can
be examined and considered in the analysis.

Investigation preplanning should include procedures for identifying records to be collected, as
well as the people responsible for their collection. Because records are usually not located at the
scene of the incident, they are often overlooked in the preliminary collection of evidence.

Documents often provide important evidence of “work-as-done” for identifying causal factors of
an event. This evidence is useful for:

¢ Indicating the attitudes and actions of people involved in the accident; and
e Revealing evidence that generally is not established in verbal testimony.

Documentary evidence to determine “work-as-done” generally can be grouped into three
categories:

e Records that indicate past and present performance and status of the work activities, as well
as the people, equipment, and materials involved (examples include log books, security
access logs, calls to the operations center, etc);

e Reports that identify the content and results of special studies, analyses, audits, appraisals,
inspections, inquiries, and investigations related to work activities (examples include
occurrence reports, metrics, management and self assessments, etc.);

e Follow-on documentation that describes actions taken in response to the other types of
documentation (examples include corrective action tracking results, lessons learned, etc.).

Collectively, this evidence gives important clues to possible underlying causes of errors,
malfunctions, and failures that led to the accident.

2.5.4 Electronic Files to Organize Evidence and Facilitate the Investigation

To organize the documentary evidence collected and to make it readily accessible to the
investigation team, it is strongly recommended that electronic files be set up and populated as
evidence becomes available. Examples of evidence to be collected could consist of:

e Work orders, logbooks, training records (certifications/qualifications), forms, time sheets
e Problem evaluation reports

e Occurrence reports

¢ Nonconformance reports

e (Closeout of Corrective Actions from similar events
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e Process metrics

e Previous lessons learned

e External reviews or assessments

e Internal assessments (management and self assessments)

The team’s lead or the person in charge of collecting the data should organize all information in
shared electronic files in pre-established folders as shown in Figure 2-2.

Investigation Electronic File Structure

Assessments

Timeline

DOE’s Operational Experience — Lessons Learned
Report — Draft & Final

Extraneous Conditions Adverse to Quality ORPS Reports
Performance Evaluation Requests — Action Tracking
Photographs

Procedures

Statements and Interviews

Training — Qualification

Barrier Analysis

Human Performance Error Precursors

Missed Opportunities

Causal Factors Charts

Extent of Conditions and Causes

JON - Corrective Actions

Lessons to be Learned

Evidence Files (log books, training, etc.)

Tasking Letter

Deep Organizational Issues (culture, etc.)

Housekeeping file for team members

This file structure has been pre-
established and populated with
the applicable forms and
matrices to facilitate data
collection and compilation.

The applicable evidence should
be collected and placed into the
appropriate folder so the entire
team has access to all
information electronically.

Upon conclusion of the
investigation, the electronic file
will become part of the
investigation record.

Additional folders can be added
to adapt to the team and the
investigation.

Figure 2-2: Example of Electronic File Records To Keep for the Investigation
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2.5.5 Collecting Human Evidence

Human evidence is often the most insightful and also the most fragile. Witness recollection
declines rapidly in the first 24 hours following an accident or traumatic event. Therefore,
witnesses should be located and interviewed immediately and with high priority. As physical
and documentary evidence is gathered and analyzed throughout the investigation, this new
information will often prompt additional lines of questioning and the need for follow up
interviews with persons previously not interviewed.

2.5.6 Locating Witnesses

Principal witnesses and eyewitnesses are identified and interviewed as soon as possible.
Principal witnesses are persons who were actually involved in the accident; eyewitnesses are
persons who directly observed the accident or the conditions immediately preceding or following
the accident. General witnesses are those with knowledge about the activities prior to or
immediately after the accident (the previous shift supervisor or work controller, for example).
One responsibility of the DOE site and other initial responders is to identify witnesses, record
initial statements, and provide this information to the investigation board upon their arrival.
Prompt arrival by Board members and expeditious interviewing of witnesses helps ensure that
witness statements are as accurate, detailed, and authentic as possible.

Table 2-7 lists sources that investigators can use to locate witnesses.

Table 2-7: These Sources are Useful for Locating Witnesses

Site emergency response personnel can name the person who provided notification of the incident and
those present on their arrival, as well as the most complete list available of withesses and all involved
parties.

Principal withesses and eyewitnesses are the most intimately involved in the accident and may be able
to help develop a list of others directly or indirectly involved in the accident.

First-line supervisors are often the first to arrive at an accident scene and may be able to recall
precisely who was present at that time or immediately before the accident. Supervisors can also provide
the names and phone numbers of safety representatives, facility designers, and others who may have
pertinent information.

Local or state police, firefighters, or paramedics, if applicable.

Nurses or doctors at the site first aid center or medical care facility (if applicable).

Staff in nearby facilities (those who may have initially responded to the accident scene; staff at local
medical facilities).

News media may have access to witness information and photographs or videos of the post-accident
scene.

Maintenance and security personnel may have passed through the facility soon before or just after the
accident.
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2.5.7 Conducting Interviews

Witness testimony is an important element in determining facts that reveal causal factors. It is
best to interview principal witnesses and eyewitnesses first, because they often provide the most
useful details regarding what happened. If not questioned promptly, they may forget important
details. Witnesses must be afforded the opportunity to have organized labor or legal
representation with them, if they wish.

2.5.7.1 Preparing for Interviews

Much of the investigation’s fact-finding occurs in interviews. Therefore, to elicit the most useful
information possible from interviewees, interviewers must be well prepared and have clear
objectives for each interview. Interviews can be conducted after the board has established the
topical areas to be covered in the interviews and after the board chairperson has reviewed with
the board the objectives of the interviews and strategies for obtaining useful information.

People’s memories, as well as their willingness to assist an investigative Board, can be affected
by the way they are questioned. Based on the availability of witnesses, Board members’ time,
and the nature and complexity of the accident, the Board chairperson and members must
determine who to interview, in what order, and what interviewing techniques to employ. The
site’s point of contact for the Board is responsible for scheduling the selected witnesses,
accommodating work shift schedules as necessary and union or legal representation
accompanying the witness when requested. Some preparation methods that previous Accident
Investigation Boards have found successful are described below.

e Decide on the Interview Recording Method. Team note taking using an interviewer and a
note taker is the most efficient and expedient method. A formal transcription is not
required, but if a more thorough record is desired a court reported can be used. If court
recorders are used for multiple witnesses, it may be necessary to have multiple court
reporters “tag team” to meet the 48 hour maximum turnaround on delivery of the transcripts
to the team. Electronic recording is discouraged due to delays in getting transcribed and the
complications archiving the electronic record. Interview notes and transcripts should be
reviewed by the witness for accuracy.

Transcripts - The written transcripts from the court reporter should be obtained as soon as
possible after they are taken, considering the cost involved. Each witness should be given a
reasonable amount of time to review their transcript for factual accuracy. A record of the
accuracy review is made on a Transcript Review Statement form and tracked on the
Transcript Receipt & Review Tracking table (examples provided in Appendix D). Any
witness interviewed is afforded the opportunity to review any statements for accuracy and
may request a copy of the transcript at the conclusion of the investigation. An example, half
page, Transcript Request form is provided in Appendix D.

e Identify all interviewees using the Accident Investigation Preliminary Interview List
(provided in Appendix D). Record each witness’ name, job title, reason for interview,
phone, work schedule, and company affiliation; take a brief statement of his or her
involvement in the accident.
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e Schedule an interview with each witness using the Accident Investigation Interview
Schedule Form (provided in Appendix D). Designate one person, such as the administrative
coordinator, to oversee this process.

e Assign a lead interviewer from the board for each interviewee. Having a lead interviewer
can help establish consistency in depth and focus of interviews.

e Develop sketches and diagrams to pinpoint locations of witnesses, equipment, etc., based
on the initial walk-through and DOE site team input.

e Develop a standardized set of interview questions. Charts may be used to assist in
developing questions. The AIB should develop a list of questions for each witness prior to
the interview, based on the objectives for that interview. The Accident Investigation Witness
Statement Form, the Accident Investigation Interview Form, or the Informal Personal or
Telephone Interview Form (provided in Appendix D.2 - Forms for Witness Statements and
Interviews) can aid in recording pertinent data.

2.5.7.2 Advantages and Disadvantages of Individual vs. Group Interviews

Depending on the specific circumstances and schedule of an accident investigation, investigators
may choose to hold either individual or group interviews. Generally, principal witnesses and
eyewitnesses are interviewed individually to gain independent accounts of the event.

However, a group interview may be beneficial in situations where a work crew was either
involved in or witness to the accident. Moreover, time may not permit interviewing every
witness individually, and the potential for gaining new information from every witness may be
small.

Sometimes, group interviews can corroborate testimony given by an individual, but not provide
additional details. The Board should use their collective judgment to determine which technique
is appropriate. Advantages and disadvantages of both techniques are listed in Table 2-8. These
considerations should be weighed against the circumstances of the accident when determining
which technique to use.
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Table 2-8: Group and Individual Interviews have Different Advantages

Individual Interviews Group Interviews

Advantages e Obtain independent stories e More time-efficient

e Obtain individual perceptions e Allinterviewees supplement story; may

e Establish one-to-one rapport get more complete picture

e Other people serve as “memory joggers

Disadvantages | ® More time-consuming e Interviewees will not have independent

e May be more difficult to stories

schedule all witnesses e More vocal members of the group will
say more and thus may influence those
who are quieter

e Group think” may develop; some
individual details may get lost

e Contradictions in accounts may not be
revealed

2.5.7.3 Interviewing Skills

It is important to create a comfortable atmosphere in which interviewees are not rushed to recall
their observations. Interviewees should be told that they are a part of the investigation effort and
that their input will be used to prevent future accidents and not to assign blame.

Before and after questioning, interviewees should be notified that follow-up interviews are a
normal part of the investigation process and that further interviews do not mean that their initial
statements are suspect. Also, they should be encouraged to contact the Board whenever they can
provide additional information or have any concerns. Keys to a good start are:

e Identify witnesses as quickly as possible to obtain witness statements. Sources for locating
witnesses include DOE site and emergency response personnel, principal witnesses,
eyewitnesses, first line supervisors, police, firefighters, paramedics, nurses or doctors, news
media, and maintenance and security personnel.

e Promoting effective interviews includes careful preparation, creating a relaxed atmosphere,
preparing the witness for the interview, recording the interview (preferably by using a court
reporter to document the interview), asking open ended questions, and evaluating the
witness’s state of mind.

e While witnesses describe the accident, the investigator: should not rush witnesses; should
not be judgmental, hostile, or argumentative; should not display anger, suggest answers,
threaten, intimidate, or blame the witness; should not make promises of confidentiality, use
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inflammatory words; and should not ask questions that suggest an answer, or omit
questions because the investigator presumes to know the answer.

e While not making promises confidentiality, the interviewer can inform the witness that the
testimony is not released to site management and the witness’ name is not included in the
report.

e Management supervision is discouraged from attending witness interview to avoid potential
intimidation issues. However, it should be made clear during the scheduling stage that the
witness is allowed to invite union or legal representatives to the interview.

Before each interview, interviewees should be apprised of FOIA and Privacy Act concerns as
they pertain to their statements and identity. A Model Interview Opening Statement that
addresses FOIA and Privacy Act provisions can be found in Appendix D. Interviewees should
be aware that information provided during the investigation may not be precluded from release
under FOIA or the Privacy Act. This model opening statement also addresses the caution against
false statements and Appendix D includes a brief explanation in a Reference Copy of 18 USC
Sec. 1001 for Information.

If any questions arise concerning the disclosure of accident investigation records or the
applicability of the FOIA or the Privacy Act, guidance should be obtained from the
FOIA/Privacy Act attorney at either Headquarters or the field. Most DOE sites have
FOIA/Privacy Act specialists who can be consulted for further guidance.

Following the guidelines listed in Table 2-9, will help ensure that witness statements are
provided freely and accurately, subsequently improving the quality and validity of the
information obtained.

Table 2-9: Guidelines for Conducting Witness Interviews

Create a Relaxed Atmosphere

O Conduct the interview in a neutral location that was not associated with the accident.
O Introduce yourself and shake hands.

O Be polite, patient, and friendly.

O Treat witnesses with respect.

O Describe the investigation’s purpose: to prevent accidents, not to assign blame.

0O Explain that witnesses may be interviewed more than once.

0 Use the Model Opening Statement to address FOIA and Privacy Act concerns.
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Use the Model Opening Statement to caution against false testimony and explain 18 U.S. Code
1001 concerns.

O Stress how important the facts given during interviews are to the overall investigative process.

O Rely on a court reporter to provide a detailed record of the interview.

O Note crucial information immediately in order to ask meaningful follow-up questions.

O Establish a line of questioning and stay on track during the interview.

0O Ask the witness to describe the accident in full before asking a structured set of questions.

. Let witnesses tell things in their own way; start the interview with a statement such as "Would
you please tell me about...?"

O Ask several witnesses similar questions to corroborate facts.

- Aid the interviewee with reference points; e.g., "How did the lighting compare to the lighting in
this room?"

. Keep an open mind; ask questions that explore what has already been stated by others in
addition to probing for missing information.

O Use visual aids, such as photos, drawings, maps, and graphs to assist witnesses.

O Be an active listener, and give the witness feedback; restate and rephrase key points.

O Ask open-ended questions that generally require more than a "yes" or "no" answer.

O Observe and note how replies are conveyed (voice inflections, gestures, expressions, etc.).

O End on a positive note; thank the witness for his/her time and effort.

O Allow the witness to read the interview transcript and comment if necessary.

0 Encourage the witness to contact the board with additional information or concerns.

O Remind the witness that a follow-up interview may be conducted.

2.5.7.4 Evaluating the Witness’s State of Mind

Occasionally, a witness's state of mind may affect the accuracy or validity of testimony provided.
In conducting witness interviews, investigators should consider:

e The amount of time between the accident and the interview. People normally forget 50 to
80 percent of the details in just 24 hours.

2-39



DOE-HDBK-1208-2012

e Contact between this witness and others who may have influenced how this witness recalls
the events.

e Signs of stress, shock, amnesia, or other trauma resulting from the accident. Details of
unpleasant experiences are frequently blanked from one’s memory.

e Investigators should note whether an interviewee displays any apparent mental or physical
distress or unusual behavior; it may have a bearing on the interview results. These
observations can be discussed and their impact assessed with other members of the Board.

Uncooperative witness. If confronted with a witness who refuses to testify, they cannot be
forced testify. Emphasize that testimony is voluntary. Reemphasis purpose of the investigation
is not to find fault of the individual but to uncover weaknesses in processes and systems. Offer
to reschedule the interview if there is anything the witness is uncomfortable with such as time,
location, or lack of representation. Ask if the witness is willing to explain reason for refusal to
testify. Offer the witness contact information in case they should change their mind. Then, close
the interview, noting possible state of mind issues.

2.6 Analyze Accident to Determine “Why” It Happened
2.6.1 Fundamentals of Analysis

Careful and complete analysis of the evidence, data collected following an accident, is critical to
the accurate determination of an accident’s causal factors. The results of comprehensive
analyses provide the basis for corrective and preventive measures.

The analysis portion of the accident investigation is not a single, distinct part of the investigation.
Instead, it is the central part of the iterative process that includes collecting facts and determining
causal factors, and most importantly, re-evaluating and up-dating the events and causal factors
chart and analysis the team creates.

Well chosen and carefully performed analytical methods are important for providing results that
can aid investigators in developing an investigation report that has sound Judgments of Need.

Caution must be taken in applying analytic methods. First, no single method will provide all the
analyses required to completely determine the multiple causal factors of an accident. Several
techniques that can complement and cross-validate one another should be used to yield optimal
results. Second, analytic techniques cannot be used mechanically and without thought. The best
analytic tools can become cumbersome and ineffective if they are not applied to an accident’s
specific circumstances and adapted accordingly.

Each AIB should utilize the core analytical techniques described in this Handbook. Then,
determine which additional analytic techniques are appropriate, based on the accident’s
complexity and severity. Alternative approaches and methods to those presented in this
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workbook are acceptable, provided that they meet the requirements of DOE O 225.1B and are
demonstrably equivalent.

Why an accident happened is based on the search for cause, but the AIB must be judicious in the
identification of causes. The identification of an inappropriate or incorrect cause can be harmful
to the organization by wasting resources on the wrong corrective actions, needlessly damaging
their reputation, or leaving the actual causes unaddressed.

The causal analysis methodologies used in accident investigation are rigorous, logical and help in
the understanding of the accident, but the problem is that causality, a cause-effect relationship,
can easily be constructed where it does not really exist.

To understand how this happens, investigators need to take a hard look at the accident models
and how accidents are investigated; particularly, how the cause and effect relationships are
determined and the requirements for a true cause and effect relationship.

Understanding of these concepts can make the difference between a thorough, professional
investigation report and one that could best be described as malpractice.

2.6.2 Core Analytical Tools - Determining Cause of the Accident or Event

DOE Accident Investigation Boards need to use, at minimum, five techniques to analyze the
information they have collected, to identify conditions and events that occurred before and
immediately following an accident, and to determine an accident’s causal factors.

This section of the Handbook describes and provides instructions for using the five core analytic
tools:

e Event and Causal Factors Charting and Analysis
e Barrier analysis

e Change analysis

e Root Cause Analysis

e Verification Analysis
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Figure 2-3: Analysis Process Overview
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Accident Investigation Terminology

A causal factor is an event or condition in the accident sequence that contributes to the unwanted
result. There are three types of causal factors: direct cause(s), which is the immediate event(s) or
condition(s) that caused the accident; root causes(s), which is the causal factor that, if corrected,
would prevent recurrence of the accident; and the contributing causal factors, which are the causal
factors that collectively with the other causes increase the likelihood of an accident, but which did
not cause the accident.

Event and causal factors analysis includes charting, which depicts the logical sequence of events
and conditions (causal factors that allowed the accident to occur), and the use of deductive
reasoning to determine the events or conditions that contributed to the accident.

The direct cause of an accident is the immediate event(s) or condition(s) that caused the
accident.

Root causes are the causal factors that, if corrected, would prevent recurrence of the same or
similar accidents. Root causes may be derived from or encompass several contributing causes.
They are higher-order, fundamental causal factors that address classes of deficiencies, rather
than single problems or faults.

Contributing causes are events or conditions that collectively with other causes increased the
likelihood of an accident but that individually did not cause the accident. Contributing causes
may be longstanding conditions or a series of prior events that, alone, were not sufficient to
cause the accident, but were necessary for it to occur. Contributing causes are the events and
conditions that “set the stage” for the event and, if allowed to persist or re-occur, increase the
probability of future events or accidents.

Barrier analysis review the hazards, the targets (people or objects) of the hazards, and the controls
or barriers that management systems put in place to separate the hazards from the targets.
Barriers may be physical or administrative.

Change analysis is a systematic approach that examines planned or unplanned changes in a system
that caused the undesirable results related to the accident.

Human Performance analysis is a method used to identify organizational and human performance
factors that combined with human actions that can precipitate undesirable outcomes.

Error precursor analysis identifies the specific error precursors that were in existence at the time of
or prior to the accident. Error precursors are unfavorable factors or conditions embedded in the job
environment that increase the chances of error during the performance of a specific task by a
particular individual, or group of individuals. Error precursors create an error-likely situation that
typically exists when the demands of the task exceed the capabilities of the individual or when work
conditions aggravate the limitations of human nature.

2.6.3 The Backbone of the Investigation — Events and Causal Factors Charting

Events and Causal Factors (ECF) Charting has been a core analytic tool since its development at
the SSDC in the 1970s. The basic ECF Charting approach has been expanded by DOE, and
incorporates HPI by the inclusion decision points and the associated context of the decision. The
AIB must develop a sound ECF chart to be able to perform an adequate analysis of the facts, and
sound conclusions and Judgments of Need.
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Traditionally, worker error is often seen as the cause of the accident and the focus is on what
people should have done to avoid the accident. Simply blaming the worker for making a
decision that is judged to wrong in hindsight does not, however, explain why the worker took the
actions that they did and why those actions made perfect sense to them at the time. Workers
come to work the intention to do a good job and the decisions they make, without the benefit of
hindsight, must be viewed within the context of the situation at the time.

This is generally referred to as the worker’s mindset, which includes the goals that they are
trying to accomplish, the knowledge and information available to them at the time, and the
resultant focus of their decision. What can seem like an unacceptable shortcut, in hindsight, is
often the result of the worker trying to respond to conflicting demands to be efficient, yet
thorough at the same time.

ECF charting provides a systematic method to capture the worker mindset by the inclusion of
decision points prior to worker actions in the event sequence. Linked to the decision is
information on the worker’s motivation, goals, knowledge, and focus at the time of the decision.

The ECF chart is a graphically displayed flow chart of the event with the events and decisions
plotted on a timeline. As the event timeline is established, the related conditions or information
and worker knowledge or focus are linked to the events and decisions. Understanding why
workers did what they did and why their decisions and actions made sense to them is an essential
goal of the accident investigation.

Unless the context of the decisions is understood, actions to prevent similar events will focus on
what are perceived as aberrant worker actions rather than the underlying factors that influenced
the decisions. The underlying factors are what need to be identified and addressed to improve
the system and prevent similar events in the future.

Event Charting was developed to focus on the decisions and actions that were taken during the
event. Instead of just identifying the actions that were taken, ECF Charting requires that the
decision to take the action be addressed and information developed about the context of the
decisions.

An Event Chart is a graphically displayed flow chart of the event with the events and decisions
plotted on a timeline. As the event timeline is established, the related conditions or information
and worker knowledge or focus are linked to the events and decisions.

Key to successful use of the causal factors tools introduced in this section is the systematic
collection and review of the event facts as captured in the Events and Causal Factors Chart
(ECF). The ECF is the workhorse in an event investigation because it provides a systematic tool
to separate events in time to allow events that may be critical to determining appropriate causal
factors to be seen and acted upon.

The information in the ECF is used to support each follow-on tool available to the investigation
team. The ECF collects important information related to human performance challenges, missed
opportunities, organizational culture attributes, and potential latent organizational weaknesses.
By collecting this important information for each time sequence, biases that the team members

2-44



DOE-HDBK-1208-2012

may have as they enter the investigation process are removed or at least minimized resulting in a
much more objective investigation.

Armed with the information compiled in the ECF, AIBs have numerous causal analysis tools at
their disposal to analyze the factual information they have collected, to identify conditions and

events that occurred before and immediately following an accident, and to determine the causal
factors.

The purpose of any analytic technique in an investigation is to answer the question “WHY” the
event happened. That is, why did the organization allow itself to degrade to such a state that the
event in question happened? It is the job of the team to apply the appropriate techniques to help
them determine the causal factors of an event or accident.

Accidents rarely result from a single cause because, hopefully, many independent systems and
barriers were put in place to ensure the catastrophic event did not occur. If an incident occurred,
it had to be a result of the breakdown in multiples systems. Events and causal factors charting is
useful in identifying the multiple causes and graphically depicting the triggering conditions and
events necessary and sufficient for an incident to occur.

Events and causal factors charting is a graphical display of the event and is used primarily for
compiling and organizing evidence to portray the sequence of the events and their causal factors
that led to the incident. The other analytical techniques (e.g., ECF, process mapping, barrier
analysis, and change analysis) are used to inform the team and to support the development of the
events and causal factors chart. After the major event facts are fully identified, analysis is
performed to identify the causal factors.

Events and causal factors charting is widely used in major event investigations, because it is
relatively easy to develop and provides a clear depiction of the information generated by the
team. By carefully tracing the events and conditions that allowed the incident to occur, team
members can pinpoint specific events and conditions that, if addressed through corrective
actions, would prevent a recurrence. The benefits of this technique are highlighted in Table
2-10.
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Table 2-10: Benefits of Events and Causal Factors Charting

The benefits of events and causal factors charting include:

e |lllustrating and validating the sequence of events leading to the accident and the conditions
affecting these events

e Showing the relationship of immediately relevant events and conditions to those that are associated
but less apparent — portraying the relationships of organizations and individuals involved in the
accident

e Directing the progression of additional data collection and analysis by identifying information gaps
e Linking facts and causal factors to organizational issues and management systems

e Validating the results of other analytic techniques

e Providing a structured method for collecting, organizing, and integrating collected evidence

e Conveying the possibility of multiple causes

e Providing an ongoing method of organizing and presenting data to facilitate communication among
the investigators

e C(Clearly presenting information regarding the accident that can be used to guide report writing

e Providing an effective visual aid that summarizes key information regarding the accident and its
causes in the investigation report

Two types of event and causal factors charts will be introduced in this guide:
e Events and Causal Factors Analysis Chart (ECF) and the

e Expanded Events and Causal Factors Analysis (E-ECF) chart, which is an enhanced
application of the ECF and may be more applicable to the accident prevention focus of an
Operational Safety Review Team in Volume II, Chapter 1 in looking in much greater depth
at organizational weaknesses and human performance. The ECF process is described in
detail in Section 2.6.3.2.

The team should choose which tool suits their needs.

To identify causal factors, team members must have a clear understanding of the relationships
among the events and the conditions that allowed the accident to occur. Events and causal
factors charting provides a graphical representation of these relationships that provides a mental
model of the event such that team can determine the causal factors and make intelligent
recommendations

After developing the “initial” ECF, the investigators apply, at minimum, the core analytic
techniques of:

e Events and causal factors charting and analysis,

e Barrier Analysis,
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e Change Analysis,
e Root Cause Analysis, and

e Verification Analysis.

2.6.3.1 ECF Charting Symbols

The symbols used are as follows:

Event i_____:__:i Assumed Event
Q Condition (i::::) Assumed Condition
Accident Causal Factor
=———=3>  (Connection between events
Context

=xxaaa»  Connectionfrom a condition

D Transfer

2.6.3.2 Events and Causal Factors Charting Process Steps

For purposes of this handbook, events and causal factors charting and events and causal factors
analysis (see Section 2.6.8) are considered one technique. They are addressed separately
because they are conducted at different stages of the investigation.

This section presents the typical approach to develop the ECF Chart for an accident, where the
events have already occurred. In Figure 2-4, a modified form of ECF Chart is presented, and is
suggested for use when conducting an Operational Safety Review, of events for the purposes of
preventing accidents.

Events and causal factors charting is a graphical display of the accident’s chronology and is used
primarily for compiling and organizing evidence to portray the sequence of the accident’s events.
It is a continuous process performed throughout the investigation. Events and causal factors
analysis is the application of analysis to determine causal factors by identifying significant
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events and conditions that led to the accident. As the results of other analytical techniques (e.g.,
barrier analysis and change analysis) are completed, they are incorporated into the events and
causal factors chart. After the chart is fully developed, the analysis is performed to identify
causal factors.

Events and causal factors charting is possibly the most widely used analytic technique in DOE
accident investigations, because the events and causal factors chart is easy to develop and
provides a clear depiction of the data. By carefully tracing the events and conditions that
allowed the accident to occur, board members can pinpoint specific events and conditions that, if
addressed through corrective actions, would prevent a recurrence. The benefits of this technique
are highlighted in Table 2-10.

To identify causal factors, Board members must have a clear understanding of the relationships
among the events and the conditions, both human performance and management systems, which
allowed the accident to occur. Events and causal factors charting provides a graphical
representation of these relationships.

Constructing the Chart

Constructing the events and causal factors chart should begin immediately. However, the initial
chart will be only a skeleton of the final product. Many events and conditions will be discovered
in a short amount of time, and therefore, the chart should be updated almost daily throughout the
investigative data collection phase. Keeping the chart up-to-date helps ensure that the
investigation proceeds smoothly, that gaps in information are identified, and that the
investigators have a clear representation of accident chronology for use in evidence collection
and witness interviewing.

Investigators and analysts can construct events and causal factors chart using either a manual or
computerized method. Accident Investigation Boards often use both techniques during the
course of the investigation, developing the initial chart manually and then transferring the
resulting data into computer programs.

The benefits of events and causal factors charting include:

e [llustrating and validating the sequence of events leading to the accident and the conditions
affecting these events.

e Showing the relationship of immediately relevant events and conditions to those that are
associated but less apparent, portraying the relationships of organizations and individuals
involved in the accident.

e Directing the progression of additional data collection and analysis by identifying
information gaps.

e Linking facts and causal factors to organizational issues and management systems.

e Validating the results of other analytic techniques.
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e Providing a structured method for collecting, organizing, and integrating collected evidence.
e Conveying the possibility of multiple causes.

e Providing an ongoing method of organizing and presenting data to facilitate communication
among the investigators.

e C(learly presenting information regarding the accident that can be used to guide report
writing.

e Providing an effective visual aid that summarizes key information regarding the accident
and its causes in the investigation report.

The process begins by chronologically constructing, from left to right, the primary chain of
events that led to an accident. Secondary and miscellaneous events are then added to the events
and causal factors chart, inserted where appropriate in a line above the primary sequence line.
Conditions that affect either the primary or secondary events are then placed above or below
these events. A sample summary events and causal factors chart (Figure 2-4) illustrates the
basic format using data from the case study accident. This chart shows how data may become
available during an accident investigation, and how a chart would first be constructed and

subsequently updated and expanded. Guidelines for constructing the chart are shown in Table
2-10.

INEEL CO, Events:

1971 1982 1997 1998 July
- CO,LOTO
mioess  caeege Newdglel iy CO;hazad
. ) fire panel ___, tasksinBldyg. —— notidentifierd —s
alarm require LOTO —> installed in 648 in Feb :
feedback loop of CO : in wo.rk
2 Bldg. 648 and May lannin
deleted systems P g
from design
July 28
Pre-job - I Preparation Removal of
briefing e gt for electrical 4160v power
— —_— ] n - ™ —
A e impaired work begins in Bldg. 648
£50pm. 5:44p.m. 6:00 p.m. 6:10 p.m.

Figure 2-4: Simplified Events and Causal Factors Chart for the July 1998 Idaho
Fatality CO2 Release at the Test Reactor Area

Depending on the complexity of the accident, the chart may result in a very large complex
sequence of events covering several walls. For the purpose of inclusion in the investigation
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report and closeout briefings, the chart is generally summarized. Note that “assumed conditions”
appear in the final chart. These are conditions the Board believes affected the accident sequence,
but the effect could not be substantiated with evidence.

The following steps summarize the construction of the ECF Chart. In practice, this is an iterative
process with constant changes and expansion of the chart as information, including context
becomes available during the investigation.

Sequence of Events and Actions

First, to initiate the ECF Chart, the investigators begin with a chronological sequence of events,
leading up to the accident, then the events immediately after the accident of relevance, such as
how the emergency response proceeded. The sequence of events and decisions forms the
starting point for reconstructing the accident. The events include observations, actions, and
changes in the process or system.

Event —>»  Action —>»  Event

Figure 2-5: Sequence of Events and Actions Flowchart

Decisions before Actions

For each event consider, the decisions (before the actions) to start to establish the mindset of the
worker. The goal is to set the framework for how the workers goals, knowledge and focus
unfolded in parallel with the situation evolving around them.

Event = Decision f—»{ Action P> Event

Figure 2-6: Decisions before Actions Flowchart
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Conditions and Context of Human Performance and Safety Management Systems

For each event, determine the conditions that existed from the context of the human performance
decisions, the actions by individuals, the safety management system, the work environment, and
the physical conditions that existed at that specific point of time. This step is about
reconstructing the world as it unfolded around the worker. The purpose is to:

e Determine how work was actually being performed;
e Determine what information was available to the worker and decisions that were made; and
e Determine how work was expected to be performed, e.g., procedures, plans, permits.

Reconstruct how the process was changing and how information about the changes was
presented to the workers. Use the Human Error Precursor Matrix (Table 2-11), the ISM Seven
Guiding Principles (Table 2-13), and the ISM Five Core Functions (Table 1-5) to help identify
the context description involved. A more detailed discussion and list of Human Error Precursors
will be found in Table 2-11.

Context
ISM/HPI

Event 3 Decision M Action > Event

Figure 2-7: Conditions and Context of Human Performance and Safety
Management Systems Flowchart

Context of Decisions

Next determine the context by which workers formulated the decisions that lead to their actions
at the point of time in the event. Decisions are not made in a vacuum. They are the result of the
factors that are influencing the worker at that point in time.

People have goals. Completion of the task is obvious, but there are other, often conflicting, goals
present. These can include, but are not limited to:

e Economic considerations, such as safety versus schedule
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e Subtle coercions (what boss wants, not what s/he says)
e Response to previous situations (successes OR failures)

People have knowledge, but the application and availability of knowledge is not straight forward.
Was it accurate, complete and available?

Goals & knowledge together determine their focus because:
e Workers cannot know and see everything all the time.

e What people are trying to accomplish and what they know drives where they direct their
attention.

e Re-constructing their focus of attention will help the investigation to understand the gap
between available information and what they saw or used.

Condition

Event = Decision 2 Action p=3 Event

Context
ISM/HP!

Figure 2-8: Context of Decisions Flowchart

ECEF charting provides a graphical display of the event and guides the logic flow on trying to
understand the event. The output however is not the chart, but the explanation that of the event
that results from the construction of the chart. In particular, it provides an explanation of what
the workers did and why they did it. The explanation should address factors such as:

e What was happening with the process?

e What were the workers trying to accomplish and why?
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e What did they know at the time?
e Where was their attention focused and why?

e Why what they did made sense to them at the time?

Table 2-11: Common Human Error Precursor Matrix

TD #1 Time pressure (in a hurry)

e Urgency or excessive pace required to perform action or task

e Manifested by shortcuts, being in a hurry, and an unwillingness to accept additional work or to help
others

o No sparetime

TD #2 High workload (high memory requirements)

e Mental demands on individual to maintain high levels of concentration; for example, scanning,
interpreting, deciding, while requiring recall of excessive amounts of information (either from
training or earlier in the task)

TD #3 Simultaneous, multiple tasks

e Performance of two or more activities, either mentally or physically, that may result in divided
attention, mental overload, or reduced vigilance on one or the other task

TD #4 Repetitive actions / Monotony

e |nadequate level of mental activity resulting from performance of repeated actions; boring
Insufficient information exchange at the job site to help individual reach and maintain an acceptable
level of alertness
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TD #5 Irrecoverable acts

e Action that, once taken, cannot be recovered without some significant delay

e No obvious means of reversing an action

TD #6 Interpretation requirements

e Situations requiring “in-field” diagnosis, potentially leading to misunderstanding or application of
wrong rule or procedure

TD #7 Unclear goals, roles, and responsibilities

e Unclear work objectives or expectations
e Uncertainty about the duties an individual is responsible for in a task that involves other individuals

e Duties that are incompatible with other individuals

TD #8 Lack of or unclear standards

e Ambiguity or misunderstanding about acceptable behaviors or results; if unspecified, standards
default to those of the front-line worker (good or bad)

WE #1 Distractions / Interruptions

e Conditions of either the task or work environment requiring the individual to stop and restart a task
sequence, diverting attention to and from the task at hand

WE #2 Changes / Departure from routine

e Departure from a well-established routine

e Unfamiliar or unforeseen task or job site conditions that potentially disturb an individual's
understanding of a task or equipment status

WE #3 Confusing displays / control

e Characteristics of installed displays and controls that could possibly confuse or exceed working
memory capability of an individual
e Examples:
e missing or vague content (insufficient or irrelevant)
e lack of indication of specific process parameter
e illogical organization and/or layout
e insufficient identification of displayed process information

e controls placed close together without obvious ways to discriminate conflicts between
indications
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WE #4 Work-arounds / Out-of-Service instrumentation

e Uncorrected equipment deficiency or programmatic defect requiring compensatory or non-standard
action to comply with a requirement; long-term materiel condition problems that place a burden on
the individual

WE #5 Hidden system response

e System response invisible to individual after manipulation

e Lack of information conveyed to individual that previous action had any influence on the equipment
or system

WE #6 Unexpected equipment condition

e System or equipment status not normally encountered creating an unfamiliar situation for the
individual

WE #7 Lack of alternative indication

e |nability to compare or confirm information about system or equipment state because of the
absence of instrumentation

WE #8 Personality conflict

e Incompatibility between two or more individuals working together on a task causing a distraction
from the task because of preoccupation with personal differences

IC#1 Unfamiliarity with task / First time

e Unawareness of task expectations or performance standards

e First time to perform a task (not performed previously; a significant procedure change)

IC #2

Lack of knowledge (mental model)

e Unawareness of factual information necessary for successful completion of task; lack of practical
knowledge about the performance of a task

IC#4 New technique not used before

e Lack of knowledge or skill with a specific work method required to perform a task

ICH#5 Imprecise communication habits

Communication habits or means that do not enhance accurate understanding by all members involved
in an exchange of information

IC#6 Lack of proficiency / Inexperience

e Degradation of knowledge or skill with a task because of infrequent performance of the activity
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IC#7 Indistinct problem-solving skills

e Unsystematic response to unfamiliar situations; inability to develop strategies to resolve problem
scenarios without excessive use of trial-and-error or reliance on previously successful solutions

e Unable to cope with changing facility conditions

ICH#8 “Unsafe” attitude for critical tasks

e Personal belief in prevailing importance of accomplishing the task (production) without consciously
considering associated hazards

e Perception of invulnerability while performing a particular task

e Pride; heroic; fatalistic; summit fever; Pollyanna; bald tire

IC#9 Illlness / Fatigue

e Degradation of a person's physical or mental abilities caused by a sickness, disease, or debilitating
injury

e Lack of adequate physical rest to support acceptable mental alertness and function

HN #1 Stress

e Mind's response to the perception of a threat to one's health, safety, self-esteem, or livelihood if
task is not performed to standard

e Responses may involve anxiety, degradation in attention, reduction in working memory, poor
decision-making, transition from accurate to fast

e Degree of stress reaction dependent on individual's experience with task

HN #2 Habit patterns

e Ingrained or automated pattern of actions attributable to repetitive nature of a well-practiced task

e Inclination formed for particular train/unit because of similarity to past situations or recent work
experience

HN #3 Assumptions

e Suppositions made without verification of facts, usually based on perception of recent experience;
provoked by inaccurate mental model

e Believed to be fact

e Stimulated by inability of human mind to perceive all facts pertinent to a decision

2-56



DOE-HDBK-1208-2012

HN #4 Complacency / Overconfidence

e A “Pollyanna” effect leading to a presumption that all is well in the world and that everything is
ordered as expected

e Self-satisfaction or overconfidence, with a situation unaware of actual hazards or dangers;
particularly evident after 7-9 years on the job

e Underestimating the difficulty or complexity of a task based upon past experiences

HN #5 Mindset

e Tendency to “see” only what the mind is tuned to see (intention); preconceived idea

e Information that does fit a mind-set may not be noticed and vice versa; may miss information that is
not expected or may see something that is not really there; contributes to difficulty in detecting
one's own error (s)

HN #6 Inaccurate risk perception

e Personal appraisal of hazards and uncertainty based on either incomplete information or
assumptions

e Unrecognized or inaccurate understanding of a potential consequence or danger

e Degree of risk-taking behavior based on individual’s perception of possibility of error and
understanding of consequences; more prevalent in males

HN #7 Mental shortcuts (biases)

e Tendency to look for or see patterns in unfamiliar situations; application of thumb rules or “habits of
mind” (heuristics) to explain unfamiliar situations:

e confirmation bias
o frequency bias
e similarity bias

e availability bias

HN #8 Limited short-term memory

e Forgetfulness; inability to accurately attend to more than 2 or 3 channels of information (or 5to 9
bits of data) simultaneously

e The mind’s “workbench” for problem-solving and decision-making; the temporary, attention-
demanding storeroom we use to remember new information

[Pyszczynski, pp. 117 — 142, 2002]*
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2.6.3.3 Events and Causal Factors Chart Example
The Event

An electrician (E1), working within the basement of the facility was manipulating a stuck trip
latch on a spring loaded secondary main air breaker. In order to gain access to the stuck trip
latch, E1 decided to partially charge (compress) the large coil closing spring using the manual
closing handle and reach into the breaker with his left hand from underneath. As he knelt in
front of the breaker, his knee gave out, causing him to lose balance and strike the closing handle
with his right hand. This caused the charged closing spring to release and slam the breaker
closed, severing the tip of his left middle finger.

Background

The work involved a planned electrical outage for the facility in order to conduct preventive
maintenance (PM) on the primary transformer. In order to perform the PM without impact to the
facility and its tenants, the work and an outage were scheduled during the weekend. The resident
electricians (E1 and E2) were supporting the PM activities by opening and closing seven
secondary main breakers as well as several other load breakers. The electricians’ work was
authorized by an Integrated Work Document (IWD). Per the IWD, their work scope was defined
as “assisting the FC in the shutdown and start-up of equipment and to verify proper function.”

Air Breakers

The secondary main air breakers were General Electric Type AK-2-75. These breakers are rated
for 600 volts and were installed during the construction of the facility in the 1950s and 1960s.

The normal process for closing air breakers is to close the breaker electronically. In this
instance, the breaker is closed by turning the knob as shown in Figure 2-9. The breakers do not
need to be racked out when closing electronically.

If the breaker does not close electronically, then it is closed manually. The breaker must be
racked out and charged using the manual closing handle as shown in Figure 2-9. The air
breakers are equipped with a coiled spring that drives the contacts closed. The closing springs
are charged by operating the manual closing handle on the front of the breaker. The breaker
releases during the 4th cycle of the closing handle.
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Figure 2-9: Racked Out Air Breaker

Figure 2-10 shows an excerpt from the ECF Chart that addresses the electrician’s decision to
reach into the breaker:

An explanation of this event might read:

E1 determined that the breakers would not close due to a stuck trip latch based on his previous
experience as the foreman of the breaker maintenance crew and having encountered this problem
before, including assisting with the repair of the trip latch on one of the other breakers at the
facility two months prior. He also knew that these breakers had not been serviced in over 6
years.

E1 and E2 decided to repair the breakers in place rather than send the breakers back to the shop
for maintenance. They knew that it could take up to a week to get the breakers serviced and the
facility would not be able to reopen the following morning. E1 was motivated to complete the
work so that the nuclear facility could reopen on schedule and based on his past experience, he
felt he would be “rewarded” for restoring power and that there would be ramifications if the
work was not completed by the end of the day.

E1 then decided manipulate the trip latch based on his belief that the latch was stuck due to lack
of maintenance that allowed the lubricant to congeal. He had done this before and had learned it
from other electricians.
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Figure 2-10: Excerpt from the Accident ECF Chart
2.6.4 Barrier Analysis

Once the “initial” ECF is constructed, the team may use the first analysis tool, “Barrier
Analysis.”

2.6.4.1 Analyzing Barriers

Figure 2-11 shows a summary diagram of the barrier analysis result. As can be seen, there is the
potential for a large list of barriers that either did or could have come into play between the
hazard and the target. It is user to the analysis if categories are used as much as possible to help
recognize the nature of the barrier’s performance and the relationship to organizational
conditions that either weaken or strengthen the barrier. Fundamental elements of the barrier
analysis should identify if the barrier prevents the initiation of accident or mitigates the harm, if
the barrier can be passively defeated (ignored) or must it be actively defeated (disabled); and
what kinds of latent organizational conditions can influence the barrier reliability.
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Target Worker

Management Barriers Roles and responsibilities unclear
Work scope not documented

Hazard unknown

Hazard unanalyzed
Standards/requirements not identified
Workers uninformed

Reviews bypassed

Procedures incomplete

Training incomplete

Required authorizations not received
Procedures not followed

Supervision ineffective

Stop work not used

Oversight ineffective

No electrical safety program

A

Design preliminar
Physical Barriers R i
No as-built drawings
Electrical conduit breached

13.2 kV cable insulation breached

Personal protective equipment not used

A

Hazard 13.2 kV energized electrical cable

Figure 2-11: Summary Results from a Barrier Analysis Reveal the Types of
Barriers Involved

2-61



DOE-HDBK-1208-2012

When analyzing barriers, investigators should first consider how the hazard and target could
come together and what was in place or was required to keep them apart. Obvious physical
barriers are those placed directly on the hazard (e.g., a guard on a grinding wheel); those placed
between a hazard and target (e.g., a railing on a second-story platform); or those located on the
target (e.g., a welding helmet). Management system barriers may be less obvious, such as the
exposure limits required to minimize harm to personnel or the role of supervision in ensuring
that work is performed safely. The investigator must understand each barrier’s intended function
and location, and how it failed to prevent the accident.

To analyze the performance of physical barriers, investigators may need several different types
of data, including:

e Plans and specifications for the equipment or system
e Procurement and vendor technical documentation

e Installation and testing records

e Photographs or drawings

e Maintenance histories.

To analyze management barriers, investigators may need to obtain information about barriers at
the activity, facility, and institutional levels responsible for the work. At the activity level, the
investigator will need information about the work planning and control processes that governed
the work activity, as well as the relevant safety management systems. This information could
include:

e Organizational charts defining supervisory and contractor management roles and
responsibilities for safety

e Training and qualification records for those involved in the accident
e Hazard analysis documentation

e Hazard control plans

e  Work permits

o The work package and procedures that were used during the activity.

At the facility level, the investigator may also need information about safety management
systems. This kind of information might include:

e The standards and requirements that applied to the work activity, such as occupational
exposure limits or relevant Occupational Safety and Health Administration (OSHA)
regulations
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e The facility technical safety requirements and safety analysis report

e Safety management documentation that defines how work is to be planned and performed
safely at the facility

e The status of integrated safety management implementation.

At the institutional level, the investigator may need information about the safety management
direction and oversight provided by senior line management organizations. This kind of
information might include:

e Policy, orders, and directives
e Budgeting priorities
e Resource commitments.

The investigator should use barrier analysis to ensure that all failed, unused, or uninstalled
barriers are identified and that their impact on the accident is understood. However, the
investigator must cross-validate the results with the results of other core analytic techniques to
identify which barrier failures were contributory or root causes of the accident.

Constructing a Worksheet

A barrier analysis worksheet is a useful tool in conducting a barrier analysis. A blank Barrier
Analysis Worksheet is provided in Appendix D.4 Analysis Worksheets. Table 2-12 illustrates a
worksheet that was partially completed using data from the case study. Steps used for
completing this worksheet are provided below.

Although a barrier analysis will identify the failures in an accident scenario, the failures may not
all be causal factors. The barrier analysis results directly feed into the events and causal factors
chart and subsequent causal factors determination.
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Table 2-12: Sample Barrier Analysis Worksheet

Target: Acting pipefitter _

What were the How did each Why did the How did the
. . . . . Context:
barriers? barrier barrier fail? barrier affect
. HPI/ISM
perform? the accident?
Engineering Drawings were Engineering Existence of
drawings in.compllete a.nd drawings .and electrical cable HN #5 - Inaccurate
did no.t identify consjcr.uct!on unknown mental picture
electrical cable specifications
at sump location | were not procured HN #6 - Inac.curate
risk perception
Drawings used o
o IC #2 - Limited
were preliminary )
perspective
No as-built
drawings were
used to identify GP#3 &5~
location of utility Hazard
lines Identification
Indoor Indoor Pipefitters and Opportunity to
excav.ation excav.ation utility specialist idgntify CE #1 - Define
permit perr’r.nt was not Yvere unaware pf eX|stenc.e of scope of work
obtained indoor excavation | cable missed |
permit EF #2(:-I Analyze
requirements azards
CF #3 - Control
hazards

HN — Human Nature (see Table 2-11)

IC — Individual Capabilities (see Table 2-11)
GP — Guiding Principles of ISM (see Table 2-13)
CF — Core Functions of ISM (see Table 1-5)

Analyzing the Results

The results of barrier analysis are first derived and portrayed in tabular form, then summarized
graphically to illustrate, in a linear manner, the barriers that were unused or that failed to prevent
an accident. Results from this method can also reveal what barriers should have or could have
prevented an accident.

In the tabular format, individual barriers and their purposes are defined. Each is considered for
its effectiveness in isolating, shielding, and controlling an undesired path of energy.

Table 2-12 provides an example of a barrier analysis summary. This format is particularly useful
for illustrating the results of the analysis in a clear and concise form.
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Basic Barrier Analysis Steps

Step 1: Identify the hazard and the target. Record them at the top of the worksheet. “13.2 kV electrical
cable. Acting pipefitter.”

Step 2: Identify each barrier. Record in column one. “Engineering drawings. Indoor excavation permit.
Personal protective equipment.”

Step 3: Identify how the barrier performed (What was the barrier’s purpose? Was the barrier in place or
not in place? Did the barrier fail? Was the barrier used if it was in place?) Record in column two.
“Drawings were incomplete and did not identify electrical cable at sump location. Indoor excavation
permit was not obtained. Personal protective equipment was not used.”

Step 4: Identify and consider probable causes of the barrier failure. Record in column three.
“Engineering drawings and construction specifications were not procured. Drawings used were
preliminary, etc.”

Step 5: Evaluate the consequences of the failure in this accident. Record evaluation in column four.
“Existence of electrical cable unknown.”

Step 6: Evaluate the context of the consequences of the barrier in terms of both human performance
(HP1) AND Integrated Safety Management System (ISMS). Use the Human Error Precursor Matrix (Table
2-11), and Seven Guiding Principles Chart (Table 2-13), and the ISM Five Core Functions (Table 1-5).
Record evaluation in column five. A more detailed discussion and list of Human Error Precursors will be
found in Table 2-11.

2.6.4.2 Examining Organizational Concerns, Management Systems, and Line
Management Oversight

DOE O 225.1B requires that the investigation board “examine policies, standards, and
requirements that are applicable to the accident being investigated, as well as management and
safety systems at Headquarters and in the field that could have contributed to or prevented the
accident.” Additionally, DOE O 225.1B requires the board to “evaluate the effectiveness of
management systems, as defined by DOE P 450.4A, the adequacy of policy and policy
implementation, and the effectiveness of line management oversight as they relate to the
accident.”

Therefore, accident investigations must thoroughly examine organizational concerns,
management systems, and line management oversight processes to determine whether
deficiencies in these areas contributed to causes of the accident. The Board should consider the
full range of management systems from the first-line supervisor level, up to and including site
and Headquarters, as appropriate. It is important to note that this focus should not be directed
toward individuals.

In determining sources and causes of management system inadequacies and the failure to
anticipate and prevent the conditions leading to the accident, investigators should use the
framework of DOE’s integrated safety management system established by the Department in
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DOE P 450.4A. This policy lists the objective, guiding principles, core functions, mechanisms,
responsibilities, and implementation means of an effective safety management system.

The safety management system elements described in DOE P 450.4A should be considered when
deciding who to interview, what questions to ask, what documents to collect, and what facts to
consider pertinent to the investigation. Even more importantly, these elements should be
considered when analyzing the facts to determine their significance to the causal factors of the
accident.

There are several readily accessible sources of background information to be used in assessing
the safety culture. The DOE maintains databases where accident occurrences, injuries, and
lessons learned are recorded for analysis. Some of these databases are:

e Occurrence Reporting and Processing System (ORPS)

e Computerized Accident/Incident Reporting System (CAIRS)
e Lessons Learned and Best Practices

e Operating Experience Summaries

e Electrical Safety

These information sources and onsite corrective action tracking systems can be very good
methods for finding past similar incidents and their associated ISM categories. It is, also, useful
to investigate past accident investigations for similar types of events to determine if any of the
past lessons learned or corrective actions from across the complex were recognized and
implemented prior to the present incident. Often, the Al coordinator can be requested to run
preliminary search reports from these federal databases as part of the initial background
information to the investigation.

In many accidents, deficiencies in implementing the five core safety management functions
defined in DOE P 450.4A cause or contribute to the accident. The five core functions are: (1)
define the scope of work; (2) identify and analyze the hazards associated with the work; (3)
develop and implement hazard controls; (4) perform work safely within the controls; and (5)
provide feedback on adequacy of the controls and continuous improvement in defining and
planning the work

Table 2-13 contains a list of typical questions board members may ask to determine whether line
management deficiencies affected the accident. These questions are based on the seven guiding
principles of DOE P 450.4A. These are not intended to be exhaustive. Board members should
adapt these questions or develop new ones based on the specific characteristics of the accident.
The answers to the questions may be used to determine the facts of the accident, which, along
with the analytical tools described in Section 2.6.5 will enable the board to determine whether
deficiencies found in management systems and line management oversight, are causal factors for
the accident.
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Table 2-13: Typical Questions for Addressing the Seven Guiding Principles of
Integrated Safety Management.

Guiding Principle #1: Line management is directly responsible for the protection of the public,

workers, and the environment.
e Did DOE assure and contractor line management, establish documented safety policies and goals?

e Was integrated safety management policy fully implemented down to the activity level at the time
of the accident?

e Was DOE line management proactive in assuring timely implementation of integrated safety
management by line organizations, contractors, subcontractors, and workers?

e Were environment, safety and health (ES&H) performance expectations for DOE and contractor
organizations clearly communicated and understood?

e Did line managers elicit and empower active participation by workers in safety management?

Guiding Principle #2: Clear lines of authority and responsibility for ensuring safety shall be

established and maintained at all organizational levels within the Department and its contractors.

e Did line management define and maintain clearly delineated roles and responsibilities for ES&H to
effectively integrate safety into site-wide operations?

e Was a process established to ensure that safety responsibilities were assigned to each person
(employees, subcontractors, temporary employees, visiting researchers, vendor representatives,
lessees, etc.) performing work?

e Did line management establish communication systems to inform the organization, other facilities,
and the public of potential ES&H impacts of specific work processes?

e Were managers and workers at all levels aware of their specific responsibilities and accountability
for ensuring safe facility operations and work practices?

e Were individuals held accountable for safety performance through performance objectives,
appraisal systems, and visible and meaningful consequences?

e Did DOE line management and oversight hold contractors and subcontractors accountable for ES&H
through appropriate contractual and appraisal mechanisms?

Guiding Principle #3: Personnel shall possess the experience, knowledge, skills, and abilities that

are necessary to discharge their responsibilities.

e Did line managers demonstrate a high degree of technical competence and understanding of
programs and facilities?

e Did line management have a documented process for assuring that DOE personnel, contractors, and
subcontractors were adequately trained and qualified on job tasks, hazards, risks, and Departmental
and contractor policies and requirements?

e Were mechanisms in place to assure that only qualified and competent personnel were assigned to
specific work activities, commensurate with the associated hazards?
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e Were mechanisms in place to assure understanding, awareness, and competence in response to
significant changes in procedures, hazards, system design, facility mission, or life cycle status?

e Did line management establish and implement processes to ensure that ES&H training programs
effectively measure and improve performance and identify training needs?

e Was a process established to ensure that (1) training program elements were kept current and
relevant to program needs, and (2) job proficiency was maintained?

Guiding Principle #4: Resources shall be effectively allocated to address safety, programmatic,

and operational considerations. Protecting the public, the workers and the environment shall be a
priority whenever activities are planned and performed.

¢ Did line management demonstrate a commitment to ensuring that ES&H programs had sufficient
resources and priority within the line organization?

e Did line management clearly establish that integrated safety management was to be applied to all
types of work and address all types of hazards?

e Did line management institute a safety management system that provided for integration of ES&H
management processes, procedures, and/or programs into site, facility, and work activities in
accordance with the Department of Energy Acquisition Regulation (DEAR) ES&H clause (48 CFR
970.5204-2)? Were prioritization processes effective in balancing and reasonably limiting the
negative impact of resource reductions and unanticipated events on ES&H funding?

Guiding Principle #5: Before work is performed, the associated hazards shall be evaluated and an
agreed-upon set of safety standards shall be established that, if properly implemented, will

provide adequate assurance that the public, the workers, and the environment are protected from
adverse consequences.

e Was there a process for managing requirements, including the translation of standards and
requirements into policies, programs, and procedures, and the development of processes to tailor
requirements to specific work activities?

e Were requirements established commensurate with the hazards, vulnerabilities, and risks
encountered in the current life cycle stage of the site and/or facility?

e Were policies and procedures, consistent with current DOE policy, formally established and
approved by appropriate authorities?

e Did communication systems assure that managers and staff were cognizant of all standards and
requirements applicable to their positions, work, and associated hazards?

Guiding Principle #6: Administrative and engineering controls to prevent and mitigate hazards

shall be tailored to the work performed and associated hazards.

e Were the hazards associated with the work activity identified, analyzed, and categorized so that
appropriate administrative and engineering controls could be put in place to prevent or mitigate the
hazards?

e Were hazard controls established for all stages of work to be performed (e.g., normal operations,
surveillance, maintenance, facility modifications, decontamination, and decommissioning)?

e Were hazard controls established that were adequately protective and tailored to the type and
magnitude of the work and hazards and related factors that impact the work environment?
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e Were processes established for ensuring that DOE contractors and subcontractors test, implement,
manage, maintain, and revise controls as circumstances change?

e Were personnel qualified and knowledgeable of their responsibilities as they relate to work controls
and work performance for each activity?

Guiding Principle #7: The conditions and requirements to be satisfied for operations to be

initiated and conducted shall be clearly established and agreed upon.

e Were processes in place to assure the availability of safety systems and equipment necessary to
respond to hazards, vulnerabilities, and risks present in the work environment?

e Did DOE and contractor line management establish and agree upon conditions and requirements
that must be satisfied for operations to be initiated?

e Was a management process established to confirm that the scope and authorization documentation
is adequately defined and directly corresponds to the scope and complexity of the operations being
authorized?

e Was a change control process established to assess, approve, and reauthorize any changes to the
scope of operations ongoing at the time of the accident?

2.6.5 Human Performance, Safety Management Systems and Culture Analysis

In conducting the change and barrier analysis consider the relationship of human performance,
and management systems to the conditions that existed along the event change in the team’s ECF
analysis. This section discusses these relationships between how the organization’s people and
management system preformed. This analysis is straight forward. For every condition, action a
person took, barrier that failed, evaluate it in the context of: Human performance and
Management Systems/Culture. The ISM framework and the Error Precursor Matrix, Figure 1-3,
at minimum should be used to construct the analysis and statements. Some of these ISM/HPI
conditions may later roll up into a causal factor statement.

2.6.6 Change Analysis

Once the Board has completed a barrier analysis, the Board then proceeds to use the next core
analytical tool “Change Analysis.”

Change is anything that disturbs the “balance” of a system operating as planned. Change is often
the source of deviations in system operations. Change can be planned, anticipated, and desired,
or it can be unintentional and unwanted. Workplace change can cause accidents, although
change is an integral and necessary part of daily business.

For example, changes to standards or directives may require facility policies and procedures to
change, or turnover/retirement of an aging workforce will change the workers who perform
certain tasks. Change can be desirable, for example, to improve equipment reliability or to
enhance the efficiency and safety of operations. Uncontrolled or inadequately analyzed change
can have unintended consequences, however, and result in errors or accidents.
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Change analysis is particularly useful in identifying obscure contributing causes of accidents that
result from changes in a system.

Change analysis examines planned or unplanned changes that caused undesired outcomes. In an
accident investigation, this technique is used to examine an accident by analyzing the difference
between what has occurred before or was expected and the actual sequence of events. The
investigator performing the change analysis identifies specific differences between the accident-
free situation and the accident scenario. These differences are evaluated to determine whether
the differences caused or contributed to the accident. For example, why would a system that
operates correctly 99 times out of 100 fail to operate as expected one time?

Change analysis is relatively simple to use. As illustrated in Figure 2-12 it consists of six steps.
The last step, in which investigators combine the results of the change analysis with the results
from other techniques, is critical to developing a comprehensive understanding of the accident.

When conducting a change analysis, investigators identify changes as well as the results of those
changes. The distinction is important, because identifying only the results of change may not
prompt investigators to identify all causal factors of an accident.

The results of a change analysis can stand alone, but are most useful when they are combined
with results from other techniques. For example, entering change analysis results into the events
and causal factors chart helps to identify potential causal factors.

Describe
Accident
Sequence

-

COMPARE »

Analyze
Differences for
Effect on
Accident

Identify
Differences

=

Describe
Accident-Free
Sequence

Input Results into
Events and Causal
Factors Chart

Figure 2-12: The Change Analysis Process
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To conduct a change analysis, the analyst needs to have a baseline situation. This baseline
situation can be:

e The same situation but before the accident (e.g., previous shift, last week, or last month)
e A model or ideal situation (i.e., as designed or engineered).

Generally, it is recommended that Boards compare the accident sequence to the same situation in
an accident-free state, the operation prior to the accident, to determine differences and thereby
identify accident causal factors. In order for the comparison to be effective, investigators must
have sufficient information regarding this baseline situation.

In change analysis, differing events and conditions are systematically reviewed and analyzed to
determine potential causes.

Change analysis is most effective under these circumstances:
e A prior “accident-free” or typical situation is already documented or can be reconstructed.
e A well-defined ideal situation exists.
e Work as is described in procedures versus work as actually done.

The following data sources can be a starting point for acquiring a good working knowledge of
the system, facility, or process under study prior to the accident or event; however, the list of
input requirements should be tailored to fit the specific circumstances and needs of the
investigation:

e Blueprints

e Equipment description documents

e Drawings

e Schematics

e Operating and maintenance procedures
e Roles and responsibilities

e Job/task descriptions

e Personnel qualifications

e Results of hazard analysis

e Performance indicators

e Personnel turnover statistics.
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A sample Change Analysis Worksheet is presented in Appendix D for reference. This worksheet
may be modified as necessary to meet specific requirements.

To develop the information needed to conduct a change analysis, it is useful for the Board to list
any changes they identify from their information-gathering activities on a poster board set up in
the Board’s common meeting room. At the beginning of the investigation, the Board members
should simply note the changes they identify as they find them and not worry about analyzing the
significance of the changes. Often, in the early stages of an investigation, there is insufficient
information to determine whether a change is important or not.

As the investigation progresses, it will become clear that some of the changes noted on the poster
board are insignificant and can be crossed off the list. The remaining changes that seem to be
important for understanding the accident can then be organized by entering them into the change
analysis worksheet.

Board members should first categorize the changes according to the questions shown in the left-
hand column of the worksheet. For example, the Board should determine if the change pertained
to a difference in:

e What events, conditions, activities, or equipment were present in the accident situation that
were not present in the baseline (accident-free, prior, or ideal) situation (or vice versa);

e \When an event or condition occurred or was detected in the accident situation versus the
baseline situation;

e \Where an event or condition occurred in the accident situation versus where an event or
condition occurred in the baseline situation;

¢ Who was involved in planning, reviewing, authorizing, performing, and supervising the
work activity in the accident versus the accident-free situation; and

e How the work was managed and controlled in the accident versus the accident-free
situation.

Reviewing the worksheet may also prompt the investigators to identify additional changes that
were not originally listed.

To complete the remainder of the worksheet, first describe each event or condition of interest in
the column labeled, “Accident Situation.” Then describe the related event or condition that
occurred (or should have occurred) in the baseline situation in the column labeled, “Prior, Ideal,
or Accident-Free Situation.” The difference between the events and conditions in the accident
and the baseline situations should be briefly described in the column labeled, “Difference.” As a
group, the Board should then discuss the effect that each change had on the accident and record
the evaluation in the final column of the worksheet.

Table 2-14 shows a partially completed change analysis worksheet containing information from
the case study to demonstrate the change analysis approach. The worksheet allows the user to
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compare the “accident situation” with the “accident-free situation” and evaluate the differences
to determine each item’s effect on the accident.

A change analysis summary, as shown in Table 2-15, is generally included in the accident
investigation report. It contains a subset of the information listed in the change analysis
worksheet. The differences or changes identified can generally be described as causal factors
and should be noted on the events and causal factors chart and used in the root cause analysis, as
appropriate.

A potential weakness of change analysis is that it does not consider the compounding effects of
incremental change (for example, a change that was instituted several years earlier coupled with
a more recent change). To overcome this weakness, investigators may choose more than one
baseline situation against which to compare the accident scenario. For example, decreasing
funding levels for safety training and equipment may incrementally erode safety. Comparing the
accident scenario to more than one baseline situation (for example, one year ago) and five years
ago and then comparing the one-year and five-year baselines with each other can help identify
the compounding effects of changes.
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Table 2-14: Sample Change Analysis Worksheet

Accident Situation

Prior, Ideal, or Accident-Free

Situation

Difference

Evaluation of Effect

WHAT 1. Design and ES&H reviews 1. Project design and ES&H review | 1 Environmental Group 1. Design and ES&H reviews
Conditions, were not performed. are performed by appropriate assumed design role and were not performed,
occurrences, 2. Established review process groups to ensure adequate removed ES&H review contributing to the accident.
activities, was bypassed. review and the safety and from task. 2. Construction packages were
equipment 3. Hazards associated with the health of employees. 2. Environmental Group not approved by facilities
work being performed were | 2. Construction packages are approved work packages. group.
not identified. No review of approved by facilities project 3. No preliminary hazard 3. Hazards were not identified,
as-built drawings. No delivery group. analysis was performed contributing to the accident.
excavation permit. No 3. A preliminary hazard analysis is on construction task.
underground utility survey. performed on all work.
WHEN
Occurred,

identified, facility
status, schedule

WHERE

Physical location,
environmental

Sump location was placed
above a 13.2 kV electrical line.

Sump is placed in a non-hazardous
location.

Inadequate design allowed
sump to be located above a
13.2 kV line.

Sump location was placed
above an electrical line, which
was contacted by a worker jack-

conditions hammering in the area.
WHO Environmental Group assumed | Environmental Group serves as an | Support organization took Lack of oversight on project.
Staff involved, line responsibility for project. oversight/support organization to responsibility of line function

training, assist line management in project. | for project management.

qualification,

supervision

HOW Management allowed Management assures that work is Hazards analysis was not Hazards were not identified,

Control chain,
hazard analysis
monitoring

Environmental Group to
oversee construction tasks.

performed by qualified groups.

conducted.

contributing to the accident.

OTHER

NOTE: The factors in this worksheet are only guidelines but are useful in directing lines of inquiry and analysis.
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Case Study: Change Analysis Summary

Present Condition

Difference (Change)

Environmental Group serves as
an oversight/support
organization to assist line
management in project.

Environmental Group assumed
line responsibility for project.

Support organization takes
responsibility for a line function.

Project design and ES&H reviews
are performed by appropriate
groups to ensure adequate
review and the safety and health
of employees.

Environmental Group assumed
design role and removed ES&H
review from task.

Design and ES&H reviews were
not performed.

Work is stopped when
unexpected conditions are
found.

Work continued.

No opportunity to analyze and
control hazards of different work
conditions.

A preliminary hazard analysis is
performed on all work.

No preliminary hazard analysis
was performed on maintenance
task.

Hazards associated with the
work being performed were not
identified. No review of as-built
drawings. No excavation permit.
No underground utility survey.

Sump is placed in a
nonhazardous designated
location.

Sump was located above a 13.2
kV electrical line.

Inadequate design allowed sump
to be located above a 13.2 kV
line.
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2.6.7 The Importance of Causal Factors

The primary purpose of any event investigation is to help prevent recurrence of events/accidents
by making worthwhile recommendations based on the event’s causal factors. The team is
responsible for identifying the local causal factors that, if corrected, would prevent another
accident from occurring when the same work activity is performed again. However, more is
required than simply detecting and removing immediate hazards.

The Board is responsible for identifying and describing any failures, human performance, and/or
management systems that caused the accident. The Board should determine either/and/or the
HPI and ISM factors associated with each causal factor statement. This may be accomplished by
reviewing and carrying forward the relevant codes you assigned to HPI/ISM when the barrier
analysis was constructed.

Modern accident investigation theory indicates that generally the root causes of accidents are
found in organizational system failures, not in the most directly related causal factor(s) in terms
of time, location, and place.

Generally, the higher in the management and oversight levels a root because is found, the
broader the effect is on the scope of the organization’s activities. This broader scope impact
translates to a larger potential to cause other accidents. Therefore, it is incumbent on a team to
ensure that the investigation is not ended until the highest possible root causes are identified. If a
team cannot identify root causes, this should be stated clearly in the investigation report, along
with an explanation.

Causal A
Factor
|
Ask questions to Causal
determine causal factors Factor
(why, how, what, and '
WhO) Context
HPY/ISM Why did the system
allow the conditions
l to exist?
Condition
Condition Why did this
. . - event happen?
How did the conditions originate? .
Condition

<=

Event —— Event — Event —— Event

Figure 2-13: Determining Causal Factors
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Table 2-16: Case Study Introduction

CASE STUDY

This section on causal analysis begins with a case study of an electrical accident. It is selectively referenced
throughout this and subsequent sections to illustrate the process of determining facts and the use of the
analytic techniques commonly used in DOE accident investigations. In this workbook, particular emphasis is
placed on these techniques because they can be used in most accident investigations. However, for
extremely complex accidents, additional, more sophisticated techniques may be needed that require
specialized training. Training for these techniques is beyond the scope of this workbook and can be
obtained through government, private, and university sources.

EVENT DESCRIPTION

The accident occurred at approximately 9:34 a.m. on January 17, 1996, in Building XX, during the excavation
of a sump pit in the floor of the building. Workers were attempting to correct a waste stream outfall
deficiency. Two workers arrived at the job site at approximately 8:40 a.m. and resumed the excavation
work begun the previous day. The workers were employed by WS, the primary subcontractor for
construction and maintenance. They used a jackhammer, pry bar, and shovel to loosen and remove the
rubble from the sump pit. At about 9:34 a.m., at a depth of 39 inches, Worker A, who was operating the
jackhammer, pierced the conduit containing an energized 13.2 kV electrical cable. He was transported to
the local medical center, where cardiac medications were administered.

EVENT FACTS

Using the case study accident, the following three factual statements were derived during the investigation:

e Theinjured worker had not completed safety training prior to the accident, as required by WS
Environment, Safety, and Health Manual Procedure 12340.

e Design drawings for the project on which the injured employee was working did not comply with the
requirements of DOE O 6430.1A, General Design Criteria, and did not show the location of the
underground cable.

e Astanding work order system, without a safety review, was used for non-routine, non-repetitive tasks.

2.6.8 Causal Factors

The core analytical technique of Causal Factor Analysis is applied after the ECF chart is
constructed, as completely as possible, and a change analysis and barrier analysis are conducted
at minimum.

First, the AIB looks for all potential causal factors then, determine if they are a: contributing;
root or, direct causal factor of the accident or event.

The process of determining causal factors seeks to answer the questions; what happened and,
why did it happen?



Causal factors are the events and conditions that produced or contributed to the occurrence of the
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accident. There are three types of causal factors:

e Direct cause;

e Contributing causes; and

e Root causes.

Causal Factor
HPI/ISM

Causal Factor

Causal Factor

HPI/ISM HPI/ISM
Condition Condition
1 1
Context Context
(HPI/ISM (HPI/ISM
| I
Condition Condition
Slreiels Fire panel
Event briefing p_ , —> Event —> Event
impaired

completed

Figure 2-14: Roll Up Conditions to Determine Causal Factors

2.6.8.1 Direct Cause

The direct cause of an accident is the immediate events or conditions that caused the accident.
The direct cause should be stated in one sentence, as illustrated in the examples below.
Typically, the direct cause of the accident may be constructed or derived from the immediate,
proximate event and conditions next to or close by to the accident on the ECF Chart.
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EXAMPLES EVENT DIRECT CAUSES

e The direct cause of the accident was contact between the chisel bit of the air-powered jackhammer
and the 13.2 kV energized electrical cable in the sump pit being excavated.

e The direct cause of the accident was the inadvertent activation of electrical circuits that initiated the
release of CO2 in an occupied space.

2.6.9 Contributing Causes

Contributing causes are events or conditions that collectively with other causes increased the
likelihood of an accident but that individually did not cause the accident. Contributing causes
may be longstanding conditions or a series of prior events that, alone, were not sufficient to
cause the accident, but were necessary for it to occur. Contributing causes are the events and
conditions that “set the stage” for the event and, if allowed to persist or re-occur, increase the
probability of future events or accidents.

EXAMPLES EVENT CONTRIBUTING CAUSES

e Failure to implement safety procedures in effect for the project contributed to the accident.
e Failure to erect barriers or post warning signs contributed to the accident.

e The standing work order process was used by facility personnel as a convenient method of
performing work without a job ticket and work package, allowing most work to be field-directed.

e Inadequate illumination in the area of the platform created visibility problems that contributed to
the fall from the platform.

2.6.10 Root Causes

Root causes are the causal factors that, if corrected, would prevent recurrence of the same or
similar accidents. Root causes may be derived from or encompass several contributing causes.
They are higher-order, fundamental causal factors that address classes of deficiencies, rather than
single problems or faults.

Correcting root causes would not only prevent the same accident from recurring, but would also

solve line management, oversight, and management system deficiencies that could cause or
contribute to other accidents.
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In many cases, root causes are failures to properly implement the principles and core functions of
integrated safety management.

For example, root causes can include failures in management systems to:
e Define clear roles and responsibilities for safety
e Ensure that staff are competent to perform their responsibilities
e Ensure that resource use is balanced to meet critical mission and safety goals
e Ensure that safety standards and requirements are known and applied to work activities
e Ensure that hazard controls are tailored to the work being performed
e Ensure that work is properly reviewed and authorized.

The AIB has an obligation to seek out and report all causal factors, including deficiencies in
management, safety, or line management oversight systems.

Root cause statements, as shown in the examples below, should identify the DOE and contractor
line organizations responsible for the safety management failures. Root cause statements should
also identify the specific management system(s) that failed.

EXAMPLES ROOT CAUSES

e Contractor management and the DOE field office failed to clearly define responsibilities for safety
reviews of planned work. The lack of clarity in roles and responsibilities for safety reviews was a root
cause of the accident.

e Contractor management allowed the standing work order process, intended for routine work, to be
used to accomplish non-routine, complex modification and construction work. DOE field office oversight
failed to detect and ensure correction of this practice. Misuse of the standing work order process was a
root cause of the accident.

e Contractor management systems were ineffective in translating lessons learned from past occurrences
into safer day-to-day operations at the facility. The failure to implement lessons learned was a root
cause of the accident.

o Assessments performed by the DOE program office failed to identify that some safety standards were
not addressed by contractor safety management systems. Implementation of these requirements
would have prevented the accident.

2.6.10.1 Root Cause Analysis

Root causes are the causal factors that, if corrected, would prevent recurrence of the same or
similar accidents. Root causes may be derived from or encompass several contributing causes.
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They are higher-order, fundamental causal factors that address classes of deficiencies, rather than
single problems or faults.

Correcting root causes would not only prevent the same accident from recurring, but would also
solve line management, oversight, and management system deficiencies that could cause or
contribute to other accidents. They are identified using root cause analysis. In many cases, root
causes are failures to properly implement the principles and core functions of integrated safety
management.

Root causes can include failures in management systems to:
e Define clear roles and responsibilities for safety
e Ensure that staff are competent to perform their responsibilities
e Ensure that resource use is balanced to meet critical mission and safety goals
e Ensure that safety standards and requirements are known and applied to work activities
e Ensure that hazard controls are tailored to the work being performed
e Ensure that work is properly reviewed and authorized.

Root cause statements, as shown in the examples below, should identify the DOE and contractor
line organizations responsible for the safety management failures. Root cause statements should
also identify the specific management system(s) that failed.

Accidents are symptoms of larger problems within a safety management system. Although
accidents generally stem from multiple causal factors, correcting only the local causes of an
accident is analogous to treating only symptoms and ignoring the “disease.” To identify and
treat the true ailments in a system, the root causes of an accident must be identified. Root cause
analysis is any technique that identifies the underlying deficiencies in a safety management
system that, if corrected, would prevent the same and similar accidents from occurring.

Root cause analysis is a systematic process that uses the facts and results of the core analytic
techniques to determine the most important reasons for the accident. Root cause analysis is not
an exact science and therefore requires a certain amount of judgment. The intent of the analysis
is to identify and address only those root causes that can be controlled within the system being
investigated, excluding events or conditions that cannot be reasonably anticipated and controlled,
such as some natural disasters. The core analytic techniques—events and causal factors,
analysis, barrier analysis, and change analysis—provide answers to an investigator’s questions
regarding what, when, where, who, and how. Root cause analysis is primarily performed to
resolve the question, “Why?”’

To initiate a root cause analysis, the facts surrounding the accident must be known. In addition,
the facts must be analyzed using other analytic methods to ascertain an initial list of causal
factors. A rather exhaustive list of causal factors must be developed prior to the application of
root cause analysis to ensure that final root causes are accurate and comprehensive.

2-81



DOE-HDBK-1208-2012

The board should examine the evidence collected from the accident scene, witness statements,
interviews, and facility documents. It should then determine whether additional information will
be needed for the particular root cause technique they are performing.

It is important that the Accident Investigation Board work together to determine the root causes
of an accident. One of the board’s primary responsibilities is to identify an accident’s causal
factors so that Judgments of Need can be prepared and appropriate corrective measures can be
developed and implemented. Therefore, all board members must participate in the root cause
analysis; it cannot be left solely to a single member of the board.

Root cause analysis can be performed using computerized or manual techniques. Regardless of
the method, the intent is to use a systematic process for identifying root causes.

There may be more than one root cause of a particular accident, but probably not more than three
or four. If more are thought to exist at the conclusion of the analysis, the board should rel |
examine the list of causal factors to determine which causes can be further combined to reflect
more fundamental (root) causes. This section provides some examples of root cause analysis and
discusses analytical tools that can help accident investigators determine the root causes of an
accident.

Examples of Root Cause Statements

e Contractor management and the DOE field office failed to clearly define responsibilities for
safety reviews of planned work. The lack of clarity in roles and responsibilities for safety
reviews was a root cause of the accident.

e (Contractor management allowed the standing work order process, intended for routine work,
to be used to accomplish non-routine, complex modification and construction work. DOE
field office oversight failed to detect and ensure correction of this practice. Misuse of the
standing work order process was a root cause of the accident.

e Contractor management systems were ineffective in translating lessons learned from past
occurrences into safer day-to-day operations at the facility. The failure to implement
lessons learned was a root cause of the accident.

e Assessments performed by the DOE program office failed to identify that some safety
standards were not addressed by contractor safety management systems. Implementation of
these requirements would have prevented the accident.

Once several (or all) of the preliminary analytic techniques have been performed, the accident
investigation team should have matured in their understanding of the events and conditions,
along with a fairly extensive list of suspected causal factors. A root cause analysis is performed
to refine the list of causal factors and categorize each according to its significance and impact on
the accident. This is done because of the finite resource limitation. The Al team wants to focus
the JONs and the subsequent corrective actions on those causal (root cause) factors that provide
the biggest return on investment of resources to fix.
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There may be more than one root cause of a particular accident, but probably not more than three
or four. If more are thought to exist at the conclusion of the analysis, the team should re(
examine the list of causal factors to determine which causes can be further combined to reflect
more fundamental (root) causes. This section provides some examples of root cause analysis and
discusses analytical tools that can help accident investigators determine the root causes of an
accident.

Significance of the causal factors may be determined by the “Nominal Group Technique,” during
which the team simply votes on the most significant causal factors. By this point in the
investigation, the team should be knowledgeable about the event, and their instincts may provide
a reliable source of accurate information. The team votes for the causal factors that they feel
contributed the most to the event, and the causal factors receiving the most votes win.

Validate each significant or key causal factor by asking the question, “If it was fixed, would it
break the chain that caused the event?” Indicate significant causal factors on the CFA Chart
using red boxes, and indicate key contributing causal factors with yellow boxes. Many
significant factors and causes may be indicated, and each requires a Corrective Action.

Legend

Event

Condition

Accident

Transfer

vol0O

Root Cause

ROOT CAUSE ROOT CAUSE
Safety Policy

Implementation

1t
Responsibility

" RST resists XYZ considers contract Work restrictions not
History of safety Work restrictions not implementing safety ‘termination promulgated
problems implemented
requirements 8/96
Procedure compliance P.E. was told by doctor Does not implement P.E. suffered from Failure to implement Extent of medical
and enforcement ‘about restrictions contractual responsibility advanced diabetes safety responsibilit problems not known by
problems & accounlablllly y resp Y management

Work restrictions not
implemented

RST begins construction Safety violations in RST receives letter of XYZ steps up severity of RST tasked to implement XYZ directs replacement RST manager counsels
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9123193 11/94 1110196 5/95 program and work Superintendant 12/95
restrictions 11/29/95

Figure 2-15: Grouping Root Causes on the Events and Causal Factors Chart

2.6.11 Compliance/Noncompliance

The compliance/noncompliance technique is useful when investigators suspect noncompliance to
be a causal factor. This technique compares evidence collected against three categories of
noncompliance to determine the root cause of a noncompliance issue. As illustrated in Table 2[

2-83



DOE-HDBK-1208-2012

17, these are: “Don’t Know,” “Can’t Comply,” and “Won’t Comply.” Examining only these
three areas limits the application of this technique; however, in some circumstances, an Accident
Investigation Board may find the technique useful.

The basic steps for applying the compliance/noncompliance technique are:
e Have a complete understanding of the facts relevant to the event
e Broadly categorize the noncompliance event
e Determine why the noncompliance occurred (i.e., the subcategory or underlying cause).

For example, investigators may use this technique to determine whether an injured worker was
aware of particular safety requirements, and if not, why he or she was not (e.g., the worker didn’t
know the requirements, forgot, or lacked experience). If the worker was aware but was not able
to comply, a second line of questioning can be pursued. Perhaps the worker could not comply
because the facility did not supply personal protective equipment. Perhaps the worker would not
comply in that he or she refused to wear the safety equipment. Lines of inquiry are pursued until
investigators are assured that a root cause is identified.

Lines of questioning pertaining to the three compliance/noncompliance categories follow.
However, it should be noted that these are merely guides; an Accident Investigation Board
should tailor the lines of inquiry to meet the specific needs and circumstances of the accident
under investigation.

e Don’t Know: Questions focus on whether an individual was aware of or had reason to be
aware of certain procedures, policies, or requirements that were not complied with.

e Can’t Comply: This category focuses on what the necessary resources are, where they
come from, what it takes to get them, and whether personnel know what to do with the
resources when they have them.

e Won’t Comply: This line of inquiry focuses on conscious decisions to not follow specific
guidance or not perform to a certain standard.

By reviewing collected evidence, such as procedures, witness statements, and interview
transcripts, against these three categories, investigators can pursue suspected
compliance/noncompliance issues as causal factors.

Although the compliance/noncompliance technique is limited in applicability, by systematically
following these or similar lines of inquiry, investigators may identify causal factors and
Judgments of Need.
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Table 2-17: Compliance/Noncompliance Root Cause Model Categories

Don’t Know Can’t Comply Won’t Comply
Never Knew | This is often an indication of Scarce Lack of funding is a common No Reward An investigator may have to
poor training or failure in a Resources rebuttal to questions regarding determine whether there is a
work system to disseminate noncompliance. However, benefit in complying with
guidance to the working level. resource allocation requires requirements or doing a job
decision-making and priority- correctly. Perhaps there is no
setting at some level of incentive to comply.
management. Boards should
consider this line of inquiry
when examining root causes
pertaining to noncompliance
issues.
Forgot This is usually a local, personal | Don’t Know This issue focuses on lack of No Penalty This issue focuses on whether
error. It does not reflect a How knowledge (i.e., the know-how sanctions can force
systemic deficiency, but may to get a job done). compliance, if enforced.
indicate a need to increase
frequency of training or to
institute refresher training.
Tasks Implied | This is often a result of lack of | Impossibility | This issue requires Disagree In some cases, individuals

experience or lack of detail in
guidance.

investigators to determine
whether a task can be
executed. Given adequate
resources, knowledge, and
willingness, is a worker or
group able to meet a certain
requirement?

refuse to perform to a
standard or comply with a
requirement that they disagree
with or think is impractical.
Investigators will have to
consider this in their collection
of evidence and determination
of root causes.

2-85




DOE-HDBK-1208-2012

2.6.12 Automated Techniques

Several root cause analysis software packages are available for use in accident investigations.
Generally, these methods prompt the investigator to systematically review investigation evidence
and record data in the software package. These software packages use the entered data to
construct a tree model of events and causes surrounding the accident. In comparison to the
manual methods of root cause analysis and tree or other graphics construction, the computerized
techniques are quite time-efficient. However, as with any software tool, the output is only as
good as the input; therefore, a thorough understanding of the accident is required in order to use
the software effectively.

Many of the software packages currently available can be initiated from both PC-based and
Macintosh platforms. The Windows-based software packages contain pull-down menus and
employ the same use of icons and symbols found in many other computer programs. In a step!(
by-step process, the investigator is prompted to collect and enter data in the templates provided
by the software. For example, an investigator may be prompted to select whether a problem
(accident or component of an accident) to be solved is an event or condition that has existed over
time. In selecting the “condition” option, he or she would be prompted through a series of
questions designed to prevent a mishap occurrence; the “event” option would initiate a process of
investigating an accident that has already occurred.

Analytical software packages can help the board:
e Remain focused during the investigation
e Identify interrelationships among data
e Eliminate irrelevant data
e Identify causal factors (most significantly, root causes).

The graphics design features of many of these software packages can also be quite useful to the
Accident Investigation Board. With a little input, these software packages allow the user to
construct preliminary trees or charts; when reviewed by investigators, these charts can illustrate
gaps in information and guide them in collecting additional evidence.

It is worth underscoring the importance of solid facts collection. While useful, an analytic
software package cannot replace the investigative efforts of the Board. The quality of the results
obtained from a software package is highly dependent on the skill, knowledge, and input of the
user.
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2.7 Developing Conclusions and Judgments of Need to “Prevent”

Accidents in the Future

Conclusions and Judgments of Need are key elements of the investigation that must be
developed by the Board.

2.7.1 Conclusions

Conclusions are significant deductions derived from the investigation’s analytical results. They
are derived from and must be supported by the facts plus the results of testing and the various
analyses conducted.

Conclusions may:

Include concise statements of the causal factors of the accident determined by analysis of
facts

Be statements that alleviate potential confusion on issues that were originally suspected
causes

Address significant concerns arising out of the accident that are unsubstantiated or
inconclusive

Be used to highlight positive aspects of performance revealed during the investigation,
where appropriate.

When developing conclusions, the Board should:

Organize conclusions sequentially, preferably in chronological order, or in logical sets (e.g.,
hardware, procedures, people, organizations)

Base conclusions on the facts and the subsequent analysis of the facts

Include only substantive conclusions that bear directly on the accident, and that reiterate
significant facts and pertinent analytical results leading to the accident’s causes

Keep conclusions as short as possible and, to the extent possible, limit reference citations (if
used) to one per conclusion.

The process of determining conclusions seeks to answer the questions—what happened and why
did it happen?
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EXAMPLE: CONCLUSIONS

e XYZ contractor failed to adequately implement a medical surveillance program, thereby allowing an
individual with medical restrictions to work in violation of those restrictions. This was a contributing
cause to the accident.

e Welds did not fail during the steam line rupture.

e Blood tests on the injured worker did not conclusively establish his blood alcohol content at the time
of the accident.

e The implementation of comprehensive response procedures prevented the fire from spreading to
areas containing dispersible radioactive materials, averting a significant escalation in the
consequences of the fire.

2.7.2 Judgments of Need

Judgments of Need are the managerial controls and safety measures determined by the Board to
be necessary to prevent or minimize the probability or severity of a recurrence. Judgments of

Need should be linked to causal factors and logically flow from the conclusions. They should
be:

e Stated in a clear, concise, and direct manner

e Based on the facts/evidence

e Stated so that they can be the basis for corrective action plans.
Judgments of Need:

e Should not be prescriptive corrective action plans or recommendations, nor should they
suggest punitive actions.

e Should not include process issues (e.g., evidence control, preservation of the accident scene,
readiness) unless these issues have a direct impact on the accident. These concerns should
be noted in a separate memorandum to the appointing official, with a copy to site
management and the Office of Corporate Safety Programs.

Board members should work together to derive Judgments of Need to assure that the merits and
validity of each are openly discussed and that each one flows from the facts and analyses.

An interactive process is the preferred approach for generating Judgments of Need. That is,
Board members should work together to review causal factors and then begin generating a list of
Judgments of Need. These judgments should be linked directly to causal factors, which are
derived from facts and analyses.
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Analysis

Causal Factor

One method for ensuring that all significant facts and analytical results are addressed in the
Judgments of Need is to develop displays linking Judgments of Need with facts, analyses, and
causal factors. Previous Boards have found it useful to display these elements on the walls of the
Board’s conference room. Figure 2-12 demonstrates how this information can be arranged to
provide an ongoing assessment of linkages among the four elements. Using this diagrammed
verification analysis approach, the Board can identify gaps in the data where a clear, logical flow
among the four elements is missing. The Board can use this information to determine whether
Judgments of Need are supported by linkages connecting the facts, results from analyses, and
causal factors.
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If a Judgment of Need cannot be clearly linked to causal factors derived from analysis of facts,

exclude it from the report.

Once the Board has identified the Judgments of Need derived from their investigation activities,
the members can begin writing statements documenting these judgments. Table 2-18 presents
guidance on writing these statements.

Table 2-18: These Guidelines are Useful for Writing Judgments of Need

Clearly identify organizations that need to implement actions to prevent recurrence of the accident.
Where applicable, specify whether the judgment of need applies to a DOE Headquarters or field
element, contractor, subcontractor, or some combination of these.

Avoid generic statements and focus on processes and systems, not individuals.

Focus on causal factors.

Be specific and concise; avoid vague, generalized, broad-brush, sweeping solutions introduced by

"should."

Do not tell management how to do something; simply identify the need.

Present Judgments of Need in a manner that allows a specific organization to translate them into
corrective actions sufficient to prevent recurrence.

Table 2-19 provides samples of well-written Judgments of Need for the case study electrical
accident. Information in this table demonstrates the relationships among significant facts,
analysis, causal factors, and Judgments of Need.

Judgments of Need form the basis for corrective action plans, which are the responsibility of line
management and should not be directed by the Board. If the Board finds a need to make specific
recommendations, they should appear in a separate communication and not in the body of the

report or in the transmittal letter to the appointing official.

Table 2-19: Case Study: Judgments of Need

Significant Facts

Safety training for the accident
victim as required by XYZ ES&H
Manual Procedure 1234 was not
completed prior to the accident.

Causal Factors

Training implementation was
informal and was not based on
appropriate structured
development and measurement
of learning. This programmatic
deficiency was a contributing
cause to the accident.

Judgments of Need

XYZ management needs to
evaluate the effectiveness of
implementation of the training
program by observing and
measuring workplace
performance.
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Significant Facts Causal Factors Judgments of Need

The standing work order system | Using the standing work order XYZ management needs to

normally used for non-routine, process, normally used for assure that the standing work

non-repetitive tasks was used to | routine tasks, to accomplish non- | order system is used only on

authorize the work involved in routine, complex modification routine, repetitive, and

the accident. and construction work, was a noncomplex tasks where no

root cause of the accident. significant risks or hazards have

been identified or could
reasonably be encountered.

2.7.3 Minority Opinions

During the process of identifying Judgments of Need, Board members may find that they
disagree on the interpretation of facts, analytical results, causal factors, conclusions, or
Judgments of Need. This disagreement can occur because the Board:

Has too few facts or has conflicting information from different sources;

Needs to evaluate the analyses conducted and consider using different analytical techniques;
or

Disagrees on the linkages among facts, analyses and causal factors.

When this disagreement occurs, additional information may be needed to resolve these conflicts.
Even when new facts are collected and new analyses are conducted, Board members may still
strongly disagree on the interpretation of facts, the conclusions, or the Judgments of Need.
Board members should make these differences known to the Chairperson as soon as they arise.
Every effort should be made to resolve a Board member’s dissenting opinion by collecting
additional facts, if possible, and conducting additional analyses.

When Board members still disagree, it is recommended that the Chairperson:

Obtain a detailed briefing from those not in agreement and consider the facts, analyses,
causal factors, and conclusions that each used.

Monitor the differences between those not in agreement by holding meetings to discuss any
new information collected or new analyses conducted; more common ground may be found
as this information emerges.

Work with the Board to identify areas of mutual agreement and areas of disagreement as the
end of the investigation approaches.

Openly discuss his or her position concerning the causal factors, conclusions, and
Judgments of Need with the Board and achieve consensus. At this point, Board members
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who disagree with the consensus should describe their position and indicate whether there is
a need to present a minority opinion in the accident investigation report.

Note that the Board is not required to reach consensus, but is encouraged to work diligently to
resolve differences of opinion. However, if one or more Board members disagree with the
interpretation of facts, causal factors, conclusions, or Judgments of Need endorsed by the
remainder of the Board, the minority Board member or members should document their
differences in a minority report. This report is described in Section 2.8.11.

2.8 Reporting the Results

The purpose of the investigation report is to clearly and concisely convey the results of the
investigation. The content should help the reader understand what happened (the accident
description and chronology), why it happened (the causal factors), and what can be done to
prevent a recurrence (the Judgments of Need). Investigation results are reported without
attributing individual fault or proposing punitive measures. The investigation report constitutes
an accurate and objective record of the accident and provides complete and accurate details and
explicit statements of:

e The Board’s investigation process

e Facts pertaining to the accident, including relevant management systems involved
e Analytical methods used and their results

e Conclusions of the Board, including the causal factors of the accident

e Judgments of Need for corrective actions to prevent recurrence of the accident.

When completed, this report is submitted to the appointing official for acceptance and
dissemination.

2.8.1 Writing the Report

The investigation report is the official record of the investigation. Its importance cannot be
overemphasized. The quality of the investigation will be judged primarily by the report that
provides the affected site and the DOE complex as a whole with the basis for developing the
corrective actions and lessons learned necessary to prevent or minimize the severity of a
recurrence.

Previous Boards have conducted thorough and competent accident investigations, yet failed to
effectively communicate the results in the report. As a result, the conclusions, Judgments of
Need and lessons learned can appear unsupported or are lost in a mass of detail.

The report writing process is interactive, but must maintain a focused objective. Guidelines for
drafting a report, provided in Table 2-20, will help the Board work within the investigation cycle
and schedule to maximize their efficiency and effectiveness in developing a useful report.
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Senior DOE management is placing increasingly greater emphasis on generating concise
(nominally less than 50 pages), yet effectively thorough investigation reports. Conciseness
requires Board members to communicate the significant facts, analyses, causal factors,
conclusions, and Judgments of Need with as little extraneous narrative as possible. Effective
thoroughness is the need for reports to provide helpful and useful information to line managers to
assist them in enhancing their safety programs.

Table 2-20: Useful Strategies for Drafting the Investigation Report

e Establish clear responsibilities for writing each section of the report.

e Establish deadlines for writing, quality review, and production, working back from the scheduled
final draft report due date.

e Use an established format (as described in Section 2.8.2). Devise a consistent method for
referencing titles, acronyms, appendices, and footnotes to avoid last-minute production problems.

e Use a single point of contact, such as the administrative coordinator, to control all electronic
versions of the report, including editing input, and to coordinate overall report production.

e Start writing as soon as possible. Write the facts as bulleted statements as they are documented.
Write the accident chronology as soon as possible to minimize the potential for forgetting the events
and to save time when generating the first draft.

e Begin developing illustrations and photograph captions early. These processes take more time than
generally anticipated.

o Allow time for regular editorial and Board member review and input. Don’t wait until the last few
days on site for the Board to review each other’s writing and the entire draft report. This step is
important for assuring that primary issues are addressed and the investigation remains focused and
within scope.

e Use a zip drive to save the report during text processing — the file is extremely large.

e Use a technical writer or editor early in the process to edit the draft report for readability, grammar,
content, logic, and flow.

e Share information with other Board members.

e Plan for several revisions.

2.8.2 Report Format and Content

The investigation report should consist of the elements listed in Table 2-21. Although DOE O
225.1B does not specifically require some of these elements or prescribe any specific order of
presentation within the report, a certain level of consistency in content and format among reports
facilitates extraction and dissemination of facts, conclusions, Judgments of Need, and lessons
learned.

In addition to a table of contents for the report body, a list of exhibits, figures, and tables and a
list of appendices should be included. Typically, the table of contents lists the headings within
the report down to the third level.
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Table 2-21: The Accident Investigation Report Should Include these Items

EXAMPLE: TABLE OF CONTENTS

Table Of CONtENTS...ccuuueiiiiiiiiiiiiiiiieiiiietiiiieeetieeetansssseeetteeesnssssssssessseessssssssssssssessssssssssssssssnsnnnsss iii
Acronyms and AbBreviations ..........c.cccceieiieiiiiieeiiieseeeeeeeeenenneeeeeeeeeennnnssssssseeseennnnssssssseaseennnnnnnns v
EXECULIVE SUMMAIY .. .iiieeiiiiieiiiiiieiiiiiieiiiieiaetreeeseeteaassetreassseetensssesrsnsssssrsnsssssssnsssssssnssssssnnssssnes vii
1.0 L O ] U G O TSSO Y USSRV 1
1.1. BaCKEIroUNd .....ccceuiiiiiiiiiiiiieiiiiiineiiiieneeeiienesssieenssssseensssssennsssssenssssssenssssssnnssssssnnssssssnnsssssnnn 1
1.2. FaCility DESCrIPLION ..ccceuueiiiieieiiinneiiieneieeteenseetennseerennsesseenssssseensssssesnsssssennssssssnnssssssnnssssennn 1
1.3. Scope, Conduct, and Methodology........cccceciiimeiiiiiiiiiiiiiiiiiiiieienienesesreneeeseenssssssennsssseennes 2
2.0 BT GG Ol T NSV NSNSV VSNSSNSUSNNV S SNUSNY SNV NSNSV 5
2.1. BaCKBroUNd ........eeeiiieiiiecee e iececcieeee e e e e e e eteanee e ee e s e e e nnnn s s e e e e e e e s nnann e e e e e e nnannnnaaaaeeeaannan 5
b 287 R - Yol o (o (=T A T=TY o 1] 4 o T RN 5
2.3. ACCIAENt RESPONSE .....ccceeeuuueeeieiiiieinnnneeeeeeeeeennnnsssseeseeeenmmssssssssseeesnnnsssssssssssesnnnnsssssssssesennnn 8
24. Medical REPOIt SUMMAIY.....cccciiiiiiimmmeiiiieiiiiemmmmssiieeeiieemsmmssssseettseessssssssssessssesssssssssssssssssnns 8
2.5. EVENt CRIONOIOZY .....coiiiiiieeeeeeeiiiiieiieeeeeeeeeeeeennnnnsseeeeeeeeennnnssssssseseeennnnsssssssseseennnnsssnsssenesennnn 9
3.0 L ot T e [N T Y2 LSRN 11
3.1 EMErgency RESPONSE ....ccuiieiieiieeiieereieeiiensiossrasesstossrassssssssssassssssssssssssasssasssassssssasssasssnnss 11
3.2. Post-Event Accident Scene Preservation and Management Response ..........ccccceeeereennnennee 13
3.6. Assessment of Prior Events and Accident Pre-Cursors........cccceveeeriieeiinininninnnninnniennneeeeeeennn 13
3.7. Integrated Safety Management ANalySis ......ccccuuuueeeeiiieiimmnnceeeeeeeeenennnnseeeeeeeennnnnnnseaeseeeens 15
3.3.  Conduct of Operations, Work Planning and Controls ...........cccccirieirumniiiiiniineennnnnsiiseennneen 16
3.4. Supervision and Oversight of WOrK .........ccccccerreeneeiiiiiiiiicsceeeeeeeecceneeeeeeeeeennnnnsnseesnenens 17
3.5. 10 CFR Part 851 DOE Worker Safety and Health Program ..........ccccccuuueiiiiiiincennnnnnicennnneens 18
3.8. Human Performance ANAlYSIs .......ccceueeeiiiiiiiiimiceeieiieeeiieeeeeeeeeeeeennnnsssssesseeeennnnnsnnssassenens 19
3.9. Department of Energy Programs and OVersight .........ccccccveeiiiiiiiiiiinnnniiiiiniiieennnnnieeenneeen 21
3.10. Summary of Causal FActor ANAlYSES .......ccceeeuueeireenieeiienneerrenneeerenseesennseesenssessesnssssssansnnes 22
0 O = - T (=T Y =1 £t 23
3.12.  Change ANAIYSIS c.ccuuuiireennieiiennneeerensereeensereennseessensseessenssessssnsssssssnssssssnnssssssnsssssssnssssssnnasnns 24
3.13. Events and Causal FAactors ANalySiS ........ccccccciiiieeuiiiiieeniiiiienniiiiienniciiennsseeiennssessennsssssennnnes 25
4.0 Conclusions and Judgments Of NEEd ........c.ccceeeeeeeiieenieiiiennieriennnerrennseereensseereenssceennssseennss 28
5.0 BOQArd SiSNAUIES ....cccceieiieeeieeeiiiiieiieeeseeeeeeeeeeannnssseeeeeeennnsssssssseeeeennnnsssssssssseennnnsssnsssannnenn 30
6.0 Board Members, Advisors, Consultants, and Staff ..........cccccoiiiiiiiiiiiiiiiiiicciieciecneenneene 31
Appendix A: Board Letter of Appointment ...........ccoeueeeeiiiiiieiiieceeeeeeeeeeennneeeeeeeeeennnnssssseeseeeennnns A-1
Appendix B: Barrier ANAlYSIS .......cccciiiiiiieuuiiiiiiiiiiiiimmiiiiiiiiieimmmssiieeeiieesmmmssieettteesssssssssssssssesnnns B-1
Appendix C: Change ANAlYSEs........cccuiiiieimuuieeeeiieeeeieneeeeeeeeeeenmnnssssaeeeseesnmmsssssssesssssnnnssssssssssssennnns C-1
Appendix D: Events and Causal Factors Analysis ........cccceeiiiiimeiiiiiiniiiiiieiiiiieesiiiiensseneenssssneennes D-1
Appendix E: Human Performance and Management Systems Analysis .........cccceeeereeenecrreeenncerennnens E-1
Appendix F: Detailed Summary of Causal Factors ...........cccoeeeeiimueceeeiiiieiiiieceeeeeeeeeeennnsnneeeeeeeennnns F-1
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EXAMPLE: EXHIBITS, FIGURES AND TABLES

Exhibit 1-1 ATEA ENCIOSUIE .....ouuuureunnennnnniiiisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnne 4
Exhibit 2-1 View LOOKING SOULR ....ciiiiiiiieiiiiiiiiiiiiiiniiiieiiieeennnssiseeeiieessnsssssssessseesnsssssssssssseennns 5
Figure 2-1 Summary Events Chart and Accident Chronology .........ccccooveeeeeecceeiiiiiieecnnnnceennns 10
Figure 2-2 Barrier Analysis SUMMAIY .....cccciiciuuuiiiiiniiiieemnnsiiiieiimeeessssssisseismeesssssssssssssssssssnsss 23
Figure 2-3 Events and Causal FAactors Chart........ccccceiveeeeeiiiieneeiieneneeinennneereensncereenseessennssessennes 26
Table 3-1 Conclusions and Judgments of Need .....cc.....ceeiiiiiieiecceeeiiiieeeceecceee e e e e eecenneeeenes 29

The following are brief descriptions and acceptable examples of the elements of a typical
accident investigation report.

2.8.3 Disclaimer

The accident investigation report disclaimer should appear on the back of the title page of the
report. The disclaimer is a statement that the report neither determines nor implies liability. It
should be worded exactly as the example below, with the substitution of the appointing official.

EXAMPLE: DISCLAIMER

This report is an independent product of the Federal Accident Investigation Board appointed by [Name],
Chief Health, Safety and Security Officer.

The Board was appointed to perform a Federal investigation of this accident and to prepare an
investigation report in accordance with DOE Order 225.1B, Accident Investigations.

The discussion of facts, as determined by the Board, and the views expressed in the report do not
assume and are not intended to establish the existence of any duty at law on the part of the U.S.
Government, its employees or agents, contractors, their employees or agents, or subcontractors at any
tier, or any other party.

This report neither determines nor implies liability.

2.8.4 Appointing Official’s Statement of Report Acceptance

After reviewing the draft final report, the appointing official signs and dates a statement
indicating that the investigation has been completed in accordance with procedures specified in
DOE O 225.1B and that the findings of the Accident Investigation Board have been accepted.
An example of this statement is provided below.
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EXAMPLE: APPOINTING OFFICIAL’S ACCEPTANCE STATEMENT

On [Date], | established a Federal Accident Investigation Board to investigate the [Fall] at the [Facility] at
the [Site] that resulted in the [Fatality of a construction worker]. The Board’s responsibilities have been
completed with respect to this investigation. The analyses, identification of direct, contributing, and
root causes, and Judgments of Need reached during the investigation were performed in accordance
with DOE Order 225.1B, Accident Investigations. | accept the findings of the Board and authorize the
release of this report for general distribution.

Signed,

[Name]
Title
Office

2.8.5 Acronyms and Initialisms

The use of acronyms and initialisms is common among DOE staff and contractors. However, to
a reader outside the Department, the use of such terms without adequate definition can be
frustrating and hinder understanding. Acronyms and initialisms should be kept to a minimum.
Proliferation of acronyms makes it difficult, for those unfamiliar with the site, facility, or area
involved, to read and comprehend the report. Acronyms or initialisms should not be used for
organizational elements in the field or position titles. This element of the report assists readers
by identifying, in alphabetical order, terms and acronyms used in the report (see example below).
In addition, if necessary, a glossary of technical terms should follow this section.

EXAMPLE: ACRONYMS AND INITIALISMS

CFR Code of Federal Regulations

DOE U.S. Department of Energy

EM DOE Office of Environmental Management
ES&H Environment, Safety and Health

HSS Office of Health, Safety and Security

M&O Management and Operating

OSHA Occupational Safety and Health Administration
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2.8.6 Prologue - Interpretation of Significance

The prologue is a one-page synopsis of the significance of the accident with respect to
management concerns and the primary lessons learned from the accident.

The prologue should interpret the accident’s significance as it relates to the affected site, other
relevant sites, field offices within the DOE complex, and DOE Headquarters.

EXAMPLE: PROLOGUE
INTERPRETATION OF SIGNIFICANCE

The fatality at the [Site] on [Date] resulted from failures of Department of Energy (DOE), contractor, and
subcontractor management, and the fatally injured worker. The subcontractor, the employer of the
fatally injured worker, had a poor record of serious safety deficiencies and had never accepted the
higher levels of safety performance required by the Department’s safe work ethic.

Although all the appropriate contractual and procedural requirements were in place, the subcontractor
failed to implement them and continued to allow violations of Occupational Safety and Health
Administration regulations invoked by DOE orders. These serious deficiencies were recognized by the
prime contractor, which was instituting progressively stronger sanctions against the subcontractor.
However, because of the subcontractor’s recalcitrance and the imminent danger conditions represented
by the subcontractor’s frequent violations of fall protection requirements, more aggressive measures,
such as contract cancellation, could have been taken earlier.

The prime contractor’s oversight was narrowly focused on selected aspects of the subcontractor’s safety
performance and did not identify the subcontractor’s failure to implement its own procedures, or
institute appropriate fall protection measures. Thus, the implications and frequency of imminent
danger hazards were not fully appreciated. Departmental oversight focused on the subcontractor’s
performance and did not identify the gaps in the prime contractor’s oversight focus. As a result, hazards
were not identified and barriers were not in place to prevent the accident, which could have been
avoided.

This fatality highlights the importance of a complete approach to safety that stresses individual and line
management responsibility and accountability, implementation of requirements and procedures, and
thorough and systematic oversight by contractor and Department line management. All levels of line
management must be involved. Contractual requirements and procedures, implementation of these
requirements, and line management oversight are all necessary to mitigate the dangers of hazards that
arise in the workplace. Particular attention must be paid to individual performance and changes in the
workplace. Sound judgment, constant vigilance, and attention to detail are necessary to deal with
hazards of immediate concern. When serious performance deficiencies are identified, there must be
strong, aggressive action to mitigate the hazards and re-establish a safe working environment.
Aggressive actions up to and including swift removal of organizations that exhibit truculence toward
safety, are appropriate and should be taken.
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2.8.7 Executive Summary

The purpose of the executive summary is to convey to the reader a reasonable understanding of
the accident, its causes, and the actions necessary to prevent recurrence. Typical executive
summaries are two to five pages, depending on the complexity of the accident.

The executive summary should include a brief account of:
e Essential facts pertaining to the occurrence and major consequences (what happened)

e Conclusions that identify the causal factors, including organizational, management systems,
and line management oversight deficiencies, that allowed the accident to happen (why it
happened)

e Judgments of Need to prevent recurrence (what must be done to correct the problem and
prevent it from recurring at the affected facility and elsewhere in the DOE complex).

The executive summary should be written for the senior manager or general reader who may be
relatively unfamiliar with the subject matter. It should contain only information discussed in the
report, but should not include the facts and analyses in their entirety.

The prologue should interpret the accident’s significance as it relates to the affected site, other
relevant sites, field offices within the DOE complex, and DOE Headquarters.

The executive summary should not include a laundry list of all the facts, conclusions, and
Judgments of Need. Rather, to be effective, it should summarize the important facts; causal
factors; conclusions; and Judgments of Need. In other words, if this was the only part of the
report that was read, what are the three or four most important things you want the reader to
come away with?
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EXAMPLE: EXECUTIVE SUMMARY

INTRODUCTION

A fatality was investigated in which a construction subcontractor fell from a temporary platform in the
[Facility] at the [Site]. In conducting its investigation, the Accident Investigation Board used various
analysis techniques, including events and causal factors charting and analysis, barrier analysis, change
analysis, and root cause analysis. The Board inspected and videotaped the accident site, reviewed
events surrounding the accident, conducted extensive interviews and document reviews, and performed
analyses to determine the causal factors that contributed to the accident, including any management
system deficiencies. Relevant management systems and factors that could have contributed to the
accident were evaluated using with the components of the Department’s integrated safety management
system, as described in DOE Policy 450.4A.

ACCIDENT DESCRIPTION

The accident occurred at approximately [Time] on [Date] at the [Facility], when a construction worker,
employed by [Subcontractor], fell from a temporary platform. The platform had been installed to catch
falling tools and parts, but it was also used as a work platform for personnel activities when 100 percent
fall protection was used. The worker was transported by helicopter to the medical center, where he
died at [Time] from severe head and neck injuries.

DIRECT AND ROOT CAUSES
The direct cause of the accident was the fall from an unprotected platform.

The contributing causes of the accident were: (1) the absence of signs and barricades in the vicinity of
the platform, (2) visibility problems created by poor illumination in the area of the platform, and (3) lack
of implementation of job safety analysis, work controls, and the medical surveillance program.

The root causes of the accident were: (1) failure by [Subcontractor] to implement requirements and
procedures that would have mitigated the hazards, and (2) failure by [Subcontractor] to effectively
implement components of the Department’s integrated safety management policy mandating line
management responsibility and accountability for safety performance.

CONCLUSIONS AND JUDGMENTS OF NEED

Conclusions of the Board and Judgments of Need as to managerial controls and safety measures
necessary to prevent or mitigate the probability of a recurrence are summarized in Table 1.
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EXAMPLE: EXECUTIVE SUMMARY (continued)

Table 1. Conclusions and Judgments of Need

Conclusions

Judgments of Need

Comprehensive safety requirements existed,
were contractually invoked, and were
appropriate for the nature of [Facility]
construction work.

None

[Subcontractor] failed to follow procedures
required by its contract and by its ES&H
Program Plan, including:

[Subcontractor] failed to adequately
implement fall protection requirements
contained in its ES&H Program Plan for the
[Facility] project, including enforcement of a
three-tiered approach to fall protection. The
third tier (choice of last resort) requires anchor
points, lanyards, shock absorbers, and full-
body harness.

The worker was not wearing any fall protection
equipment and did not obtain a direct reading
dosimeter before entering the radiological
control area.

[Subcontractor] line management and safety
personnel need to implement existing safety
requirements and procedures.

[Subcontractor] and [Contractor] did not fully
implement the hazard inspection requirements
of the [Facility] contract and [Subcontractor's]
ES&H Program Plan, and therefore did not
sufficiently identify or analyze hazards and
institute protective measures necessary due to
changing conditions.

[Subcontractor] and [Contractor] need to ensure
that an adequate hazard analysis is performed
prior to changes in work tasks that affect the
safety and health of personnel.

2.8.8

Introduction

The Introduction section of the report, illustrated in the example that follows, normally contains
three major subsections:

A brief background description of the accident and its results, and a statement regarding the

authority to conduct the investigation.

A facility description defining the area or site and the principal organizations involved, to
help the reader understand the context of the accident and the information that follows.
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e Descriptions of the scope of the investigation, its purpose, and the methodology employed in
conducting the investigation.

Site and facility diagrams and organizational charts for relevant management systems may be
appropriate in either the Introduction or the Facts and Analysis section. However, include this
information only when it is needed to clarify the accident's context and the role of related
organizations.

EXAMPLE:

1.0 INTRODUCTION
11 BACKGROUND

On [Date], at approximately [Time], a construction subcontractor working at the [Site] fell approximately
17 feet from a temporary platform. The platform was built to catch falling tools and parts in the
[Facility]. The worker was transported by helicopter to the medical center, where he died from severe
head and neck injuries.

On [Date], [Appointing Official Name and Title] appointed an Accident Investigation Board to investigate
the accident, in accordance with DOE Order 225.1B, Accident Investigations.

1.2 FACILITY DESCRIPTION

Contractor activities at [Site] are managed by the DOE XXX Operations Office. The facility in which this
accident occurred is under the programmatic direction of the Office of Environmental Management
(EM).

[Provide a brief discussion of site, facility, or area operations and descriptive background that sheds light
on the environment or location where the accident occurred.]

13 SCOPE, CONDUCT, AND METHODOLOGY

The Board commenced its investigation on [Date], completed the investigation on [Date], and submitted
its findings to the Assistant Secretary for Environment, Safety and Health on [Date].

The scope of the Board's investigation was to review and analyze the circumstances to determine the
accident's causes. During the investigation, the Board inspected and videotaped the accident site,
reviewed events surrounding the accident, conducted interviews and document reviews, and performed
analyses to determine causes.

The purposes of this investigation were to determine the nature, extent, and causation of the accident
and any programmatic impact, and to assist in the improvement of policies and practices, with emphasis
on safety management systems.

The Board conducted its investigation, focusing on management systems at all levels, using the following
methodology:

e Facts relevant to the accident were gathered

e Relevant management systems and factors that could have contributed to the accident were
evaluated in accordance with the components of DOE's integrated safety management system, as
described in DOE Policy 450.4A.

e Events and causal factors charting and analysis, along with barrier analysis and change analysis, was
used to provide supportive correlation and identification of the causes of the accident.
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2.8.9 Facts and Analysis

The Facts and Analysis section of the report states the facts related to the accident and the
analysis of those facts. It focuses on the events connected to the accident; the factors that
allowed those events to occur; and the results of the various analytical techniques used to
determine the direct, contributing, and root causes of the accident, including the role of
management and safety system deficiencies. This section should logically lead the reader to the
conclusions and Judgments of Need. Photographs, evidence position maps, and diagrams, which
may provide perspectives that written narrative cannot capture, should be included in the Facts
and Analysis section, as determined by the Board. The Facts and Analysis section includes
subsections dealing with:

Accident description and chronology, including a description of the responses to the
accident

Hazards, controls, and management systems pertinent to the accident

Brief descriptions of and results from analyses, that were conducted (e.g., barrier
analysis, change analysis, events and causal factors analysis, and root cause analysis).

Accident Description and Chronology subsection. A subsection describing the accident
and chronology of events should be first in the Facts and Analysis section of the report.
This is typically one of the first sections written, as soon as evidence is collected and
pertinent information is documented. It is reasonable for the Board to begin preparing a
draft of the accident description and chronology during the first few days on site. As
additional information is collected, new findings can be used to augment the initial writing.
This section includes:

=  Background information about systems and any activities and events preceding the

accident, including scheduled maintenance and system safety analysis

= Chronological description of the events leading up to and including the accident itself

= A summary events chart, identifying the major events from the events and causal factors

chart.

Description and Analysis of Facts subsections. Subsections on the facts surrounding the
accident, and the analysis of those facts, should follow the accident description and chronology
subsection. These sections must provide the full basis for stating the accident’s causes and
Judgments of Need.

In writing the report, it is important to clearly distinguish facts from analysis. Facts are
objective statements that can be verified by physical evidence, by direct observation, through

documentation, or from statements corroborated by at least one witness or interviewee other than
the one making the statement. Analysis is a critical review and discussion of the implications of

the facts, leading to a logical interpretation of those facts and supportable conclusions. The
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analysis should include a brief statement of the impact of the factual circumstances on the
accident. Table 2-22 illustrates this distinction.

Following are some guidelines for developing this portion of the report:

The subsections should be organized logically according to relevant investigation topics,
such as:

Physical hazards

Conduct of operations

Training

Work planning and control

Organizational concerns

Management systems

Maintenance

Personnel performance

Other topics specific and relevant to the investigation.

For each subsection, list relevant facts in the form of bulleted statements.

For each subsection, provide an analysis of what the facts mean in terms of their impact on
the accident and its causes. This narrative should be as concise as possible and may
reference the more detailed analyses discussed later in the report (e.g., barrier analysis,
change analysis, events and causal factors charting and analysis, and root cause analysis).
All facts included in the report should be addressed.

Generally the facts are presented as short statements, and the analysis of the facts provides a
direct link between the facts and causal factors. See the example on the next page.
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Table 2-22: Facts Differ from Analysis

Facts Analysis

e At 9:30a.m. the outside temperature was 36° | e Meteorological conditions at the time of the
F and the sky was clear. accident did not contribute to the accident.

e InSeptember 1995, the Environmental Group |e The alternate work authorization process was
implemented its own alternate work not adequate to assure worker safety.
authorization process. This process did not
include a job hazards analysis prior to
construction activities.

EXAMPLE: DESCRIPTION AND ANALYSIS OF FACTS

3.0 FACTS AND ANALYSIS
3.3 PHYSICAL HAZARDS, CONTROLS, AND RELATED FACTORS
3.3.1 Physical Barriers
Facts related to physical barriers on the day of the accident are as follows:

e There were no general barriers, warning lines, or signs to alert personnel on top of the construction
materials to the fall hazards in the area. There were no other safety barriers for the platform.

e The platform was intended to catch falling tools or parts, but it was also used as a work platform for
personnel with 100 percent fall protection.

e There were no static lines or designated (i.e., engineered) anchor points for personnel to connect fall
protection equipment in the vicinity of the platform.

e Lighting in the area of the platform was measured at 2 foot-candles.
Following is the analysis of these facts.

Occupational Safety and Health Standards for the Construction Industry (29 CFR 1926) requires that,
when working from an area greater than six feet in height or near unprotected edges or sides, personal
protection in the form of a fall protection system be in place during all stages of active work. Violations
of fall protection requirements usually constitute an imminent danger situation. Lighting in the area
was less than the minimum of 5 foot-candles prescribed by the OSHA standards (29 CFR 1925.56). This
level of illumination may have contributed to the accident, taking into consideration the visual
adjustment when moving from a brighter area to a progressively darker area, as was the case in the area
where the accident occurred. There were no permanently installed fall protection systems, barriers, or
warnings; each sub-tier contractor was expected to identify the fall hazards and provide its own fall
protection system as they saw fit. The combination of these circumstances was a contributing cause of
the accident.
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3.12 CHANGE ANALYSIS

Change analysis was performed to determine points where changes are needed to correct deficiencies
in the safety management system and to pinpoint changes and differences that may have had an effect
on the accident.

Changes directly contributing to the accident were failure to execute established procedures for fall
protection, signs and barricades, and Job Safety Analysis/Construction Safe Work Permit; unsafe use of
the temporary platform; insufficient lighting in the platform area; and unenforced work restrictions for
the construction worker. No job safety analysis was performed and/or Construction Safe Work Permit
obtained for work on the platform, leading to a failure in the hazard analysis process and unidentified
and uncorrected hazards in the workplace. Deficiencies in the management of the safety program
within [Subcontractor] are also related to failures in the medical surveillance program.

Changes brought about by [Subcontractor] management failures resulted in a deficient worker safety
program. Management failed to implement the contractual safety requirements necessary to prevent
the accident and avoid deficiencies in the worker safety program.

[Contractor's] progressive approach to improving [Subcontractor's] compliance with safety
requirements was successful to a degree, but failed to prevent recurrence of imminent danger
situations.

EXAMPLE:
3.13 EVENTS AND CAUSAL FACTORS ANALYSIS

3.13.1 Direct Cause of the accident: fall from an unprotected platform. However, there were also
contributing causes and root causes.

3.13.2 Contributing causes for the accident:

e Job safety analysis, work controls, and medical surveillance program not implemented
e Insufficient illumination in the area of the temporary platform

e Failure to remove the temporary platform

e Absence of warning signs and barricades.

e Another possible contributing factor was impaired judgment of the worker who fell from the
platform. This cause could not be substantiated.
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3.13.3 Root Causes of the accident:

Failure by [Subcontractor] to implement requirements and procedures that would have mitigated
the hazards. The implementation of comprehensive and appropriate requirements is part of the
third of DOE's safety management principles. [Subcontractor] failed to implement its medical
surveillance program and to enforce work restrictions for the worker. A hazard analysis, required by
the Industrial Hygiene Program Plan, was not conducted; consequently, the hazards associated with
the platform were not identified, and no countermeasures were implemented. The absence of fall
protection, physical barriers, and warning signs in the vicinity of the platform, along with inadequate
lighting, violated DOE requirements that invoke Federal safety standards. Finally, failure to ensure
that comprehensive requirements are fully implemented represents a fundamental flaw in the
safety management program of [Subcontractor] and exhibits failure to meet part of the
management requisites for the fifth of DOE's safety management principles requiring that
comprehensive and appropriate requirements be established and effectively implemented to
counteract hazards and assure safety.

Failure by [Subcontractor] to implement the principle of line management responsibility and
accountability for safety. Line management responsibility and accountability for safety is the first of
DOE's safety management principles. [Subcontractor] has clear safety policies and well defined
responsibilities and authorities for safety. However, [Subcontractor] line management failed to
appropriately analyze and manage hazard mitigation and, when faced with adverse consequences
for poor safety performance, has refused to accept accountability. [Subcontractor] consistently
failed to implement effective safety policies by 10 C.F.R. 831 and the ES&H and practices as reflected
in DOE policies and industry standards. [Subcontractor] did not meet contractual requirements for
safety and its own safety policy. Finally, [Subcontractor] failed to ensure that findings resulting from
reviews, monitoring activities, and audits were resolved in a timely manner. [Subcontractor's]
approach and numerous safety program failures reflect less than full commitment to safety and
directly led to the accident.

2.8.10 Conclusions and Judgments of Need

The Conclusions and Judgments of Need section of the report lists the Board’s conclusions in the
form of concise statements, as well as the Board’s Judgments of Need (discussed in Section 2.7).
The conclusions can be listed using bulleted statements, tables, or diagrams with limited
narrative, as long as the meaning is clear. Judgments of Need may be presented in the same
manner.

Judgments of Need are identified actions required to prevent future accidents. Examples of well-
written Judgments of Need are shown in the Example.
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EXAMPLE:
4.0 CONCLUSIONS AND JUDGMENTS OF NEED

This section of the report identifies the conclusions and Judgments of Need determined by the Board, as
a result of using the analysis methods described in Section 3.0. Conclusions of the Board consider
significant facts, causal factors, and pertinent analytical results. Judgments of Need are managerial
controls and safety measures believed necessary to prevent or mitigate the probability or severity of a
recurrence. They flow from the causal factors and are directed at guiding managers in developing
follow-up actions. Table 4-11 identifies the conclusions and the corresponding Judgments of Need

identified by the Board.

Table 4-1. Conclusions and Judgments of Need

CONCLUSIONS

JUDGMENTS OF NEED

e Comprehensive safety requirements existed,
were contractually invoked, and were
appropriate for the nature of construction
work.

None

e [Subcontractor] failed to follow procedures
required by its contract and by its ES&H
Program Plan, including:

e [Subcontractor] failed to adequately
implement fall protection requirements
contained in its ES&H Program Plan for the
project, including enforcement of a three-
tiered approach to fall protection. The third
tier (choice of last resort) requires anchor
points, lanyards, shock absorbers, and full-
body harness.

[Subcontractor] line management and safety
personnel need to implement existing safety
requirements and procedures.

e Atemporary platform, used as a work surface
for personnel activities when employing 100
percent fall protection, did not have guardrails
and was left in place without barriers or other
warning devices.

e [Subcontractor] failed to post adequate
warning signs and establish barriers on the
stack to warn personnel that they were
approaching within six feet of the edge of a fall
hazard, as required by OSHA regulations and
[Subcontractor's] ES&H Program Plan.

e [Contractor] failed to recognize that warning
signs and barriers were not in place in the
work area near the platform.

[Subcontractor] and [Contractor] need to ensure
that safety personnel inspect changing work
conditions for previously unidentified safety and
health hazards, and implement protective
measures.
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2.8.11 Minority Report

If used, the Minority Report section contains the opinions of any Board member(s) that differ
from the majority of the Board. The minority report should:

e Address only those sections of the overall report that warrant the dissenting opinion
e Follow the same format as the overall report, addressing only the points of variance
e Not be a complete rewrite of the overall report.

2.8.12 Board Signatures

The Accident Investigation Board Chairperson and members must sign and date the report, even
if there is a minority opinion. The signature page identifies the name and position of each Board
member and the Accident Investigation Board Chairperson, as shown on the next page. This
page also indicates whether each Board member is a DOE accident investigator.
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EXAMPLE:

5.0 BOARD SIGNATURES

Signed Date Dated

[Name], Board Chairperson
U.S. Department of Energy, HQ

Signed Date Dated

[Name], Board Member
DOE Accident Investigator
U.S. Department of Energy, Savannah River Site Office

Signed Date Dated

[Name], Board Member
DOE Accident Investigator
U.S. Department of Energy, Oak Ridge Operations Office

Signed Date Dated

[Name], Board Member
Accident Investigator
U.S. Department of Energy, Idaho Operations Office

Signed Date Dated

[Name], Board Member
U.S. Department of Energy, Idaho Operations Office

2-109




DOE-HDBK-1208-2012

2.8.13 Board Members, Advisors, Consultants, and Staff

The investigation team participants section lists the names of the Board members, advisors, and
staff, indicating their employers and their positions with respect to the accident investigation.

EXAMPLE:

6.0 BOARD MEMBERS, ADVISORS, CONSULTANTS, AND STAFF

Chairperson [Name], DOE

Member [Name], DOE
Member [Name], DOE
Member [Name], DOE
Member [Name], DOE

Advisor [Name], DOE
Advisor [Name], DOE
Advisor [Name], DOE
Advisor [Name], DOE
Advisor [Name], Consultant

Medical Advisor[Name], M.D., Consultant
Legal Advisor [Name], DOE

Administrative Coordinator [Name], XYZ Corporation
Technical Writer [Name], XYZ Corporation
Technical Writer [Name], XYZ Corporation

Administrative Support [Name], DOE

2.8.14 Appendices

Appendices are added, as appropriate, to provide supporting information, such as the Accident
Investigation Board’s appointment letter and results from detailed analyses conducted during the
investigation. Generally, the amount of documentation in the appendices should be limited. If
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there is any doubt about the benefit of including material as an appendix, it should probably be
omitted. All appendices should be referenced in the report.

2.9 Performing Verification Analysis, Quality Review and Validation
of Conclusions

Before releasing the report outside the investigation team, the Board reviews it to ensure its
technical accuracy, thoroughness, and consistency, and to ensure that organizational concerns,
safety management systems, and line management oversight processes are properly analyzed as
possible causes of the accident. The Board Chairperson should plan and schedule sufficient time
for these reviews to maintain the appropriate investigation cycle. The following are further
considerations for quality review of the report.

2.9.1 Structure and Format

The report should be reviewed to ensure that it follows the format and contains the information
outlined in Section 2.8, which ensures compliance with the intent of Paragraph 4.c. (3) of DOE O
225.1B. Variation in the format is acceptable, as long as it does not affect the report’s quality or
conflict with the requirements of the order.

2.9.2 Technical and Policy Issues

All technical requirements applicable to the investigation should be reviewed by appropriate
subject matter experts to assure their accuracy. Likewise, a knowledgeable Board member or
advisor should review whether policy, requirements, and procedures were followed. A Board
member or advisor knowledgeable in such policy and requirements should also review the report
to determine whether these requirements were adequately considered.

2.9.3 Verification Analysis

Verification analysis should be conducted on the draft report after all the analytical techniques
are completed. This analysis ensures that all portions of the report are accurate and consistent,
and verifies that the conclusions are consistent with the facts, analyses, and Judgments of Need.
The verification analysis determines whether the flow from facts to analysis to causal factors to
JON is logical. That is, the Judgments of Need are traced back to the supporting facts. The goal
is to eliminate any material that is not based on facts.

One approach to verification analysis is to compare the facts, analysis, causal factors, and JON
on an ECF wall chart; and validate the continuity of facts through the analysis and causal factors
to the JON. This method also identifies any misplaced facts, insufficient analyses, and
unsupported CON or JON.

If a clear, defensible linkage of a CON/JON cannot be supported by the facts and analysis from
the ECF chart, consider re-working the CON/JON or dropping it from the report.
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2.9.4 Classification and Privacy Review

A review should be completed by an authorized derivative classifier to ensure that the report
does not contain classified or unclassified controlled nuclear information. An attorney should
also review the report for privacy concerns. These reviews are conducted before the report is
distributed for the factual accuracy review.

Documentation that these reviews have been completed should be retained in the permanent
investigation file.

2.9.5 Factual Accuracy Review

The facts presented in the Facts and Analysis section of the final draft report should be reviewed
and validated for accuracy by the affected DOE and contractor line management before the final
report is submitted to the appointing official for acceptance. Generally, only the “facts” portion
should be distributed for this review, in order to protect the integrity of the investigation and
prevent a premature reaction to preliminary analyses. However, other portions of the report may
be provided at the discretion of the Board Chairperson. The review is important for ensuring an
accurate report and verifying that all affected parties agree on the facts surrounding the accident.
This open review of the facts is consistent with the focus on fixing system deficiencies, rather
than fixing blame and is consistent with the DOE management philosophy of openness in the
oversight process.

Some Boards have conducted this review in the Board’s dedicated conference room. This allows
representatives of affected organizations to review the draft description of the facts and to ask
follow-up questions of Board members, while ensuring that dissemination of the draft document
remains closely controlled. Forms useful for the implementation of a Factual Accuracy Review
such as, Example Cover Sheet For Facts Section, Example Factual Accuracy Room Sign, and
Example Sign-in Sheet for Factual Accuracy Review, are included in Appendix D.5

Factual Accuracy Review.

Comments and revisions from DOE and contractor management are incorporated into the draft
final report, as appropriate.

2.9.6 Review by the Chief Health, Safety and Security Officer

DOE O 225.1B requires review of accident investigation reports by the Chief Health, Safety and
Security Officer (HS-1). Federal accident investigation reports are reviewed prior to acceptance
by the appointing official. Comments are provided to the appointing official for incorporation
prior to report publication and distribution. Coordination for these reviews should be made with
the HSS Al Program Manager.

2.9.7 Document the Reviews in the Records

Documentation that these reviews have been completed should be retained in the permanent
investigation file.
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210 Submitting the Report

Once the report has been finalized, the Accident Investigation Board Chairperson provides the
draft final report to the appointing official for acceptance. If the appointing official determines
that the Board has met its obligation to conduct a thorough investigation of the accident, that the
report fully describes the accident and its causal factors, and that it provides JON sufficient to
prevent recurrence, the report is formally accepted. The statement of report acceptance from the
appointing official is included in the final report (see Section 2.8.4).
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Glossary

Accident: An unwanted transfer of energy or an environmental condition that, due to the
absence or failure of barriers or controls, produces injury to persons, damage to property, or
reduction in process output.

Accident Investigation: The systematic appraisal of unwanted events for the purpose of
determining causal factors, subsequent corrective actions, and preventive measures.

Accident or Emergency Response Team: A team or teams of emergency and accident response
personnel for a particular site. This team may be composed of a number of teams from the site,
such as local police and firefighter units, emergency medical personnel, and hazardous material
teams.

Analysis: The use of methods and techniques for arranging data to: (a) assist in determining
what additional data are required; (b) establish consistency, validity, and logic; (c) establish
necessary and sufficient events for causes; and (d) guide and support inferences and judgments.

Analytical Tree: Graphical representation of an accident in a deductive approach (general to
specific). The structure resembles a tree—that is, narrow at the top with a single event (accident)
and then branching out as the tree is developed, and identifying root causes at the bottom
branches.

Appointing Official: A designated authority responsible for assigning Accident Investigation
Boards for investigations, with responsibilities as prescribed in DOE O 225.1B.

Barrier: Anything used to control, prevent, or impede energy flows. Common types of barriers
include equipment, administrative procedures and processes, supervision/management, warning
devices, knowledge and skills, and physical objects.

Barrier Analysis: An analytical technique used to identify energy sources and the failed or
deficient barriers and controls that contributed to an accident.

Board Chairperson: The leader who manages the accident investigation process, represents
DOE in all matters regarding the accident investigation, and reports to the appointing official for
purposes of the accident investigation.

Board Members: A group of three to six DOE staff assigned to investigate an accident. This
group reports to the Board Chairperson during the accident investigation.

Causal Factor: An event or condition in the accident sequence necessary and sufficient to
produce or contribute to the unwanted result. Causal factors fall into three categories:

e Direct cause
e Contributing cause
e Root cause.
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Cause: Anything that contributes to an accident or incident. In an investigation, the use of the
word “cause” as a singular term should be avoided. It is preferable to use it in the plural sense,
such as “causal factors,” rather than identifying “the cause.”

Chain of Custody: The process of documenting, controlling, securing, and accounting for
physical possession of evidence, from initial collection through final disposition.

Change: Stress on a system that was previously in a state of equilibrium, or anything that
disturbs the planned or normal functioning of a system.

Change Analysis: An analytical technique used for accident investigations, wherein accident-
free reference bases are established, and changes relevant to accident causes and situations are
systematically identified. In change analysis, all changes are considered, including those initially
considered trivial or obscure.

Conclusions: Significant deductions derived from analytical results. Conclusions are derived
from and must be supported by the facts, plus results from testing and analyses conducted.
Conclusions are statements that answer two questions the accident investigation addresses: what
happened and why did it happen? Conclusions include concise recapitulations of the causal
factors (direct, contributing, and root causes) of the accident determined by analysis of facts.

Contributing Cause: An event or condition that collectively with other causes increases the
likelihood of an accident but that individually did not cause the accident.

Controls: Those barriers used to control wanted energy flows, such as the insulation on an
electrical cord, a stop sign, a procedure, or a safe work permit.

Critical Process Step: A step in the process where potential threats could interact with the
hazard that could be released. For accident analysis, the absence of hazards or threads in a
process step makes it a non-critical step.

Direct Cause: The immediate events or conditions that caused the accident.

DOE Accident Investigator: An individual who understands DOE accident investigation
techniques and has experience in conducting investigations through participation in at least one
Federal investigation. Effective October 1, 1998, DOE accident investigators must have
attended an accident investigation course of instruction that is based on current materials
developed by the Office of Corporate Safety Programs.

DOE Operations: Activities funded by DOE for which DOE has authority to enforce
environmental protection, safety, and health protection requirements.

DOE Site: A tract either owned by DOE, leased, or otherwise made available to the Federal
government under terms that afford DOE rights of access and control substantially equal to those
it would possess if it held the fee (or pertinent interest therein) as agent of and on behalf of the
government. One or more DOE operations/program activities carried out within the boundaries
of the described tract.
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Energy: The capacity to do work and overcome resistance. Energy exists in many forms,
including acoustic, potential, electrical, kinetic, thermal, biological, chemical, and radiation (both
ionizing and non-ionizing).

Energy Flow: The transfer of energy from its source to some other point. There are two types of
energy flows: wanted (controlled—able to do work) and unwanted (uncontrolled—able to do
harm).

Event: An occurrence; something significant and real-time that happens. An accident involves a
sequence of events occurring in the course of work activity and culminating in unintentional
injury or damage.

Events and Causal Factors Chart: Graphical depiction of a logical series of events and related
conditions that precede the accident.

Eyewitness: A person who directly observed the accident or the conditions immediately
preceding or following the accident.

Fatal Injury: Any injury that results in death within 30 calendar days of the accident.

Field Element: A general term for all DOE sites (excluding individual duty stations) located
outside the Washington, D.C., metropolitan area.

General Witness: A person with knowledge about the activities prior to or immediately after the
accident (the previous shift supervisor or work controller, for example).

Hazard: The potential for energy flow(s) to result in an accident or otherwise adverse
consequence.

Heads of Field Elements: First-tier field managers of the operations offices, the field offices,
and the power marketing administrations (administrators).

Human Factors: The study of human interactions with products, equipment, facilities,
procedures, and environments used in work and everyday living. The emphasis is on human
beings and how the design of equipment influences people.

Investigation: A detailed, systematic search to uncover the “who, what, when, where, why, and
how” of an occurrence and to determine what corrective actions are needed to prevent a
recurrence.

Investigation Report: A clear and concise written account of the investigation results.

Judgments of Need: Managerial controls and safety measures necessary to prevent or minimize
the probability or severity of a recurrence of an accident.

Lessons Learned: A “good work practice” or innovative approach that is captured and shared to
promote its repeated application. A lesson learned may also be an adverse work practice or
experience that is captured and shared to avoid recurrence.
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Occurrence: An event or condition that adversely affects or may adversely affect DOE or
contractor personnel, the public, property, the environment, or DOE mission.

Occurrence Reporting and Processing System (ORPS): The reporting system established and
maintained for reporting occurrences related to the operation of DOE facilities.

Operational Safety Analysis (OSA): is defined as the application of analytical methods to
understand the potential consequences to life, health, property, or environment, caused by
failure, due to human performance, or an element of a safety management system, within an
operational environment.

Point of Contact: A DOE field or site staff member who is assigned the role of liaison with the
Accident Investigation Program Manager in the Office of Corporate Safety Programs (HS-23),
who administers the accident investigation program. In this role, the point of contact ensures that
DOE site teams are trained in collecting and maintaining initial accident investigation evidence
and that their activities are coordinated with accident and emergency response teams.

Principal Witness: A person who was actually involved in the accident.

Socio-technical: refers to the interrelatedness of social and technical aspects of an organization
using the principle that the interaction of social and technical factors creates the conditions for
successful (or unsuccessful) organizational performance.

Verification Analysis: A validation technique that determines whether the logical flow of data
from analysis to conclusions and Judgments of Need is based on facts. This technique is
conducted after all the analyses are completed.

Root Cause: The causal factor(s) that, if corrected, would prevent recurrence of the accident.

Root Cause Analysis: Any methodology that identifies the causal factors that, if corrected,
would prevent recurrence of the accident.

Target: A person, object, or animal upon which an unwanted energy flow may act to cause
damage, injury, or death.

Threat: An action or force from human error, equipment malfunctions, operational process
malfunctions, facility malfunctions or from natural disasters that could cause or trigger a
hazardous energy release.
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Specific Administrative Needs
Roles and Responsibilities of the Administrative Coordinator

The onsite administrative coordinator assists the Board Chairperson and Board members in the
day-to-day activities of the accident investigation. This includes serving as a central point of
contact for the Board, making arrangements for office facilities and equipment, managing report
production, and maintaining investigation records.

Generally, the administrative coordinator (working closely with the Board Chairperson) is
responsible for:

e Arranging for appropriate onsite office/ work space and furnishings (including a large
conference room that can be locked when not in use by the Board, several small, hard-
walled offices for conducting interviews, a central area to locate a library of documents
collected, and several lockable file cabinets)

e Arranging for local court reporter(s)

e Arranging for security badges/passes for Board members and property permits for personal
equipment (cameras, computers, etc.)

e Arranging for specific security, access, safety, and health training, as required
e Arranging for telephone service and dedicated fax machine

e Arranging for a dedicated, high-speed copy machine that has collating and stapling
capability

e Selecting a hotel and reserving a block of rooms

e Obtaining office supplies and consumables for use by Board members and support staff
e Arranging for after-hours access to the site and work space

e Serving as the custodian for all keys provided by the site

e Determining site/field office contact for administrative and logistical support

e Preparing and maintaining interview schedules (if requested by Board Chairperson)

e (reating and maintaining onsite accident investigation files

e Maintaining chain of custody for evidence (if requested by Board Chairperson)

e Attending daily Board meetings and taking notes to assist the Chairperson
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Tracking action items and follow-up activities to completion
Coordinating report preparation and production activities on site and at Headquarters

Arranging for shipment of files and records to Headquarters for archiving at the end of the
investigation.
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Preparation for Forming the Board

Sample Appointment Memorandum

MEMORANDUM FOR [NAME]:

BOARD CHAIRPERSON
OFFICE OF XYZ

FROM: [NAME]:

APPOINTING OFFICIAL
OFFICE OF XYZ

SUBJECT:  Accident Investigation into the fall and Serious Injury of a Worker in A-Area, at
the ABC Site, MM/DD/YYYY.

In accordance with the requirements of DOE O 225.1B, Accident Investigations, I am
establishing an Accident Investigation Board (AIB) to investigate the fall of a worker in A-Area
at the ABC Site, which occurred on MM/DD/YYYY. I have determined the event meets the
criteria of: [Insert the appropriate Al categorization language here]; item 2.a.(2) (any single
accident that results in the hospitalization for more than five calendar days, commencing within

seven calendar days of the accident) for the conduct of an accident investigation delineated in

Appendix A, DOE Order 225.1B.

You are appointed as the Board Chairperson. The Board will be composed of the following
members:

[Name] — Office of Environmental Management — Chairperson.

[Name] — Office of River Protection - Trained Accident Investigator — Human
Performance.

[Name] — Y-12 National Security Site — Integrated Safety Management System.

[Name] — Idaho National Engineering Laboratory — Conduct of Operations/Work Planning
and Hazard Controls.

[Name] — Savannah River Operations Office (SR) — 10 CFR 851 Worker Protection
Programs.

[Name] — Accident Analyst/Consultant/Advisor

[Name] — Medical Advisor
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e [Name] — ABC site - Administrative support

All members of the AIB, by this letter, are released from their normal regular duty assignment to
serve on the AIB, during the period the AIB is convened.

The scope of the Board’s investigation is to include, but not be limited to, identifying all relevant
facts, determining direct, contributing, and root causes of the event, developing conclusions, and
determining the judgments of need to prevent recurrence.

The scope of the investigation is to include Department of Energy’s (DOE) programs and
oversight activities.

The Board is expected to provide my office with periodic reports on the status of the
investigation. Please submit draft copies of the factual portion of the investigation report to me,
the Office of XYZ, the DOE ABC Site, and the affected contractor for factual accuracy review
prior to finalization. The final report should be provided to me within 30 days of the date of this
memorandum. Discussion of the investigation and copies of the draft report will be controlled
until I authorize release of the final report.

If you have any further questions, please contact [Name], Deputy Assistant Secretary, Office of
XYZ, at (202) 586-XXXX.

cc: DOE/NNSA HQ and Site Line Officials
HSS AI Program Manager
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Accident Investigation Individual Conflict of Interest Certification Form

| certify that all work to be performed by me in support of the accident investigation identified as:

(include the accident site name and date)

has been reviewed and does not present a conflict of interest concern.

| have no past, present, or currently planned interests that either directly or indirectly may relate to the
subject matter of the work to be performed that may diminish my capacity to give impartial, technically
sound, objective assistance and advice. Additionally, | have performed no services that might bias my
judgment in relation to the work to be performed, or which could be perceived to impair my objectivity
in performing the subject work.

(Print name) (Signature)

BOARD POSITION: Member Advisor Consultant (Federal employee)

CONTRACT NO. (if applicable):

DATE:

The original of this form remains with the accident investigation files. One copy will be sent to the:

e Appointing Official

For DOE-led investigations, include the following distribution:

DOE Accident Investigation Program Manager
Office of Corporate Safety Programs

Office of Health, Safety and Security
Department of Energy

(phone) 301-903-9840

(fax) 301-903-

NOTE: Statements or entries generally:

Whoever, in any matter within the jurisdiction of any department or agency of the United States
knowingly and willfully falsifies, conceals, or covers up by any trick, scheme, or device a material fact, or
makes any false, fictitious, or fraudulent statements or representations, or makes or uses any false
writing or document knowing the same to contain any false, fictitious, or fraudulent statement or entry,
shall be fined or imprisoned not more than five years, or both. (18 USC Section 1001)
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Accident Investigation Startup Activities List

Name of Designated Lead

Description of Activity
HQ Site Other

Board Chairperson Responsibilities:

Attend briefing by Appointing Official

Assist in selecting, notifying, and
briefing Board members and
consultants/advisors

Identify all appropriate site authorities

Obtain details of accident from DOE site
team leader and other site parties

Ensure that adequate evidence
preservation and collection activities
were initiated

Begin identifying and collecting
background and factual information

Ask the Program Manager to search for
information about similar accidents

Review all forwarded site and Board
member information

Reassign normal business commitments

Establish a preliminary accident
investigation schedule, including
milestones and deadlines

Contact selected Board members,
consultants/advisors, and site
personnel

Arrange travel for self and expedite
Board travel arrangements

Establish administrative support

Determine that logistical support for
the accident investigation is established

Travel to site
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Accident Investigation Startup Activities List

Administrative Coordinator
Responsibilities

Make hotel selection and reserve a
block of rooms for the Accident
Investigation Board (if needed)

Determine contractor or DOE site/field
office points of contact for
administrative and logistical support, as
needed

For DOE-led investigations: Arrange for
local court reporter support for
interviews

Arrange for office/work space and
furnishings for the Accident
Investigation Board

Arrange for a large, dedicated
conference room that can be locked
when not in use by the Accident
Investigation Board

Arrange for several small, hard-walled
offices to be used when conducting
interviews

Arrange for security badges/passes for
members of the Accident Investigation
Board

Arrange for property permits for
personal equipment (cameras, laptops,
etc.) for members of the Accident
Investigation Board

Arrange for specific security, access,
safety, and health training, as required

Arrange for dedicated telephone
services and a fax machine

Arrange for a dedicated, high-speed
copy machine that has collating and
stapling capability
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Accident Investigation Startup Activities List

Obtain office supplies and consumables
for use by the Accident Investigation
Board

Arrange after-hours access to site and
work space, and assume responsibility
for all keys/cards provided by the site

Make hotel selection and reserve a
block of rooms for the Accident
Investigation Board

Determine site/field office points of
contact for administrative and logistical
support

Arrange for local court reporter support
for interviews

Prepare and maintain the interview
schedule

Create and maintain accident
investigation files

Arrange for an area central to work
space to locate documents, lockable file
cabinets, high-speed copy machine,
large-volume document shredder(s),
and fax machine
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Accident Investigation Equipment Checklist

) Checklist

Notes

DOCUMENT PACKET

DOE Order 225.1B, Accident Investigations

Accident Investigation Preliminary Interview List

Witness Statement Form

Barrier Analysis Form

Change Analysis Form

Chairperson Day Planner

SITE DOCUMENTS

Organization charts

Facility maps

Applicable blueprints and as-built drawings

Policies and procedures manuals

ES&H manuals

Training manuals

OFFICE SUPPLIES

Adhesive notes (assorted sizes & colors)

Adhesive flags (assorted colors)

Chart paper (1/4" grid)
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Accident Investigation Equipment Checklist

) Checklist Notes

2 boxes suspension folders

3 boxes 1/3 cut (3-tab) file folders

12 letter-size expandable files

1 box full-page dividers

3 boxes pens, red

3 boxes pens, black

4 heavy black markers

1 box yellow highlighters

1 box pencils (hard)

12 boxes paper clips

12 boxes binder clips (assorted)

1 box rubber bands (assorted)

1 heavy-duty stapler

1 box heavy-duty staples

1 heavy-duty staple remover

4 boxes staples

8 desk staplers

8 staple removers

8 tape dispensers/tape

4 scissors

2 three-hole punch

2 clipboards

12 three-ring binders - (1", 2", 3")

Assorted file folder labels

Overnight mailing supplies
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Accident Investigation Equipment Checklist

) Checklist Notes

Assorted envelopes (9"x12", 5"x7", 10"x13")

DOE-HQ memorandum letterhead

24 ruled notepads

12 steno pads

3" x 5" index cards

Return address labels

Packing boxes

5 boxes double-pocket portfolio (assorted colors)

Nylon filament tape

OFFICE EQUIPMENT

Telephones

voice mail capability

Computers/software

high speed printers, preferably color with duplex capability

Fax machine

Cassette tape recorder, cassettes, and batteries

High-speed photocopier (multifunction)

Document shredder

Electric pencil sharpener

TOOLS

Flashlight or lantern (explosion-proof)

Spare batteries and bulb for flashlight
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Accident Investigation Equipment Checklist

) Checklist

Notes

Steel tape measure - 100-foot

Scale - 12-inch ruler

Scissors (heavy-duty)

Compass - professional type (e.g., MILSPEC Lensatic or
surveyor’s)

Magnifying glass

Inspection mirrors - large & small dental

Toothbrush - natural bristle

Twine - 300-ft package wrapping

Cardboard tags, string

Masking tape (2-inch)

SPECIAL DEVICES

Engineer’s scale

Calculators

Calipers, inside and outside diameter
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Accident Investigation Equipment Checklist

) Checklist Notes

PERSONAL PROTECTION EQUIPMENT

Hard hats

First aid kit

Glasses, other eye protection

Gloves, leather or canvas

Ear plugs, other hearing protection

Vest, orange flag person’s vest

Steel-toed boots or shoes

Dust masks, respirators

This list is not exhaustive or limiting. Use this checklist as a starting point and add or delete items as
needed.
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Forms for Witness Statements and Interviews

Accident Investigation Witness Statement Form

Name: Job Title:

Telephone No.: Supervisor:

Work Location:

Location of Accident:

Accident Time and Date:

Please fully describe the accident sequence from start to finish (use additional paper as needed):

Please fully describe the work and conditions in progress leading up to the accident (use additional
paper as needed):

Note anything unusual you observed before or during the accident (sights, sounds, odors, etc.):

What was your role in the accident sequence?

What conditions influenced the accident (weather, time of day, equipment malfunctions, etc.)?
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Accident Investigation Witness Statement Form

What do you think caused the accident?

How could the accident have been prevented?

Please list other possible witnesses

Additional comments/observations:

Signature: Date/Time:

D-13




DOE-HDBK-1208-2012

Accident Investigation Preliminary Interview List

Interviewee/Title

Reason for
Interview

Phone

Location/Shift/Company
Affiliation

Notes
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Accident Investigation Interview Form

Interviewee: Interviewer: Page of
Title/Position Title/Position

Others Present: Date:

Time:

Initial Questions:

Follow-up Questions:

Observations of Interviewee:

Notes:
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Model Interview Opening Statement

[To be recorded]
Let the record reflect that this interview has commenced at ,
(time) (date)
and
(place)
Iam of
(Interviewer’s name) (employment affiliation)
With me are

(name(s) and organization(s) of other Department personnel)

(name(s) and organization(s) of other Department personnel)

(name(s) and organization(s) of other Department personnel)
For the record, please state your full name, company affiliation, job title, or position.
Read into record the names and employment of any additional persons present (other than the recorder).
The Department has established an Accident Investigation Board to determine the facts that led to the

accident at
(accident date) (place of accident).

The principal purpose of this investigation is to determine the facts surrounding the accident so that
proper remedial measures can be instituted to prevent the recurrence of accidents. We have authority to
conduct this investigation under the Department of Energy Organization Act, which incorporates
provisions of the Atomic Energy Act of 1954 authorizing investigations of this type.

Y our appearance here to provide information is entirely voluntary, and you may stop testifying and leave
at any time. However, you should understand that giving false testimony in this investigation would be a
felony under 18 U.S. Code Section 1001. Do you understand that?

You have the right to be accompanied by an attorney or a union representative. (If witness has attorney or
a union representative, put the name of such person into the record.) “Let the record reflect that
Mr./Mrs./Ms. is accompanied by”

(as his/her attorney or union representative).

We would like to record this interview to ensure an accurate record of your statements. A transcript of
this discussion will be produced, and you will have an opportunity to review the transcript for factual
accuracy and corrections. If you do not wish to have the session recorded. We will not do so. Do you
have any objection to having the session recorded?
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We will attempt to keep your testimony confidential but we cannot guarantee it. At a later date, we may
have to release your testimony pursuant to a request made under the Freedom of Information Act, a court
order, or in the course of litigation concerning the accident, should such litigation arise. Do you want
your testimony to be considered confidential? (wait for answer--if answer to preceding question is
affirmative).
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Informal Personal or Telephone Interview Form

Date:

Time:

Personal or Telephone Interview?

Interviewee Name:

Telephone:

Pager:

Interviewee Title:

Interviewee Employer:

Board Interviewer(s) Name(s) (Print):

Interview Notes
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Reference Copy of 18 USC Sec. 1001 for Information:

CITE
18 USC Sec. 1001 01/05/2009

EXPCITE
TITLE 18 - CRIMES AND CRIMINAL PROCEDURE
PART I - CRIMES
CHAPTER 47 - FRAUD AND FALSE STATEMENTS

HEAD
Sec. 1001. Statements or entries generally

STATUTE

(a) Except as otherwise provided in this section, whoever, in any matter within the jurisdiction of the
executive, legislative, or judicial branch of the Government of the United States, knowingly and
willfully -

1) falsifies, conceals, or covers up by any trick, scheme, or device a material fact;

2) makes any materially false, fictitious, or fraudulent statement or representation; or

3) makes or uses any false writing or document knowing the same to contain any materially
false, fictitious, or fraudulent statement or entry;

shall be fined under this title, imprisoned not more than 5 years or, if the offense involves international

or domestic terrorism (as defined in section 2331), imprisoned not more than 8 years, or both. If the

matter relates to an offense under chapter 109A, 109B, 110, or 117, or section 1591, then the term of
imprisonment imposed under this section shall be not more than 8 years.

(b) Subsection (a) does not apply to a party to a judicial proceeding, or that party's counsel, for
statements, representations, writings or documents submitted by such party or counsel to a judge
or magistrate in that proceeding.

(c) With respect to any matter within the jurisdiction of the legislative branch, subsection (a) shall apply
only to -

1) administrative matters, including a claim for payment, a matter related to the procurement of
property or services, personnel or employment practices, or support services, or a document
required by law, rule, or regulation to be submitted to the Congress or any office or officer
within the legislative branch; or

2) any investigation or review, conducted pursuant to the authority of any committee,
subcommittee, commission or office of the Congress, consistent with applicable rules of the
House or Senate.

Additional Information:

Even constitutionally explicit Fifth Amendment privileges do not exonerate affirmative false statements.
United States v. Wong, 431 U.S.C. 174, 178, 52 L. Ed. 2d 231, 97 S. Ct. 1823 (1977).

As the Court in Wong said, "Our legal system provides methods for challenging the Government's right
to ask questions -- lying is not one of them." Id., at 180, quoting Bryson v. United States, 396 U.S. 64, 72,
24 L. Ed. 2d 264, 90 S. Ct. 355 (1969)

(In other words, in the unlikely circumstance where there is a potential for self-incrimination, the
witness is legally better off refusing to say anything without the advice of counsel than to make a false
statement to miss-lead investigators. The example opening statement addresses this circumstance.)
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TRANSCRIPT REVIEW STATEMENT

Department of Energy Accident Investigation of:

[title]

I have reviewed, corrected, or added to and initialed and dated my changes to the transcript of
my interview in reference to the subject above. I understand that my transcript will be protected
against unauthorized disclosure by the Department of Energy Accident Investigation Board but
may be released at a later date under the provisions of the Freedom of Information Act or a court
order. The transcript is also subject to the Privacy Act of 1974 regarding personal information.

DATE:

PRINT NAME:

SIGNATURE:

COMPANY NAME:

TRANSCRIPT REQUEST

I hereby request a copy of my interview transcript. [ understand that a copy will be provided for
my personal records only.

SIGNATURE:

MAILING ADDRESS:
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Transcript Receipt & Review Tracking
(Updated MM/DD/YY, Time)

Date

Date CR Scheduled for Trans.crlpt
Date Review

Interviewed T;:::s ;Zt ;:T:xls; Completed
(Y/N)

Interviewee

Interviewee Name Company
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Evidence Collecting

Accident Investigation Information Request Form

Requested From: Requested By:

Contact Person: Location:

Phone Number: Phone Number:

Fax Number: Fax Number:

Information Requested How Transmitted Date Received
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Checklist of Documentary Evidence

As the investigation and interviews continue, the team will recognize the need for additional
documentary evidence on which to base their understanding of how work was planned to be
accomplished. There are many available sources for documentary evidence (paper and electronic
information). Sources of documentary evidence and possible lines of questioning for this
information include:

A. Work Records

e  Work Orders —history of initial work request through work order number should be
available

e Electronic Work Order approval (What does approval signature mean?)

e Work orders, logbooks, training records (certifications/qualifications), forms, time sheets.

B. Active electronic records

e Contract Documents, Directives, Manuals, Work Instructions, Forms (Review for possible
changes in the process that may have been a setup factor)

C. Archived electronic records

e Standards, Internal Operating Procedures, and Work Instructions

e Priorissues of existing Directives, Manuals, Work Instructions

e Review for possible changes in the process that may have been a setup factor

e Problem Evaluation Reporting System

e Main database to document most anomalies, assessment findings and weaknesses,
occurrence reports, and Corrective Actions

D. Electronic Suspense Tracking and Routing System

e Problem evaluation reports (provides auditable trail for tasks that have been entered).

e Closeout of Corrective Actions from similar events

E. Contractor Assessments

e Contractor assessments will be more useful sources of information the more they mature.
Are you doing self-assessments in the area being investigated? Are Corrective Actions
appropriate for the findings or weaknesses? Are there observations being documented
without corresponding corrective action that collectively could have been an indication of
more systemic problem?

e Closeout of Corrective Actions from similar events

F. Lessons Learned

e Have similar events been experienced elsewhere? What did the organization do after
receiving the lesson learned? Was it acted upon?
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Checklist of Documentary Evidence

G. Occurrence Reporting System
Look for issues similar to the area investigated. Are Corrective Actions appropriate and
meaningful for the event reported? Is there indication of a series of similar problems?
Nonconformance reports

H. Directives (orders, standards, guides)
Are there external drivers applicable to the investigation area? How did the company flow
down and implement the requirement?

l. External reviews or assessments
Was this organization assessed or reviewed by an external agency in the area currently
being investigated?
Were Corrective Actions appropriate for any findings, weaknesses, or observations? What
evidence do you have to this fact?

J. Working Conditions

Were excessive working hours a potential contributor to the event? Work with Human
Resources to get the work history for affected personnel.
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Evidence Sign-out Sheet

Evidence Date & Time Check Here

Your Name When

Number Out Returned
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Physical Evidence Log Form

Inventoried &

Original Storage Tagged by:

Location

Released by:
Name/Signature/
Date/Time

Tag Evidence Received by:

Name/Signature/ Date/Time

Number | Description Location Name/Signature/

Reference Date/Time

Attach copy of Accident Investigation Sketch of Physical Evidence Locations
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Site Sketch
Board Member: Date:
Title: Time:

Attach copy of Sketch of Position Mapping Form
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Position Mapping Form

DOE-HDBK-1208-2012

Team Member:
Title:

Date:

Time:

Code #

Object

Reference Point

Distance

Direction

Attach copy of Site Map and Site Sketch
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Sketch of Physical Evidence Locations and Orientations

Team Member: Date:

Title: Time:

Attach copy of Physical Evidence Log Form
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Photographic Log Sheet

Photographer: Location:
Camera Type: Date:
Lighting Type: Time:
Film Roll No.:
Date Time Lens Direction | Distance
Photo No. Scene/Subject of of /1 of From
Photo Photo Camera Subject
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Sketch of Photography Locations and Orientations

Team Member: Date:

Title: Time:

Attach copy of Investigation Position Mapping Form
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Analysis Worksheets

Barrier Analysis Worksheet

What were the How did each barrier Why did the barrier | How did the barrier affect the Context:
barriers? perform? fail? accident? ISM/HPI
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Change Analysis Worksheet

Factors

WHAT

Conditions,
occurrences, activities,
equipment

Accident Situation

DOE-HDBK-1208-2012

Prior, Ideal or Accident-Free

. . Difference Evaluation of Effect
Situation

WHEN

Occurred, identified,
facility status, schedule

WHERE

Physical location,
environmental
conditions

WHO

Staff involved, training,
qualification,
supervision

HOW

Control chain, hazard
analysis monitoring

OTHER
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Factual Accuracy Review

Example Cover Sheet for Facts Section

Accident Investigation for

[Title of Accident Investigation]

Factual Accuracy Review
[Date]
[Time: from —to]

Control Copy Number:

Reviewer Name:

Reviewer Company:

Mark this copy with your factual accuracy comments. Please print!

If you believe one or more of the Board’s facts are not correct, you must submit
documented evidence (e.g., report, training record, contract, etc.) to the Board

Coordinator by 5:00 pm today to support your claim.

* This document may not be copied or removed from this room.

Please return this copy to the Proctor by

.am/pm
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Example Factual Accuracy Room Sign

ACCIDENT
INVESTIGATION

FACTUAL ACCURACY
REVIEW

[Date]
[Time: from - to]
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Example Sign-In Sheet for Factual Accuracy Review

Accident Investigation for

[Title of Accident Investigation]

Factual Accuracy Review
[Date]
[Time: from —to]

Control Name Company Time Copy

Teleph
elephone Returned

Copy No. (Please Print) (Abbreviation)
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Attachment 1. ISM Crosswalk and Safety
Culture Lines of Inquiry
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Crosswalk between ISM Core Functions and the Break-the-Chain Framework

ISM Core Function Break-the-Chain Framework

CF #1: Define Scope

Work is clearly defined, including the
boundaries, priority, resources required and
expectations for completion. The level of detail
required in the work scope is commensurate
with the importance and complexity of the work
and the potential risk, the associated hazards,
and the controls needed to mitigate hazards.

BTC Step #1: Identify the Consequence to Avoid

Catastrophic consequences are listed in priority
order to:

e Remind everyone of the potential
catastrophic consequences to avoid each day

e Pinpoint where barriers are most needed,;
the severity of the consequences will drive
the number and type of barriers selected

e Ensure barriers protecting highest priority
consequences receive top protection against
degradation

e Encourage constant review of resources
against consequences, to ensure the most
severe consequences are avoided at all times
and at any cost.

Efforts to protect against catastrophic events
should never be diluted by an organization’s
efforts to prevent less-consequential events.
Focus must be maintained on system accidents
to assure that the needed attention and
resources are available to prevent them.

CF #2: Identify Hazards

Task-level, or work planning control, identifies
hazards tailored to the work performed. It
identifies hazards with the potential to harm
workers, the facilities or the environment.
Pantex provides each worker with an awareness
of their work place hazards.

BTC Step #2: Identify the Hazard to Protect and
Minimize

e |dentify the hazard

e  Minimize the hazard

e Reduce interactive complexity and tight
coupling

CF #3: Develop and Implement Hazard Controls

Controls identified and tailored as appropriate to
adequately address the hazards identified with
the work. Provide each worker an awareness of
the controls hat protect their safety from
identified hazards. Implement controlsin a
manner that is sufficient to ensure they
sufficiently accomplish their intent.

BTC Step #3: Reduce Threats

e |dentify and reduce threats from human
error, faulty equipment, tooling, facilities,
and from natural

BTC Step #4: Manage Defenses

e Manage Defenses to Reduce the Probability
of the Systems Accident

e Manage Defenses to Mitigate the
Consequences of the System Accident
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ISM Core Function Break-the-Chain Framework

CF #4: Perform Work Within Controls BTC Step #5: Reduce Vulnerability to the Hazard

Supervisors evaluate work packages, before Through Strong Culture of Reliability

starting work, to ensure controls are in placeto | e Understand concept of culture of reliability,

mitigate hazards. Work is performed in how its measured, enhanced and sustained
accordance with identified controls and e Demonstrate conservative operational
evaluated to indicate how safely workis decisions with regards to the selected safety
performed. system

CF #5: Feedback and Improvement BTC Step #6: Minimize Gap Between “work-as-
Mechanisms (including independent means) imagined” & “work-as-done”

collect data and to generate information to e Ensure BTC framework effective at process
make improvements to all phases of planning start-up

and conducting the work safely. e Encourage worker-supervisor interactions

e Track and trend performance indicators

e Perform Causal Factors Analyses on
“information-rich” events

e Learn from other people’s mistakes
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Safety Culture Lines of Inquiry Addressing the Seven ISM Guiding Principles

(Developed by EFCOG Safety Culture Task Group)

LEADERSHIP

Line Management Responsibility for Safety

Leadership and culture are two sides of the same coin; neither can be realized without the other.
Leaders create and manage the safety culture in their organizations by maintaining safety as a priority,
communicating their safety expectations to the workers, setting the standard for safety through actions
not talk (walk-the talk), leading needed change by defining the current state, establishing a vision,
developing a plan, and implementing the plan effectively. Leaders cultivate trust to engender active
participation in safety and to establish feedback on the effectiveness of their organization’s safety
efforts.

SOURCE OF ATTRIBUTE FROM ISM GUIDE

SAFETY CULTURE ATTRIBUTE (DOE G 450.4-1C)

1. Leaders assure plans integrate

safety into all aspects of an
organization’s activities
considering the consequences of
operational decisions for the
entire life-cycle of operations and
the safety impact on business
processes, the organization, the
public, and the environment.

1.1 What type of evidence do you see that demonstrates line
managers understand and accept their safety responsibilities
inherent in mission accomplishment by not depending on
supporting organizations to build safety into line management
work activities?

1.2 What type of evidence do you see that demonstrates line
managers regularly and promptly communicate important
operational decisions, their basis, expected outcomes,
potential problems, and planned contingencies?

Leaders understand their
business and ensure the
systems employed provide the
requisite safety by identifying
and minimizing hazards, proving
the activity is safe, and not
assuming it is safe before
operations commence.

2.1 What type of evidence do you see that demonstrates line
managers have a clear understanding of their work activities
and their performance objectives, and how they will conduct
their work activities safely and accomplish their performance
objectives.

2.2 What type of evidence do you see that demonstrates key
technical managers are assigned for long terms of service to
provide institutional continuity and constancy regarding safety
requirements and expectations?

Is organizational knowledge valued and efforts made to
preserve it when key players move on?

2.3 What type of evidence do you see that demonstrates
facilities are designed, constructed, operated, maintained, and
decommissioned using consensus industry codes and
standards, where available and applicable, to protect workers,
the public, and the environment?

2.4 What type of evidence do you see that demonstrates
applicable requirements from laws, statutes, rules and
regulations are identified and captured so that compliance can
be planned, expected, demonstrated, and verified?

2.5 What type of evidence do you see that demonstrates
clear, concise technical safety directives are centrally
developed, where necessary, and are based on sound
engineering judgment and data? Are DOE directives and
technical standards actively maintained up to date and
accurate?

2.6 What type of evidence do you see that demonstrates a
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LEADERSHIP

clearly-defined set of safety requirements and standards is
invoked in management contracts, or similar agreements?

Are accepted process used for identification of the appropriate
set of requirements and standards?

And is this set of requirements is comprehensive and do they
include robust quality assurance, safety, and radiological and
environmental protection requirements?

2.7 What type of evidence do you see that demonstrates
implementing plans, procedures and protocols are in place to
translate requirements into action by the implementing
organization?

2.8 What type of evidence do you see that demonstrates
technical and operational safety requirements clearly control
the safe operating envelope?

Is the safety envelope clearly specified and communicated to
individuals performing operational tasks?

2.9 What type of evidence do you see that demonstrates
exemptions from applicable technical safety requirements are
both rare and specific, provide an equivalent level of safety,
have a compelling technical basis, and are approved at an
appropriate organizational level?

2.10 What type of evidence do you see that demonstrates
compliance with applicable safety and technical requirements
is expected and verified?

2.11 What type of evidence do you see that demonstrates
willful violations of requirements are rare, and personnel and
organizations are held strictly accountable in the context of a
just culture?

Are unintended failures to follow requirements are promptly
reported, and personnel and organizations are given credit for
self-identification and reporting of errors? How do you really
know?

2.12 What type of evidence do you see that demonstrates the
organization actively seeks continuous improvement to safety
standards and requirements through identification and sharing
of effective practices, lessons learned, and applicable safety
research?

What type of evidence do you see that demonstrates the
organization committed to continuously rising standards of
excellence?

2.13 What type of evidence do you see that demonstrates
work hazards are identified and controlled to prevent or
mitigate accidents, with particular attention to high
consequence events with unacceptable consequences?

Through your interviews and direct interactions, do the
workers understand hazards and controls before beginning
work activities?

2.14 What type of evidence do you see that demonstrates the
selection of hazard controls considers the type of hazard, the
magnitude of the hazard, the type of work being performed,
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LEADERSHIP

and the life-cycle of the facility?

Are these controls designed, implemented, and maintained
commensurate with the inherent level and type of hazard?

2.15 What type of evidence do you see that demonstrates
safety analyses identifying work hazards are comprehensive
and based on sound engineering judgment and data?

2.16 What type of evidence do you see that demonstrates
defense in depth is designed into highly-hazardous operations
and activities, and includes independent, redundant, and
diverse safety systems, which are not overly complex?

Do defense in depth controls include engineering controls,
administrative processes, and personnel staffing and
capabilities?

2.17 What type of evidence do you see that demonstrates
emphasis is placed on designing the work and/or controls to
reduce or eliminate the hazards and to prevent accidents and
unplanned releases and exposures?

2.18 What type of evidence do you see that demonstrates the
following hierarchy of defense in depth is recognized and
applied: (1) elimination or substitution of the hazards, (2)
engineering controls, (3) work practices and administrative
controls, and (4) personal protective equipment? Are
inherently safe designs preferred over ones requiring
engineering controls?

Is prevention emphasized in design and operations to
minimize the use of, and thereby possible exposure to, toxic or
hazardous substances?

2.19 What type of evidence do you see that demonstrates
equipment is consistently maintained so that it meets design
requirements?

2.20 What type of evidence do you see that demonstrates
safety margins are rigorously maintained?

What type of evidence do you see that demonstrates design
and operating margins are carefully guarded and changed
only with great thought and care? Is special attention placed
on maintaining defense-in-depth?

2.21 What type of evidence do you see that demonstrates
organizations implement hazard controls in a consistent and
reliable manner?

Is safety embedded in processes and procedures through a
functioning formal integrated safety management system?
Are facility activities governed by comprehensive, efficient,
high-quality processes and procedures?

2.22 What type of evidence do you see that demonstrates
formal facility authorization agreements are in place and
maintained between owner and operator?

2.23 What type of evidence do you see that demonstrates
readiness at the facility level is verified before hazardous
operations commence?

Are pre-operational reviews used to confirm that controls are
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LEADERSHIP

in place for known hazards?

2.24 What type of evidence do you see that demonstrates
facility operations personnel maintain awareness of all facility
activities to ensure compliance with the established safety
envelope?

2.25 What type of evidence do you see that demonstrates
work authorization is defined at the activity level?

Does the work authorization process verify that adequate
preparations have been completed so that work can be
performed safely? Do these preparations include verifying
that work methods and requirements are understood; verifying
that work conditions will be as expected and not introduce
unexpected hazards; and verifying that necessary controls are
implemented?

2.26 What type of evidence do you see that demonstrates the
extent of documentation and level of authority for work
authorization is based on the complexity and hazards
associated with the work?

Leaders consider safety
implications in the change
management processes.

3.1 What type of evidence do you see that demonstrates line
managers maintain a strong focus on the safe conduct of work
activities?

What type of evidence do you see that demonstrates line
managers maintain awareness of key performance indicators
related to safe work accomplishment, watch carefully for
adverse trends or indications, and take prompt action to
understand adverse trends and anomalies?

Leaders model, coach, mentor,
and reinforce their expectations
and behaviors to improve safe
business performance.

4.1 What type of evidence do you see that demonstrates line
managers are committed to safety?

Are the top-level line managers the leading advocates of
safety and demonstrate their commitment in both word and
action?

Do line managers periodically take steps to reinforce safety,
including personal visits and walkthroughs to verify that their
expectations are being met?

4.2 What type of evidence do you see that demonstrates line
managers spend time on the floor?

Do line managers practice visible leadership in the field by
placing “eyes on the problem,” coaching, mentoring, and
reinforcing standards and positive behaviors? Are deviations
from expectations corrected promptly and, when appropriate,
analyzed to understand why the behaviors occurred?

Leaders value employee
involvement, encourage
individual questioning attitude,
and instill trust to encourage
raising issues without fear of
retribution.

5.1 What type of evidence do you see that demonstrates line
managers are skilled in responding to employee questions in
an open, honest manner?

Do line managers encourage and appreciate the reporting of
safety issues and errors and not disciplining employees for the
reporting of errors?

Do line managers encourage a vigorous questioning attitude
toward safety, and constructive dialogues and discussions on
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safety matters?

6. Leaders assure employees are 6.1 What type of evidence do you see that demonstrates
trained, experienced and have staffing levels and capabilities are consistent with the
the resources, the time, and the | expectation of maintaining safe and reliable operations?

tools to complete their job safely. | 6.2 What type of evidence do you see that demonstrates the
organizational staffing provides sufficient depth and
redundancy to ensure that all important safety functions are
adequately performed?

6.3 What evidence do you have that demonstrates to line
managers the organization is able to build and sustain a
flexible, robust technical staff and staffing capacity?

Are pockets of resilience established through redundant
resources so that adequate resources exist to address
emergent issues? Does the organization develop sufficient
resources to rapidly cope and respond to unexpected
changes?

6.4 What type of evidence do you see that demonstrates
adequate resources are allocated for safety upgrades and
repairs to aging infrastructure?

Are modern infrastructure and new facility construction
pursued to improve safety and performance over the long

term?

7. Leaders hold personnel 7.1 Are responsibility and authority for safety well defined and
accountable for meeting clearly understood as an integral part of performing work.
standards and expectations to 7.2 What type of evidence do you see that demonstrates
fulfill safety responsibilities. organizational safety responsibilities are sufficiently

comprehensive to address the work activities and hazards
involved?

7.3 What type of evidence do you see that demonstrates the
line of authority and responsibility for safety is defined from the
Secretary to the individual contributor?

Does each of these positions have clearly defined roles,
responsibilities, and authorities, designated in writing and
understood by the incumbent?

7.4 What type of evidence do you see that demonstrates
ownership boundaries and authorities are clearly defined at
the institutional, facility, and activity levels, and interface
issues are actively managed?

7.5 Are organizational functions, responsibilities, and
authorities documents maintained current and accurate?

7.6 Are reporting relationships, positional authority, staffing
levels and capability, organizational processes and
infrastructure, and financial resources commensurate with and
support fulfillment of assigned or delegated safety
responsibilities?

7.7 What type of evidence do you see that demonstrates all
personnel understand the importance of adherence to
standards?

7.8 What type of evidence do you see that demonstrates line
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managers review the performance of assigned roles and
responsibilities to reinforce expectations and ensure that key
safety responsibilities and expectations are being met?

7.9 What type of evidence do you see that demonstrates
personnel at all levels of the organization are held accountable
for shortfalls in meeting standards and expectations related to
fulfilling safety responsibilities?

Is accountability demonstrated both by recognition of excellent
safety performers as well as identification of less-than-
adequate performers in holding people accountable, in the
context of a just culture, managers consider individual
intentions and the organizational factors that may have
contributed?

8. Leaders insist on conservative 8.1 Do organization managers frequently and consistently
decision making with respect to communicate the safety message, both as an integral part of
the proven safety system and the mission and as a stand-alone theme?
recognize that production goals, | 8.2 Do managers recognize that aggressive mission and
if not properly considered and production goals can appear to send mixed signals on the

clearly communicated, can send | jmportance of safety?
mixed signals on the importance

of safety. Are managers sensitive to detect and avoid these

misunderstandings, or to deal with them effectively if they
arise? What type of evidence supports your claim?

8.3 What type of evidence do you see that demonstrates the
organization demonstrates a strong sense of mission and
operational goals, including a commitment to highly reliable
operations, both in production and safety?

Are safety and productivity both highly valued?

8.4 What type of evidence do you see that demonstrates
safety and productivity concerns both receive balanced
consideration in funding allocations and schedule decisions?
Are resource allocations adequate to address safety?

If funding is not adequate to ensure safety, operations are
discontinued?

9. Leadership recognizes that 9.1 What type of evidence do you see that demonstrates
humans make mistakes and take | hazard controls are designed with an understanding of the
actions to mitigate this. potential for human error?

Are error-likely situations identified, eliminated, or mitigated?

Is the existence of known error-likely situations communicated
to workers prior to commencing work along with planned
mechanisms to assure their safety? What is your proof?

10. Leaders develop healthy,
collaborative relationships within
their own organization and
between their organization and
regulators, suppliers, customers
and contractors.
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EMPLOYEE INVOLVEMENT

Individual Attitude and Responsibility for Safety

Safety is everyone’s responsibility. As such, employees understand and embrace the organization’s
safety behaviors, beliefs, and underlying assumptions. Employees understand and embrace their
responsibilities, maintain their proficiency so that they speak from experience, challenge what is not
right and help fix what is wrong and police the system to ensure they, their co-workers, the
environment, and the public remain safe.

SAFETY CULTURE
ATTRIBUTE

SOURCE OF ATTRIBUTE FROM ISM GUIDE
(DOE G 450.4-1C)

Individuals team with
leaders to commit to
safety, to understand
safety expectations, and
to meet expectations.

1.1 What type of evidence do you see that demonstrates personnel at
all levels of the organization are held accountable for shortfalls in
meeting standards and expectations related to fulfilling safety
responsibilities?

Is accountability demonstrated both by recognition of excellent safety
performers as well as identification of less-than-adequate
performers?

In holding people accountable, in the context of a just culture, do
managers consider individual intentions and the organizational
factors that may have contributed?

2.1 What type of evidence do you see that demonstrates individuals
understand and demonstrate responsibility for safety?

Are safety and its ownership apparent in everyone's actions and
deeds?

Are workers actively involved in identification, planning, and
improvement of work and work practices?

Do workers follow approved procedures?

Can workers at any level stop unsafe work or work during unexpected
conditions? Is there any evidence that they have stopped work?

Individuals work with
leaders to increase the
level of trust and
cooperation by holding
each other accountable
for their actions with
success evident by the
openness to raise and
resolve issues in a timely
fashion.

2.1 What type of evidence do you see that demonstrates individuals
promptly report errors and incidents?

Do individuals feel safe from reprisal in reporting errors and incidents;
they offer suggestions for improvements?

2.2 What type of evidence do you see that demonstrates individuals
are systematic and rigorous in making informed decisions that
support safe, reliable operations?

Are workers expected and authorized to take conservative actions
when faced with unexpected or uncertain conditions? Do you have
any evidence that they have ever exercised this right?

Do line managers support and reinforce conservative decisions
based on available information and risks?

Everyone is personally
responsible and
accountable for safety,
they learn their jobs, they
know the safety systems
and they actively engage
in protecting themselves,
their co-workers, the
public and the

3.1 What type of evidence do you see that demonstrates personnel
at all levels of the organization are held accountable for shortfalls in
meeting standards and expectations related to fulfilling safety
responsibilities?

Is accountability demonstrated both by recognition of excellent safety
performers as well as identification of less-than-adequate
performers?

In holding people accountable, in the context of a just culture, do
managers consider individual intentions and the organizational
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environment. factors that may have contributed?

3.2 What type of evidence do you see that demonstrates people and
their professional capabilities, experiences, and values are regarded
as the organization’s most valuable assets?

Do organizational leaders place a high personal priority and time
commitment on recruiting, selecting, and retaining an excellent
technical staff?

3.3 Does the organization maintain a highly knowledgeable
workforce to support a broad spectrum of operational and technical
decisions?

Is the right technical and safety expertise embedded in the
organization and when necessary is outside expertise is employed?

3.4 What type of evidence do you see that demonstrates individuals
have in-depth understanding of safety and technical aspects of their
jobs?

3.5 What type of evidence do you see that demonstrates the
technical qualification standards are defined and personnel are
trained accordingly?

Do technical support personnel have expert-level technical
understanding?

Do managers have strong technical backgrounds in their area of
expertise?

3.6 What type of evidence do you see that demonstrates
assignments of safety responsibilities and delegations of associated
authorities are made to individuals with the necessary technical
experience and expertise? In rare cases, if this is not possible, are
corrective and compensatory actions taken?

4. Individuals develop 4.1 What type of evidence do you see that demonstrates individuals
healthy skepticism and cultivate a constructive, questioning attitude and healthy skepticism
constructively question when it comes to safety? Do individuals question deviations, and
deviations to the avoid complacency or arrogance based on past successes?

established safety system | pg team members support one another through both awareness of
and actively work to avoid | each other’s actions and constructive feedback when necessary?

complacency or 4.2 What type of evidence do you see that demonstrates individuals
arrogance based on past . S

are aware of and counteract human tendencies to simplify
successes. . . .

assumptions, expectations, and analysis?

Are diversity of thought and opposing views welcomed and
considered? Is intellectual curiosity encouraged?

4.3 What type of evidence do you see that demonstrates individuals
are intolerant of conditions or behaviors that have the potential to
reduce operating or design margins?

Are anomalies thoroughly investigated, promptly mitigated, and
periodically analyzed in the aggregate?

Is the bias set on proving work activities are safe before proceeding,
rather than proving them unsafe before halting?

Do personnel not proceed and do not allow others to proceed when
safety is uncertain? Do you have any evidence that they ever have
exercised this right?

4.4 What type of evidence do you see that demonstrates individuals
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outside of the organization (including subcontractors, temporary
employees, visiting researchers, vendor representatives, etc.)
understand their safety responsibilities?

Individuals make
conservative decisions
with regards to the proven
safety system and
consider the
consequences of their
decisions for the entire
life-cycle of operations.

5.1 What type of evidence do you see that demonstrates individuals
are mindful of the potential impact of equipment and process failures;
they are sensitive to the potential of faulty assumptions and errors,
and demonstrate constructive skepticism?

Do they appreciate that mindfulness requires effort?

5.2 What type of evidence do you see that demonstrates individuals
recognize that errors and imperfections are likely to happen?

Do they recognize the limits of foresight and anticipation, and watch
for things that have not been seen before?

Do they appreciate that error-likely situations are predictable,
manageable, and preventable, and seek to identify and eliminate
latent conditions that give rise to human performance errors?

5.3 What type of evidence do you see that demonstrates individuals
are systematic and rigorous in making informed decisions that
support safe, reliable operations?

Are workers expected and authorized to take conservative actions

when faced with unexpected or uncertain conditions? How do you
know?

Do line managers support and reinforce conservative decisions
based on available information and risk?

Individuals openly and
promptly report errors and
incidents and don't rest
until problems are fully
resolved and solutions
proven sustainable.

6.1 What type of evidence do you see that demonstrates individuals
promptly report errors and incidents?

Is there a sense that they feel safe from reprisal in reporting errors
and incidents? Do they offer suggestions for improvements?

Individuals instill a high
level of trust by treating
each other with dignity
and respect and avoiding
harassment, intimidation,
retaliation, and
discrimination. Individuals
welcome and consider a
diversity of thought and
opposing views.

7.1 What type of evidence do you see that demonstrates individuals
cultivate a constructive, questioning attitude and healthy skepticism
when it comes to safety? Do individuals question deviations, and
avoid complacency or arrogance based on past successes?

Do team members support one another through both awareness of
each other’s actions and constructive feedback when necessary?

7.2 What type of evidence do you see that demonstrates individuals
are aware of and counteract human tendencies to simplify
assumptions, expectations, and analysis?

Is diversity of thought and opposing views welcomed and
considered? Is intellectual curiosity is encouraged?

Individuals help develop
healthy collaborative
relationships within their
organization and between
their organization and
regulators, suppliers,
customers and
contractors.

1-11




DOE-HDBK-1208-2012

ORGANIZATIONAL LEARNING

Organizational Learning for Performance Improvement

The organization learns how to positively influence the desired behaviors, beliefs and assumptions of
their healthy safety culture. The organization acknowledges that errors are a way to learn by
rewarding those that report, sharing what is wrong, fixing what is broken and addressing the
organizational setup factors that led to employee error. This requires focusing on reducing
recurrences by correcting deeper, more systemic causal factors and systematically monitoring
performance and interpreting results to generate decision-making information on the health of the
system.

SAFETY CULTURE
ATTRIBUTE

1. The organization
establishes and cultivates
a high level of trust;
individuals are comfortable
raising, discussing and
resolving questions or
concerns.

SOURCE OF ATTRIBUTE FROM ISM GUIDE
(DOE G 450.4-1C)

1.1What type of evidence do you see that demonstrates credibility
and trust are present and continuously nurtured?

Do line managers reinforce perishable values of trust, credibility, and
attentiveness?

Is the organization just — that is, does the line managers
demonstrate an understanding that humans are fallible and when
mistakes are made, the organization seeks first to learn as opposed
to blame?

Is the system of rewards and sanctions aligned with strong safety
policies and reinforces the desired behaviors and outcomes?

1.2 What type of evidence do you see that demonstrates open
communications and teamwork are the norm?

Are people comfortable raising and discussing questions or
concerns?

Are good news and bad news both valued and shared?

1.3 What type of evidence do you see that demonstrates a high
level of trust is established in the organization?

Is reporting of individual errors is encouraged and valued?

What methods are available for personnel to raise safety issues,
without fear of retribution?

The organization provides
various methods to raise
safety issues without fear
of retribution, harassment,
intimidation, retaliation, or
discrimination.

2.1 What type of evidence do you see that demonstrates systems of
checks and balances are in place and effective at all levels of the
organization to make sure that safety considerations are adequately
weighed and prioritized?

2.2 Do safety and quality assurance positions have adequate
organizational influence?

2.3 What type of evidence do you see that demonstrates processes
are established to identify and resolve latent organizational
weaknesses that can aggravate relatively minor events if not
corrected?

Are linkages among problems and organizational issues examined
and communicated?

Leaders reward learning
from minor problems to
avoid more significant
events.

3.1 What type of evidence do you see that demonstrates the
organization actively and systematically monitors performance
through multiple means, including leader walk-arounds, issue
reporting, performance indicators, trend analysis, benchmarking,
industry experience reviews, self-assessments, and performance
assessments?
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Is feedback from various sources integrated to create a full
understanding?

3.2 What type of evidence do you see that demonstrates
organization members convene to swiftly uncover lessons and learn
from mistakes?

3.3 Are frequent incident reviews conducted promptly after an
incident to ensure data quality to identify improvement
opportunities?

3.4 What type of evidence do you see that demonstrates expertise
in causal analysis is applied effectively to examine events and
improve safe work performance?

Is high-quality causal analysis is the norm?

Is causal analysis performed on a graded approach for major and
minor incidents, and near-misses, to identify causes and follow-up
actions?

Are even small failures viewed as windows into the system that can
spur learning?

3.5 Do performance improvement processes encourage workers to
offer innovative ideas to improve performance and to solve
problems?

3.6 What type of evidence do you see that demonstrates line
managers are actively involved in all phases of performance
monitoring, problem analysis, solution planning, and solution
implementation to resolve safety issues?

4. Leaders promptly review, 4.1 What type of evidence do you see that demonstrates line
prioritize, and resolve managers have a strong focus on the safe conduct of work
problems, track long-term activities?

sustainability of solutions, | Are line managers maintain awareness of key performance

and communicate results | jndicators related to safe work accomplishment, watch carefully for
back to employees. adverse trends or indications, and take prompt action to understand
adverse trends and anomalies?

4.2 What type of evidence do you see that demonstrates vigorous
corrective and improvement action programs are in place and
effective?

Is there a rapid response to problems and closeout of issues
ensures that small issues do not become large ones?

Are managers actively involved to balance priorities to achieve
timely resolutions?

5. The organization avoids 5.1 What type of evidence do you see that demonstrates
complacency by cultivating | operational anomalies, even small ones, get prompt attention and
a continuous evaluation — this allows early detection of problems so necessary
learning/improvement action is taken before problems grow?
environment with the 5.2 Are candid dialogue and debate, and a healthy skepticism

attitude that “it can happen | encouraged when safety issues are being evaluated?

here. Are differing professional opinions welcomed and respected? Is it
ever used?

Are robust discussion and constructive conflict recognized as a
natural result of diversity of expertise and experience?

5.3 What type of evidence do you see that demonstrates individuals
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are systematic and rigorous in making informed decisions that
support safe, reliable operations?

Are workers expected and authorized to take conservative actions
when faced with unexpected or uncertain conditions?

Do line managers support and reinforce conservative decisions
based on available information and risks?

5.4 What type of evidence do you see that demonstrates operations
personnel are held to high standards of both technical understanding
and detailed task-oriented performance?

Do operations personnel provide reliable and consistent responses
to expected occurrences?

Are flexible responses to unexpected occurrences based on
continuous preparation and training?

Are formality and discipline in operations is valued?

5.5 What type of evidence do you see that demonstrates
organizational systems and processes are designed to provide
layers of defenses, recognizing that people are fallible?

Are prevention and mitigation measures used to preclude errors
from occurring or propagating?

Are error-likely situations sought out and corrected, and recurrent
errors carefully examined as indicators of latent organizational
weaknesses?

Do managers aggressively correct latent organizational weaknesses
and measure the effectiveness of actions taken to close the gaps?

6. Leaders systematically 6.1 What type of evidence do you see that demonstrates line
evaluate organizational managers are in close contact with the front-line; they pay attention
performance using: to real-time operational information?
workplace observations, Is maintaining operational awareness a priority? How do you know?

employee discussions,
issue reporting,
performance indicators,

Do line managers identify critical performance elements and monitor
them closely?

trend analysis, incident 6.2 What type of evidence do you see that demonstrates
investigations, organizations know the expertise of their personnel?
benchmarking, What evidence do you have that line managers defer to qualified
assessments, and individuals with relevant expertise during operational upset
independent reviews. conditions?

Are qualified and capable people closest to the operational upset
empowered to make important decisions, and are held accountable
justly?

6.3 What type of evidence do you see that demonstrates
performance assurance consists of robust, frequent, and
independent oversight, conducted at all levels of the organization?

Does performance assurance include independent evaluation of
performance indicators and trend analysis?

6.4 Are performance assurance programs guided by plans that
ensure a base level of relevant areas are reviewed?

Are assessments performed against established barriers and
requirements?

6.5 What type of evidence do you see that demonstrates efficient
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redundancy in monitoring is valued; higher levels of redundancy are
recognized as necessary for higher risk activities?

6.6 What type of evidence do you see that demonstrates
performance assurance includes a diversity of independent “fresh
looks” to ensure completeness and to avoid complacency?

Is there a mix of internal and external oversight reviews reflects an
integrated and balanced approach? Is this balance is periodically
reviewed and adjusted as needed?

6.7 What type of evidence do you see that demonstrates the
insights and fresh perspectives provided by performance assurance
personnel are valued?

6.8 Is organizational feedback actively sought to make performance
assurance activities more value-added?

6.9 Is complete, accurate, and forthright information is provided to
performance assurance organizations?

6.10 What type of evidence do you see that demonstrates results
from performance assurance activities are effectively integrated into
the performance improvement processes, such that they receive
adequate and timely attention?

Are linkages with other performance monitoring inputs examined,
high-quality causal analyses are conducted, as needed, and
corrective actions are tracked to closure with effectiveness verified
to prevent future occurrences?

6.11 What type of evidence do you see that demonstrates line
managers throughout the organization set an example for safety
through their direct involvement in oversight activities and
associated performance improvement?

6.12 Are senior line managers periodically briefed on results of
oversight group activities to gain insight into organizational
performance and to direct needed corrective actions?

6.13 What type of evidence do you see that demonstrates periodic
ISM reviews, assessments, and verifications are conducted and
used as a basis for ISM program adjustments and implementation

improvements?

7. The organization values 7.1 What type of evidence do you see that demonstrates operating
learning from operational experience is highly valued, and the capacity to learn from
experience from both experience is well developed?
inside and outside the Does the organization regularly examine and learn from operating
organization. experiences, both internal and in related industries?

8. The organization willingly 8.1 What type of evidence do you see that demonstrates line
and openly engages in managers throughout the organization set an example for safety
organizational learning through their direct involvement in continuous learning by
activities. themselves and their followers on topics related to technical

understanding and safety improvement?

8.2 What type of evidence do you see that demonstrates the
organization values and practices continuous learning, and requires
employees to participate in recurrent and relevant training and
encourages educational experiences to improve knowledge, skills,
and abilities?

1-15



DOE-HDBK-1208-2012

ORGANIZATIONAL LEARNING

Are professional and technical growth formally supported and
tracked to build organizational capability?

8.3 What type of evidence do you see that demonstrates training to
broaden individual capabilities and to support organizational learning
is available and encouraged — to appreciate the potential for
unexpected conditions; to recognize and respond to a variety of
problems and anomalies; to understand complex technologies and
capabilities to respond to complex events; to develop flexibility at
applying existing knowledge and skills in new situations; to improve
communications; to learn from significant industry and DOE events?

8.4 Are mental models, practices, and procedures updated and
refreshed based on new information and new understanding?

8.5 What type of evidence do you see that demonstrates training
effectively upholds management'’s standards and expectations?

Beyond teaching knowledge and skills, are trainers adept at
reinforcing requisite safety values and beliefs?

8.6 Do managers set an example for safety through their personal
commitment to continuous learning and by their direct involvement in
high-quality training that consistently reinforces expected worker
behaviors?

8.7 Do managers encourage informal opinion leaders in the
organization to model safe behavior and influence peers to meet
high standards?
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